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ABSTRACT

This document sets forth the basic requirements and guidelines
for the preparation of System Safety Ergineering Analysis. It
discusgses the phllosophy of Systen Safety and details the various
analytic :methods available to the engineering profession. Appen-
dices provide a textbook description of each of the methods. The .-
. document is a handbook and should be used as a source of informa~
tlon and guidance. : ‘
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PREFACT

-This document, developed for the Director of Safety (KSC-SF)
zt the John F, Kennedy Space Center, is a handboock for the
preparavion of System Safety Engineering Anslyses. It pro-
vides -a general overview of system elewents which are possible
suvjects [or system safety studies, and suggests recommended
wethods of :aalysis for the various study areas and types of
szfety problems ithat may arise. The kind and form of ocutput
azta uwnd infermation which safety studies should provide zre
identified. Section 4 provides a swmmary of the basic msiledis
of unalysis and assessment; these discussions are amplifiel 2=
. the appendices for those who reguire more detail regarding
R suitable applications, data requirements, background snd theory
' of each method, and the type of conclusions that each method is
capable of providing. Credit for much of the material in this
handbook is due the authors of the references in Section 3,
since these provided much of the information contained herein.
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1.2

'INTRODUCTION

Bnglneering development ol o systom requires uystcmdtlc
igentification and solution of sufeby problems which eriss
from huzard potentials in the syslem. This problem laenti-
fication and solubicn {requently requires systen suiety
engineering unalysis of spesific syeiems and functlions. There
sre a variety of methods wund techunigues that have been developed
for, or are particularly &pL to system safety study. Thsse
technigues enable tho poricruance of systenm sulety erginesring
anulyses,und when integrated with total system engineering,
contribute to equlpment designs and operatlons vhich satizly
system safety requlrements w1thout compromiging total systen

'.periormance.

 PURPOSE by
The purpose of thiu ‘document is to guide engln@erlrg gspeciziicsts
in the conduct of system safety engineering studis ) and 1o

provide criteria for the control of such studies in a cost

. eff'ective manner.

In many projects, lack of early planning of system sufety is

the principal reason for the lack of true cost effectiveness

in System safety. Historically new systems have begn concelved
for a primary mission and excluded secondary consideraticns such
as safety,and rellablllty. There is generally 11ttle or no
budgetary consideration given to the salety aspect: of systems,
engineering in the conceptual stage. During the nevelopuenunl
and early operational phase most safety problems occur ard are
solved by “brinkmanship"., That is, allowing ihem to beccze

. potentially serious problems, and then forging a fix for each.
~This approach lacks the unlty of concept fundumental to good
‘cost effectlveness.

Safety engineering after-the-fact proves to be costly, issues
become confused and often the fix is abandoned due to trade-offs
egainst schedule impact. This pendulum of unmodulated under-

" awareness to the problem and over-reaction can bte controlled by
the application of sound systems safety englneerlng aurlna the

conceptual or developmentul phase. . E
SCOPE |

This document provides a general overview of system'elements

or functions which are possible subjects for system safety
study. It identifies informaticn and output duatz that a salely
study should provide in order to support management decisions
vith respect to system safety, Most important, it identifies
and describes a variety of analytic techniques which are applic~

.able to system safety problems. For each technique described,

there is & discussion of suitable applications, input data
requirenents, operational steps in dPDllCutlon, and the klnu and
quality of conclusions that may be drawn,

oo StREY -t




USE FOR TYPEWRITTEN MATERIAL ONLY

THE

NUMBER' D2-119062~1

(TS T companc REV LIR

!

T.2

1-3

1.4

1.5

NASA SAFETY DIRECTION

(Continued)

Selected technical refersnces are cited and. technical
appendiceg are included to identify or prov1de more . IR
detailed 1nformat10n for the user. '

OBJECTIVES

The objective of this document is to provide guidelines for
system safety engineering analysis, that will allow NASA to
achieve standardization and uniformity of the overall -approach
to "safety" by its various support contractors. .. ‘
This document alsc provides the engineering analyst with a
selection of analytic tools, with instruction in their applic-
ation, to facilitate the requirement of paragraph 1.5, by use
of the techniques defined in Section 4.

SYSTEM SAFETY ANALYSIS -PHILOSOPHY

Operational systems have and continue to have safety deficilencies
inadvertently designed into them. The best way io resolve safety
hazards is to design them out of the system. Thils may be
achieved by conducting a thorough system safety analysis con-

-sidering the possible trade-off's between various design alter-

natives. The philosophy dictating these analyses usually takes
one of three approaches, The first approach asks the question:
Whet degree of safety can be achieved from the minimum expense?
The second: What maximum degree of safety cen bes achieved for

- a preselected expenditure? The third: What minimum expense is

reguired to achieve a preselected safety level? With the third
approach, caution must be exercised for it is possible that the
most effective course of action provides a higher level of
safety at a lower expense than the preselecited safety level.

Inherent in the role of system safety is the responsibility of
properly identifying and eliminating accident causes before they
occur. It is a fact that behind most accidents there is a

.cause that can be identified and eliminated.

- 1

' The Office of Manned Space Flight (OMSF) has issued‘guldelinés
_ concerning the spplication of system safety principles to all

manned space flight programs. The following is an extract from

& letter, Subject: Implementation and Conduct of NASA System

Safety Activities, dated July 24, 1968 ‘and algned by the
Director of Safety (DY):

"This is to communicate the desired approach in the
conduct of system safety sctivities and to clearly
delineate the results expected. .

U3 4802 1434 REY. 8-65
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i(COntinued) E

PURPOSE

"The purpose of system safety activities (like 211
safety activities) is the avoidance of injury to
people and the avoidance of property loss {including
flight hardware) to the maximum practical extent.

BASIC APPROACH

. "Similar to other NASA safety activities,‘ﬂystem
'ﬁsafety requires a basic approach as follows:

.t. Know the hazardous characteristics of the system
(including the total environment). Specifically, this
means hazards to people and property (including flight
hardware).

2. Eliminste, insofar as possible, these hazards,
If the hazards cannot be eliminated, take all practical
steps. tn control them., These steps include both hardware
- and softvare considerations., ‘ o

3. Identify the risks remaining as inherent in the
gystem, its processing and its opsration either in (1) normsl
modes or (R) out of tolerance modes brought sbout by failures
or combinations of failures. These risks are the risks to
people and property (including flight hardware).

4La. Assure that the lmowledge of residual risks identified
is applied to the programmatic decision-making process.

5. Recognize that the management responsibility for
achleving system safety flows along program organizational
linBS .

6. Bear in mind that the- desired results from system
safety activities are the minimizing of risks to the
maximim practical extent and the application of ths know-
ledge of these risks to manasgement decisions, Also, assure
an understanding at ell management levels as to the risks
being incurred by testing, transporting or operating the
system or portions of the system.

;
~ all systems processing activities, through conduct of

U3 4802 1434 REV. 8-61
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(Continued)

WHERE SYSTEM SAFETY ACTIVITIES ARE REQUIRED

"System safety activities are required in all NASA space
hardware programs, manned and unmanned, to assure protection
of people and property from system flight hardware effects
from design inception, through all systems processing
activities, through conduct of the mission and including
post-mission activities insofar as hazards arising from the
mission may require.

WHERE SYSTEM SAFETY ACTIVITIES ARE SUGGESTED

"The philosophy, technlques and tools of the system safety
approach are recommended, as applicable in: complicated
industrial safety situations, complex laboratory operatlons,
sircraft research, and other research activities.

WHY THE SYSTEM SAFETY APPROACH

"The reason for an organized NASA system safety approach
include the following: .

1. The complexity of systems, subsystems and components
uwnder extreme and complex condlitions of environment and
application. The inherent complexity of the NASA flight
hardware systems demands analytical techniques of consider-
able sophistication in order to achieve problem identifica-
tion and solutiomn.

2. The need to fix considerable attention on the safety
considerations arising out of total systems effects, whers
such effects cannot be-discovered when con51der1ng portions
of the system independently.

3. The subtleties inherent in the dynamic characteristics
of flight hardware systems. :

4. The need to assure that'the safety aspects of the
mission under normal conditions and under m15310n failurs
conditions .are adequate. : ;

5. The need to assire that system safety measures at all
steps leading up to and after the mission are adeguate.

U3 4802 1434 REV ., B8-85
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HOW TO IMPLEMENT SYSTEM SAFETY ACTIVITIBS

" "Successful and therefore, satlsfactory conduct of -
system safety activ1t1es include the following p01nts
of approach:

1.

2.

Porsonnel assigned in system safety work are to be —-
B. Qualifieé to conduct the work

b. Assigned, exclusively, to the system safety mission
c. Organizationally placed to assure effectiveness.

Anglytical techniques appropriate to the situation are

to be use,

3

System safety is to take advantage of all useful inputs.”

3¢ 3634 H

It 1s quite obvious from the above quotation that NASA
management recognizes the need for a systematic analytic
approach to gystem safety engineering., This document attempts
to formalize the KSC-SF implementaion of the above requirements.

U3 4802 1494 REV, 6-688
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' SELECTION OF METHOD

The system which confronts the analyst may vary considerably in
complexity from one assessment to the next. Whether the scope

of analysis encompasses an entire manned spaceflight center such
as KSC, or whether it is limited to one component such as a valve

or relay, the "system" approach is equally valid. The safe

development and use of a system involves many managerial,
engineering, manufacturing and operational disciplines, regard-
less of whether that system is a complete launch facility or an
individusl device used on that facility. Application of the
systems approach assures that the requirements and objectives of
the system "uger" will be realized in the safest and wost econ-
omical manner the state of technology will allow. The usefulness
of the systems approach increases as the complexity of the problem
to be solved increases. Therefore, KSC Safety management must
gselect from among the various methods of system analysis available
that which is required to satisfy the safety problem posed.

For example, the question may be asked, "What is the numerical
probability that death will be incurred by operational personnel
during all phases of assembly, test and checkout of the Space
Vehicle for Mission X?" Answering that question requires a

" complex detailed quantitative analysis spanning many facilities
and agenciles.

Another example: A question of gulte different character may
be asked of the gystem safety analyst., "What specific risks
to equipment and men must be avoided during the operation of
hypergolic propellant transfer unit, number abe, during Space-
craft loading at the launch facility?" This question is not
. only much smaller in scope and complexity, but suggests a qual-
itative analysis. Relative probabilities may be useful for
‘gssessment formulation and critical risk 1dent1flcatlon, but
“’the absolute statistical analysis required to¢ answer the questlon
".in the first example is not necessary or even desirable because~*

-© " of the undesmrabla costs of "over analy51s."

When system Safety englneers are required to perform analyses
at the same time that the system design is developing, the
system managers may not provide specific questions to be
answersd, tut will still require a complete assessment of the
level of safety allowed by the propesed design. Maximum
benefit is derived from analyses conducted during design phases
because alternatives and tread-offs can be compared for optimal
safety, and ti bést solution can be incorporated in the final

~ system design without expensive modlflcation to. the completed
'system.

SHEET 2+1
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The degree of system design definition available to the analyst
may dictate the method of analysis. It is impossible to con-
struct & Failure Mode and Effects Analysis (FMEA), or much of
s fault tree when only the basic scheme for the system is known.

. A Gross Hazards Anelysis, as defined in paragraph 4.1, completed

in time may demonstrate that some other design concept 18
essential if a high degree of safety is to be obtained. Gross
Hazards Analysis provides a quick method for the system safety
engineer to apply experience from detailed analyses conducted
for other systems which have a reasonable degree of similarity
to the proposed system design concept.

The extent and detail of the safety analysis required early in
the program *s largely dependent on the complexity of the system
to be analyzed and the desired accuracy of the answer, and this
will indicate the best analytical method to be used.

“'The difficulty of matching the size of the analytical effort,

to efficiently provide the required visibility of risk, can be
solved in successive steps. If sufficient time is allowed the

© analyst, a preliminary analysis may be conducied to predict the

best analytical method to use for the formal analysis to follow.
The preliminarj snalysis to be performed should at least consider:

(1) The contractusl or binding system safety requirements,
How accurately must safety be measured? A high degree
of accurscy implies a detailed, quantitative amalysis.
Minimm sllowable accident probabilities may be explicit
in the céontract. e

(2) How hazardous does the system seem? Does the system
require a large or close man-machine interface?  Are
high energies stored in the system? Are weight or structural
eriteria such that normal safety factors must be reduced?
Is the system operated in environments for which it was not
.designed? Are subsystems required to protect man and
machine from severs environments? Affirmative answers Lo
imply highly hazardous systems. ' !

{3) What level of téchnology is required to design and build
the system relative to the state-of-the-art? New ideas
and ways of solving system design problems frequently

~Amply an unusual element of risk. o

US 4802 14394 RAEV, B—65
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| (Continued)

(4) What level. of technological skill is required t0 operate
the completed system relative %o estimsted present skill
-levels of the user? A new type of system which reguires
the user to learn new skills, beyond merely acguiring
systems familiarization, implieg that he will also need
to be aware of the new risks inherent in the system in
more detail than users who have already mastered the
required skills,

(5) " If the user is now operating, or is about to operate, a
finished system, he may specify safety analyses which he
already knows he needs, The specific problems he poses
may dictate the method of analysis to be conducted; either
directly or by inference. If not, compare his stated
safety problems with 1 through 4 above.

“The type and character of the safety problems should be form-

ulated and the best method selected which will provide the re-
quired outputs, and will scope the system level for which the
safety problem is formulated.

Finally an assessment of the available data must be made to
determine the possibility of providing the required analytical
outputs with the method selected (see Section 3). After screening
the methods in such a manner, several methods may still appear

to be practical. The analysis method requiring the least overall
effort is normally chosen in that case. However, if the analysis
of the immediate safety problems will point out additional areas
where analysis will be required, then consideration must be -
given to using the method which provides a baseline for . further
gnalytical work. This may cause the anslyst to recommﬁnd a.

méthod which involves a more extensive original analytical . effort

" than would otherwise be chosen, so that materlal savmngs will be
. realized in future safety analyses. , :

An example of method selectlon drawn from actual experience

.- on the Apollo Program is provided below::

 The combined System Safety organization of NASA, Boeing TI1E,

' and Belleom conducted meetings to compile a list of possible
"potential accidents in the Apollo program. The accideénts were
.pricritized on the basis of program experience, mission crit-
cilcality and expectations of the likelihood of occurrence. The
~top priority safety problems centered arcund the Astronauts

who were to fly each manned missicn, The analytical problem

© was fipally defined in qualitative terms and, in essence, said -|

"identify all hazards which may cause death or injury of
the Flight Crew from the time of entry.into the launch
pad st Kennedy Space Center through all following mission

o phases including splashdown and recovery from the Command
_.;Module of the spacecraft " :

U3 4802 1434 REY, 805
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" ation, but fewer methods could provide. the relative criticalities

" wmay have been selected, particularly when consideration had

safety analysis.

Several methods of analysis could provide hazard identific-

of the risks incurred by the Flight Crew as they came within
the area of influence of edch hazard., Some meane wss required
to identify those hazards for which the present risks were
acceptable. The ideal method would provide numerical prob-
abilities of esch hazard causing the accident to be avoided,
namely death or injury to one or more Astronauts., Fault Tree
(Logic diagram) and Failure Mode, Effects, and Criticality
Analysis (FMECA) became the candidate methods,

A review of the available data disclosed that failure data
would be very difficult to obtain in the form needed, and.
that in scme cases the data sample was very small., This is
characteristic of a aystem for which a low production quantity’
is required, such as a research program like Apcllo. This
forced the reliance on relative assessments of criticalities
for each hazard identified. The lack of exacting failure data
indicated that a better perspective of the problem could be
maintained with the Fault Tree method rather than the FMECA
method. The availlability of some failure history, equipment
level FMEA's and other types of engineering analyses was con-
sidered to fit into the Fault Tree method better than FMECA.
Further, the analysis team was spread from East Coast to West
Coast and team membership involved several agencises. The Fault
Tree method provided an efficient communication and analysis
management tool. The final considerations were atalytical
resources and the long term System Safety analysis requiremsnts.

The potential accident of-death to the Astronsuts only began
the list of many potentisl accidents which the user, NASA,
wighed to prevent., The utility of the Fault Tree in a complex
study area, it's capability to keep pace with the changeability
encountered at this program level and the detail analysis
documentation 1t provides, form an excellent baseline for
future analysis, This baseline gllows maximum congervatiion

of analytical effort, and thereby minimizes long term manpower
requirements. Had the study area been confined to a less
complex system, say the Saturn Booster, then the FMECA approach

been given to the analyses already in progress for that level
of system study and the time available to complete the systenm

U9 4802 1434 AEV.B=8S
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2.1

- replace an assessment of each specific situation.

METHOD SELECTION MATRIX

System safety studies must provide management visibility and

.enginesring counsel regarding the safe construction and

operation of systems. To accomplish this purpose there are
several types of analysis results, or outputs, which may be
reported singly, or in combinations which are most. productive
in terms of safety assurance in a given situation. These are
listed as output requirements on the matrix on page 2-6.

The method of analysis should be effective for the study area
under consideration from the viewpoint of time, cost, and method
capability. The study areas are listed across the top of the

method selection matrix.

The analysis methods are shown at the intersecting columns and
rows for study areas and output requirements. These are
suggested only as a guide, and use of the matrix should not
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3.0

3.1 .

3.1.1

3.1.2

DATA INPUTS

‘TYPES OF DATA

The system safety analyst will find that data required to conduct
en anslysis of a system are large in gquantity and vary consider-
ably. The quantity of data required depends on the size and
complexity of the system to be assessed. However, the types of
data that must be collgcted for the analysis are predlctable
These types are discussed in the following paragraphs.

Sygtem Function and Desoripfion

In the conceptual phase gystem specifications should be gathered
before the analysis begins. Procurement of the system 1s con-
trolled by requirement specifications that define the user's objec-

tives, design constraints, and requirements such as conformance to

standards or codes.

In the developmental phase system design drawings must be gathered
as the analysis begins. The most useful of these are system func-
tional logic diagrams or flow dlagrams. In all analyses, great use
is made of gystem schematiecs; and in some analyses, module, drawer

and component level schematics are necessary. Installation drawings

are useful when assessing the possible effects of high energy
release accidents such as high voltage shorts,; explosions, and
fires. Installation drawings help in the analyses of accident vor
control equipment (inerting or water systems) and in assessing
emergency egress capabilities., Detail part drawings are usually
not useful except when safety critical components have been identi-
fied in the analysis. Analyses which are conducted after the

‘system is built may be expedited by reference to technlcal manuals

and operation and maintenance manuals,

System Environment

The system's enviromment may be determined from requirements
specifications and design constraints. . Further envirommental

~data may be required as the analysis develops, to answer specific

guestions about the effects of enviromment on particular portions
of the system. The environment may not be constant in time or
may vary from one part of the system to another at any given

point in time. It will be necessary to collect interface data
which affects the system's function relative to safe use. Instal-
lation drawings are useful if spatial relationships are pertinent
to failure mode causes or effects. The energy sources in the
system being analyzed may not appear to be hazardous until the
other systems in the acecident induced environment are lmown.

SHEET 3-1
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3.1.3 Failure Data

Whether the analysis is going to be quantitatively eveluated or
not, some failure data becomes necessary as it develops. Without
any insight about relative failure probabilities, all failures may
be considered equally likely. This will cause single failure
points which are e "itical to safety to appear to be the most likely
to cause an accident. ' Strangely enocugh, this may not identify the
most critical failure potentials. Since the probability that a

_given fault will occur'/when it can cause the potential accident

depends on both the failure rate and the total time it may be
causative, multiple failures may be more likely to create the
accident than one failure. Therefore, the probable time from the
actual fault to the detection of that fault is required. If there
is no means of "safing" the system upon detection of a eritical
fault, the time from detection to repair can be used. In the case
of faults which will not be detected when they occur the best
estimate to use is the time to periodic maintenance or the test
frequency.

Any data which helps the analyst select critical failures is con-
sidered as "failure" data, A4 consideration of the safety factor

in the deslgn is helpful. If components are operated at or near
their failure limits, the probability of failure is greater than

if = large safety margin has been allowed. If the failure limits
are not well defined for a component because of state-of-the-art
limitations, then the chance for a design error in establishing
safety factors is greater than when failure limits can be accurately
estinmated and proven in test programs. Usually when safety factors
cannot be well established for the design, high factors are used.

- This in itself can sometimes pose a concern for the analyst.

If FMEA's have been conducted for components, modules, etc., of

the sytem, these can be used to indicate the failure probability.
FMEA's with quantitative evaluation are best, but caution is
advised because the failure modes considered may not exdcetly co-.
ineide with the failure mode required in the safety analysis. See
Paragraph 4.5 on use of FMEA's as an analytical tool.

‘Direct, raw failure history obtained during test and operation of

the system is useful if found in sufficient quantity. Since direct
history on the components is usually not sufficient in itself, this
may be complemented by generic failure data from PRINCE, FARADA %

or other reliability failure data files. These generic rates ars

hard to use for two reasons. First, the stated failure rates in-
clude all known modes of failure for that component. In some
cases both primary and secondary failures have been grouped to-
gether, and in others only primary failures have been reported.
The analysis normally requires failure rate for only & few of all
possible modes, both primary and secondary. Secondly, the condi-
tlons under which the failures actually occurred may be signifi~
cantly different than the operatlng conditions experienced by the

* See Paragraph 3.1.6.2 a and b

3

SHEET 3~2

U3 4802 1434 REV. B85




USE FOR TYPEWRITTEN MATERIAL ONLY

NUMBER D2-116062~1

"THE @gﬁiﬁ@ COMPAMNY . REV LTR

3.1.3

3.1.4

3.1.6.1

3160

(Continued)

f

component in the gystem under study. This leads to "fudge factors“

which are a large source of error in the final probability of .
failure of the component in question. -The selection of the most

accurate fallure rate is therefore quite difficult and time con~ e

suming.,

System Simulation Dats

Employment of system simulation tesgting and data may provide an
excellent basis for safety judgments and design decisions on new
systems. A reasonable approximation of the use environment can
be obtained by testing portions of the system which are deemed to
be essentially independent or whose interaction with the rest of
the system can be simulated. Additionally, some cause-effect
characteristics may be developed mathematically upon a physical
basis. This can be done with reasonable accuracy for electrical .

hetworks and structural components because of the accurate speci-
C Tication of manufacturing tolerances and the ablllty to express
* - theoretical relatlonships. E

‘ Other Studles

‘;1When englneerlng studles of subsystems are found they may be
" useful in avoiding a new analysis of the- same_subsystem The
~ ,analysis is more useful if a quantitative evaluation is provided
‘ for the. probablllty of the fallure or fault event of the subsystem.

Sources of Data

{AMuch of the data to be collected is found in englneering 11brarles,

drawing files, and general libraries and information centers main-
tained by both private and government agencies. - The systems analyst
will find, however, that most of the information procured from data
centers must be complemented by information gained through direct
interface with the organizations who create ithe data. Well estah-
lished communications with these organizations will facilitate both
the understanding of the data collected, and will ensure that a
lmowing and realistic use is made of the information obtained. -
Misused data causes the creation of 'an un-used analysis. The most’
important quality of an analysis is validity. : e

Data Generating Organizations

a. Design Engineering
Design Engineering 1s & source of valuable information on the
operating and functional characteristies of the system. Xnow-

ledge of proposed changes to the system can be aequired during
the conceptual and initial design change stage, and suggestions

S
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3.1.6.1 a. (Continued)

Ce

made to the designers to provide a safer, cost-effective change,
System design changes which are needed for improved system
safety can be discussed with the designers to select the most
effective design alternative with respect to safety and system
effectiveness.

The interface betwsen system safety analysts and Design

. Engineering requires a "day-to-day" working relationship

between members of each organization. The results of this close
relationship are inherently beneficial to both organizations.

Maintainability

Maintainability is a design discipline that provides for ease,
economy and safety in all maintenance functions and the use of
maintenance equipment. Therefore, system safety engineers work
with Maintainability to perform safety analyses on maintenance

. equipment and to certify the safety of maintenance equipment

design and maintenance operations.- 7 I

“Himan Engineering ' 0

Humen éngineering and system safety engineers must use humah

factor statlstics as a part of the safety analyses. A study of
man-machine relationships complements system safety by providing
additional emphasis on Luman error analysis and error reduction.
These are critical considerations’' in determining potential system .
modes that can result in hazardous conditions. Identification -
and analysis of the overall hazardous consequences of a given
failure event require an understanding of human capabilities and
limitations as well as the interfaces between subsystems, systems,
and enviromments. :Man-machine relstionships to be effective

" must be integrated with system safety to provide a logical and

consistent continmuum throughout the life span of the serospace -

- gystem.
. Reliability:

. A function of Reliability is system hardware analysis for failure

data; such as failure modes, failure effects, mean time between
failures, probabilities of failure and assessment of system
failures on mission accomplishment. Much of this type of data
is used for both qualitative and quantitative system safety
analysis. For example, existing and substantisted failure
modes and effects data is. an invaluable aid in the qualitative

‘logic diagram analysis of. a system. In a quantitative logic

diagram evaluation, hardware failure rate data is a necessary
item. Conversely, the results of a system safety analysis may
have a direct impact upon reliability; such as requiring further
testing ‘of certain hardware or improving the reliability of a
particular system element, to decrease the likelihood of system

SHEET 3-4
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- 3.1.6.1 d..

{Continued)

damage or human injury. It should be noted that complete
numerical parity should not be expected hecause reliability
"numbers" normally refer to both primary and seccndary fail-
ures for particular failure modes. Thus, it is entirely

"possible for a system to have reliability which is the com—
- plement of one fallure per 1000 operating hours and a proba-

bility of an injurious or damaging undesired event of one
per 1,000,000 operating hours,

Health and Safety

System Safety is concerned with test, assembly, checkout,
maintensnce and use of systems which provide a possibility
of serious injury, loss of 1life, loss of equipment or signi-
ficant equipment damage as a result of the existence of the
system. Health and Safety is concerned with providing a safe
working enviromment for employees. There is some overlap be-

- tween the two functions and in this case the more stringent

standards of acceptability would apply.

The Health and Safety activity can sid system safety éngineers
by providing information and data on human factors, toxic
materials, anthropometric considerations and other specialized
data related to the human working environment.

"Quality Assurance _ ‘ _ [

'The system significance of a particular event or part detail

cannot be determined by study of the design alone. Therefore,
predictive system safety analyses must be made from drawings,
procedures and other documented instructions.. The accuracy of
each analyses and the conclusions derived from them are depen-
dent on activities of quality techniciang and inspectors in
agsuring that instruetions are followed. i -

Quality requirements are determined and satisfied throughout

all phases of contract performance. The Quality Assurance
program ensures that quality aspects are fully included in all
designs and that high quality is obtained in the fabricated
articles. Any change required to improve components, subsystem,
or system performance without compromising quality, reliability
or safety should be incorporated at the earliest practical point
in development and fabrication. The Quality Assurance program
provides for the early and prompt detection of actual or poten-
tial deficiencles, system incompatibility, marginal quality, and
trends or conditions which could result in unsatisfactory quality.
Objective evidence of quality conformance, including records of
inspection and test results is useful data for system safety
analyses to provide a high level of confidence in the representa-
tion of potentiel system faults and confidence in the assignment
of probabilities to the fault events. :

U3 4B02 1434 REV . 8-65
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Test Planning and Reporting

Special testa are conducted on hardware end items for
reliability data, qualification, quality assurance, and
system hardware integration., From these tests consider-
able data is produced which is useful for system safety
evaluation. Conversely, requirements for special tests .-
to obtain data specifically needed to assure system safety .
may result from system safety analyses.

System Safety analyses conducted on proposed test plans
may initiate speciasl test procedures and corrective
measures to existing test plans.

Configuration Management

Configuration Management describes, identifiesg, and
controls system configuration throughout the definition,
development, production and change phases. System safety
analyses require a well defined baseline configuraticn so
that changes in configuration may be assessed after the
basic system analysis is completed. Establishing the base-
line configuration engineering data is a function of
Configuration Management.

3,7.6,2  Data Storing Organizations

Specific organizational sources of data for the conduct of
systewm safety analyses are listed in AFSC Design Handbook,

DH 1-6, Chapter 2, Brief descriptions of four large data
gtorage and retrieval organizations are included here to typify
what is available to Bystems analysts,

Parts Rellability Information Center

The NASA Parts Reliability Informstion Center (PRINCE) is

a speciallzed data center developsd and maintained by the
George C. Marshall Space Flighit Center. The PRINCE provides
an automated data storage and retrieval system containing
technical information which is useful to reliability
analysts. The data contained can also be used by system
safety analysts in compiling specialized failure history
for analysis evaluations.

Failure Rate Data Handbook

The FARADA Program document is a component part "Failure
Rate Data Handbook" (FARADA). Updating and expansion of
the data is accomplished by the FARADA Information Center
at the U. S. Naval Ordnance Laboratory, Corona, California.

U3 4802 1434 REY . B=g5
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. 5, To facilitate direct inter-contractor technical .

The Handbook contains component and part information
relative to failure rates generated by -contractors and
agencies engaged in design, development and production
of military and space program equipment. The failure
rates contsined in the Handbeook are obtained from
specific engineering data and test results.

Defense‘Docgmentation Center

The Defense Documentation Center (formerly ASIIA) is a
large storage and. indexing program of all types of
sclentifie and technical information from many sources
including federal agencies, industrial concerns, educa-
tional institutions, and research foundations. Information
on hardware, software and complete systems is available,
and many references and papers on analytical procedures

and methods are easily found in the Center.

Interservice Data Exchange Program

‘The Interservice Data Exchange Program (IDEP) is a data
‘storage and filing program which can be used by the

analyst to acquire information for system safety assessment
at all levels of complexity from components to complete

programs or projects. The objectives of the IDEP program are:

1. To avoid repetition of tests already satisfactorily
accomplished.

2. To provide prompt indication of possible failure modses.

3. To reduce duplicate expenditures for developmental
parts testing and non-standard parts justificatien,

Le To encourage standardization of methods of test
and test reporting. : :

;
{

contacts on related prdblems on & timely\b&sisl';f"
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ANALYTICAL METHODS

This section describes various gualitative and quantitative
techniques which may be used in safety analysis. A brief
discussion of data sources available to the safeiy analyst,
and methods to resolve identified hazards are included.

The complexity of present and proposed asrospace systems, the
number of individuals and organizations involved in their
development, and the inherent desire for multi-misszicn cap-
ability all tend to create system safety problems. Increasing
system acquisition and modification costs require that a system
safety approach be identified sarly in the development stage

S0 that 1t may have some impact upon design requirements and
trade-off decisions. 'The degree of safety achieved in an aero-
space system 1s a basic design problem; its resolution lies in
the application of safety engineering and its assessment is
gained through engineering analysis.

Analyzing system and subsystem design is the fundamental act
by which insight into safsty design effectiveness cen be
accomplished. Without safety analysis, safety design defects
are exposed by the unpleasant experience of accident investig-
ation.

The various safety analysis techniques to be discussed in this
handbook are Gross Hazards Analysis, (4.1); Operations and Test
Safety Analysis and Operations Safety Research, (4.2); Fault
Tree or Logic Diagram Anslysis, (4.3); Fracture Mechanics
Assessment, (4.4); and Failure Modes, Effects and Criticality
Analysis, (4.5).

Cautions in Safety Analysis

Although various safety analysis techniques may be available,
these should not be regarded as tools to be applied to every

",rdesign problem, particularly those where a definite alternative
‘is clearly the proper solution, Statistical and analytical

technigues are not.a replacement for common sense, Thig is

' particularly true-in analyzing research and development programs.

Employment of a mathematical technique may indicate that the
probability of an undesirable egent occurring due to a given
set of clrcumstances is 1 x 107%, If the event would cause
loss of the system and can be precluded without significant
cost or degradation of performance, why accept any risk? The
concept of establishing an acceptable level of risk'can result
in acceptance of unnecessary risk. The purpose. of safety
analysis is to expose hazards and minimize or prsclide risk,
Predictions may be inaccurate by a magnitude when an event is
assoclated with humsn behavioral variances. . -

U3 4BO2 1434 REV..8=85

SHEET 4~1



%

USE FOR TYPEWRITTEN MATERIAL ONLY

NUMBER D2-119062-1

e LEIDLETRIR comeany | ~ REV LR Sy

L4
YRR

bale?
4.1-211

" GROSS HAZARDS ANALYSIS (See Appendix A)

Summary Deécription of Technique

The technique of gross hazards analysis is a comprehensive; -
qualitative hazard assessment applicable to complete systems
or major segments of a system. The gosss hazard study should
be conducted early in the design phase or modification plzse
of the system.

A good gross hazards study will identify critical areas of the
systéem, product, or end item which should be subjected to addi-
tional safety analysis or which indicate a need to change a

design requirement. The study will alsc provide management
personnel with visibility of the adeguacy of safety features of
the system and information about the likely contingency conditions.
The study should help to ldentify routine or special test require-
ments and will be very valuable in establishing priorities to
allow scheduling snd manning of the safety effort. A necessary

‘result of the gross hagzard study will be the establishment of

upper and lower limit definitions for standard hazard categories
in terms of the system under study. Controlling design criteria
such as, existing codes, regulations, standards or policies and
procedures may be identified to assure coverage of all gross
hazards identifled in the study. Any gross haszards which have
been identified, and for which no controlling design criteria
exist, should be covered by specific criteria in the gross

 hazards study.

Applications of Gross Hazards Analysis

Priorities and Ground Rules : -;

The gross hagzards study will 2llow the definition of fﬁészé%em

. -gafety task. With this task defined for the system under study -
~ it will be possible to establish systenm safety goals and prlorlties
in accordance with established mission or contract objectives.

The analysis schedule and’ manpower requlremsnts may then be
planned through the program phases which have been forecast.

Standard hazard categories spelled out in terms of the system
under study should be clearly defined. The uppsr and lower
limits of each hazard category should be clearly defined because
thege will establish tha ground rules for settlng goals and

' priorities.w
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1evel of detail 1s achleved..

Design Control Criteria

Criteria to be applied to the system during design activity to
minimize hazards to personnel or equipment should be ldentified
for the designers. This criteria will include existing safety
codes, regulations and standards as well as design standards,
codes, and procedures applicable to the system, subsystems and
components under study. Where existing criteria are lnadequate
for the level of safety desired, planning to correct the in-
adequacies should be initiated. The types of follow-on safety
analysis required to continue the system safety anslysis should
be specified in accordance with the advantages, including cost
effectiveness of each type of analysis.

Implementation
Action items which result from gross hazard studies should be

specifically assigned to assure completion. Assignments for
specific phases of the analysis which may be performed by

~designers and personnel other than the system safety analysts

should be planned and prioritized to the level of detail
necessary to assure successful completion of the study.

Input Data Regquired for Gross Hazards Analysis

The gross hazards ahalyst mist be supplied with the syStém
specifications, diagrams, manuals, procedures, requirements .
and history for use in familiarization, evaluation, .and plannlng_

. .corrective action. Hazard and failure experience of similar, . .
- related or 1nterfac1ng systems should also be obtalned (See
Figure 3- 1) - : -

Gross Hazards Analysis Procedure ”

The basic gross hagards analysis procedure consists of breaking
the system down into unilte of various types, by use of functional
flow diagrams or other techniques, and then subjecting each unit
10 analysls for gross hazards.

.~ All systems have‘m'purpOSe.“To achieve this purpose, operation
- or functioning of the system can be broken down inhto a series of

steps or functions. These steps or functions are inter-related
in such a way as to perform the purpose of the system. The

* functions or steps, and their relationships, can be shown in a

form commonly lknown &s a "flow diagram". Flow diagrams can be
prepared to show as much detailed information as is desired. The
amount of detail requlred in flow diagrams prepared for a given .
system is a function of the depth of analysis required. Common’
practice 1s to begin with a gross functional flow diegram and
prepare. succeedingly more detailed diagrams untll the desired

K
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Some flow dlagrams may have already been prepared on a systenm
as an aid to basic system design. However, if the analysis
mist be conducted on a system which is still in a preliminary
design stage, few flow diagrams will have been preparedc. Prep-
aration of necessary system flow diagrams must, therefore, be
accomplished through the safety analysis function. The process
of preparing these flow diagrams can provide system under-
standing, more detailed identification of system hazard areas,
a basis of communication with other enginesring functions, and
generates information for more detailed safety analysis.

When a gross hazardous condition is identified, the system
event, subaystem, operation or facility is listed as a safety
critical item. The listing should include a specific descrip-
tion of the hazard. '

. Bach identified gross hazard should then be eliminated, circum-

vented or controlled by a recommsndatlon from the system safeily
organization for an engineering change to the design, or a
procedural change, or both.

If the fault which leads to the gross hazard cannot bs readily
determined, a recommendation for more detailed safety analysis
should be made. -

U3 4002 1434 REV, 8t
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OPERATIONS SAFETY ANALYSIS (See Appendix B)

Summary Description of Technigue

The technigque of Operations Safety Analysis is a means of
identifying tasks that are hazardous in the operation of

a system. Thers are two major areas of considerstion. In
this handbook they are divided into Operations and Test
Safety Analysis snd Operations Safety Research.

Application of Operétions Safety Analvysis

The results of O0SA's, specifically safety requirements for
esch task, can be used as either direct input to the detailed
procedures for the task, or can provide a baseline for criteria
standards, manuals, or handbooks against which the detailed
procedure is written.

Input Data Required For Operations Safety Analysis

The operational safety analyst will require as basic data the
project requirement specifications, the system specifications,
the operating procedures and the appropriaste safety procedures
and regulations that have been established for the type of

operation being analyzed. In addition, test requirements and

test and checkout procedures are needed for 0SA-I. Many other

types of data can be useful as indicated in Figure 3-1.

B
o

" Operations Safetvfkﬁalvsis Procedura

1

Since each of the major areas of consideration are uniquse, the

" analysis procedurses, are described separately,

Operations and Test Safety Analysis (0SA-I)

The Operations and Test Safety Analysis (0SA-I) method identi-
fies operations that are inherently hazardous or, which by the
nature of the function sequences, can lead to development of
hazards in the operation of a system. This method ‘¢an be used
in all aspects of system operation from construction to mission
termination.

The objective of performing OSA's is to ensure that hazards,

existing or developing during a particular task, are identified,
documented and brought to the attention of the proper authorltles
for resolution. Such hazards may result from the task itself,

the task. The OSA's will include corrective action recommend-
ations which serve to eliminate these hazards, or reduce then

to an acceptable level. Each task is reviewed and the reason-

ing for a particular safety requlrement is recorded to substanti-
ate program decisions. .

or from interaction of other work being done concurrently w1th #j

o
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Each task (act, process, or test) can be analyzed individually

- to ensure complete investigation of all situations reguiring

safeguards, special equipment, or specific instructions (e.g.,
cautions, warnings, or verifications) to avoid perscnnel injury
or significant equipment damage. Previous analyses of hazards
in specific areas of operation should be used to the maximum
extent,

Operations Safety Research (0SA-II)

As the name implies, operations safety research involves the
safety research of operations. In this method, cperations are
researched to determine how to create and use systems in the
safest manner, The techniques used in operations research pro-
vide a scientlfic approach to decision making that involves the
operations of a system. The relative safety of alternatives is

.8 characteristic of the system similar to reliability, maintain-
ability, cost effectiveness, flexibility, and operability. The

use of operations research assumes that the system user's
objectives include maximum safety within the constraints of
minimm cost and other objectives of the mission.

The principal techniques of operations research which may be
applied to optimizing system safety are Linear Programming,
Network Analysis, Dynamic Programming, Game Theory, Queing
Theory, Markov Chains, and the techniques of Simulation. All
systems engineering analysis methods use these techniques to
some degree, because of the fundamental nature of the problem

- of systems analysis and design. This problem is concerned with

achieving a balance of many conflicting parameters and variables
to accomplish the’ objectlives of the system user. 4 brief expla-

_nation of the Llnear Programming method and Network Analysis
- are provided in Appendlx B, Part II. '

‘. Human Error Prediction Techniques

In both of the above Operations Safety Analyses, a consideration
of possible human error may be appropriate.
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FAULT TREE ANALYSIS (See Appendix C)

Summary Description of Technigue -

The System Safety fault tree logic diagram analysis method
consists of three basic analytical elements; viz: -

1. System Safety fault tree development
2. " L failure data development
3. n n fault tree evaluation,

The System Safety fault tree is a logic oriented graphic

representation of independent failure combinations which may

interact or may singly produce system failures or undesired
svents within normal system operating modes. The diagram alone
is a qualitative tool. When combined with failure data inputs,
an evaluation can be made and dominant paths can be identified.
The analysis then becomes an effective quantitative approach

to accident prevention.

The following steps are essential as a basis for a systems
approach to safety and will enable identification of undesired
{hazardous) events which are to be maintained at an acceptable
level:

1. Identification of undesired events;

2, Structuring of indesired events into a logic diagram;
. Determination.of fault inter-relationships;

4. Evaluation for. Mlikelihood" of undesired events; and
5., Trade<off deciSiQna\and/or corrections.

Steps one and two are necessary to develop a "Top" logic diagram

. fwhich serves as a guide showlng how and where the tree is to be
developed {or expanded) by further anaslysis activity. The "Top"

logic diagram organizes all of the logic relationships unique to
a system into a pattern which provides an orderly and logical
manner for analyzing the system hardware and software functions.

The variable loglc relationships which are unique to a system

and must be structured are such things as: (1) operating modes,
(2) mission phases and/or operations, (3) degree of man/machine
ralationship in the system (4) Inter-relationships of the Centers
with the system functions, and (5) functional order of the system.

Step three iz the development of the fault tree analysis which
gtarts with ths "Top" logic diagram structure and proceeds
through hardware level,
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{Continued)

Step four is an evaluation of the completed logic diagram for
{a) determining the likelihood of undesired events, and

(b) determining the identity and ranking of series of eventa
and event relationships leading to the undesired event (s).

Step five is a further assessment of the analysis results to
determine what corrective action is required. Proposed corrections
such as design changes, procedure changes, training methods,

added safety features, etc., can be evaluated in the context

of the fault iree for the degired improvement.

Two points are vital to a meaningful and useful analysis. First,
the output of an analysis is only as valuable and reliable as

the effort and information applied to the analysis. Second, con-
figuration control of the hardware and the operating procedures
must be maintained lest erroneous conclusions be drawn from the

~analysis.

‘Systam Safety fault tree analysis is dependent and complementary
to many other engineering functions, These include:

1. Configuration management for a baseline configuration,

changes, specificatlions, requirements, verification and
certification of manufactured end items, data on operating
time or c¢ycles, and schedules on approved changes.,

- 2. Design engineering for information on the oparéting and

functional characteristics of the system and the proposed
changes.

3. (Quality assurance for providing a level of confidence that
the equipment and system conform to the documentation.

4;’ Test and operations for plans and data which may be used
in the fault tree evaluation.

5. Reliabllity for such fajilure data as fallure modes, effects
and criticality analyses, failure rates, mean-time-between-
failures, failure probabllities, and assessment of system
failures on migsion sccomplishment.

6y Maintainabilityufor meintenance functions and use of main-

tenance equipment.

-7. Human engineefing for equipment design characteristics

providing efficient, accurate and safe utilization of the
equipment by the operators.

-8, Health and saféty for provisions of a safe working enviréh—

ment for emplojyees.

‘ V34802 1434 REY . B=08
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While it is recognized that there is a significant degree of
inherent compatibility between System Safety analyses and
reliability, complete numerical parity should not be expected.
Reliasbility figures refer to both primary and secondary
failures for particular failure modes.

A system may have a reliability which is the complement of

one failure per 3000 operating hours but the probability of

a significant undesired event (accident) could be one per
1,000,000 operating hours. It is possible that safety congider-"
sations make it necessary to attain greater reliability from

some equipment even though the system rellability is already
adequate to perform the desired mission.

Applications of Fault Tree Analysis

The fault tree method is generally applicable at any level of
complexity of system or any size of study area. The cost-effec-
tiveness of the fault tree method remains approximately constant
at all levels except when analyzing only detail parts, and no
system analysis is required., Fault tree methods are especially
well adapted to large program level analyses. When the method

is applied in program wide study areas, excepticnally strong
technical communications between the analysts involved must be
established at the beginning and maintained throughout the
analysis. The analysis of system operating modes and phases at
the top of the tree progresses more slowly than snalysis at the
hardware level because of the many alternatives usually encountered.
However, the fault tree development at the top levels, where many

~of the contingencies and operating alternatives are sorted out,

can point out any large risks inherent in the system. For example,
in the Apollo program, the sequence of missions and thelr assoc-
iated objectives greatly affect the risks incurred by the astro-
nauts. The top tree’may point out these incurred risks, and a

new sequence can be modeled to assess the trade off benefits.,

‘Tnput Data Reguirements For Fault Tree Anzlysis

After defining the scope of the system to be analyzed, certain
information must be gathered so that the system may be char-
acterized and pertinent aspects simulated for analysis. (See Fig.3-1)

System Function and Description

‘Systam gpecifications should be gathered early. Théée will not

only provide a description of the system, but will expiain why
certain design concepts are used when the analyst is studying
gystem logic diagrams, flow diagrams and schematics. Detail part
drawings are seldom useful, unless the analyst 1s totally
unfamiliasr with the components and modules in the system. Analyses
conducted after a system is built can be expedited by reference to
technical manuals and operation and maintenance menuals. Lo
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System Environment

The system's environment may be determined from reguirements
specifications and design constraints. Further environmental
data may be required 'as the tree develops, to answer specific
questions about the effects of environment on particular portions

‘of the system. The environment may not be constant in time or
‘may vary from one part of the system to another at any given

point in time. . It is sufficient in the beginning of the analysis
to collect general environmental data, and gather detalled data
only as required. Since other systems which interface with the
system under analysis form part of the environment, it will be
necessary to collect interface data which affects the.system's

.~ function relative to safe use. Installation drawings are useful

if spatial relationships are pertinent to failure mode causes or
effects. The energy sources in the system being analyzed may not
appear to be hazardous until the other systems in the accident
induced environment are known.

This inter-system effect may cause some difficulty if the adjoining
gystem is outside the scope of the authorized analysls. A Judge-
ment must be made about the extent of analysis required to complete
the fault path in the other system to the potential accident. S
Since a finding such as this reverses the basic fault tree process,
a new study should be recommended for potential accidents caused

by the affected adjoining systems. If the top potential accident

is defined in sufficiently narrow terms at the outset, this
reversal may never occur. It is extremely difficult, however,

to turn away from a legitimate safety concern because it falls
outside the range of the original task., This facet of fault tree

- analysia, which seems to lead the analyst, is most beheficial.

because it points out problems which would not normally be detected.
This aspect also poses a problem to the system safety manager, .
since he must guard against losing sight of the original problem.

Failure Data

Whether the tree is going to be quantitatively evalusted or not,

gome failure dats becomes necessary as the tree develops. Without
any ingight about relative failure probabilities, all failures
may be considered squally likely, This will cause single failure.
points and paths adjoining them through OR gastes to the potential
accident to be critical., Strangely enough, this may not identify
the most critical paths. Slnce the probability that a given
fault will occur when it can cause the potential accident depends
on both the failure rate and the total time it mey be causative,
miltiple (simultaneocus, sequential, or random) failures may be
more likely to create the accident than one failure. Thersfore,
the probable time from the actual fault event to the detection

of that fault is required. If there is no means of "safing" the

U3 4B02 1434 REV . 8~08
o . .

SHEET 4~10




Y

USE FOR-TYPEWRITTEN MATERIAL ONLY

e LTTLELIIE

NUMBER
REV LIR

D2-119062-1

COMPANY

4.3'3.3

433k

detection to repair can be used.

-period of maintenance.

rl‘design is helpful.

{ continued)

system upon detection of a critical fault, the time from . .
Maintainability analysts = .
should be able to provide accurate estimates of the required:’

In the case of faulis which will not

be detected when they occur the best estimate to use is the

time to periodic maintenance or the test frequency. If safety
is truly jeopardized in the case of undetected faillures,

increased test or maintenance frequency may be a sound sclution.

The addition of & monitoring device may be advisable, if it
does not create an increase in the hazard level or increase the
probability of the occurrence of the basic fault event.

Any data which hélpé the analyst select critical paths is
congidered as "failure" data. -At one exireme, the analyst may
have some expert provide a qualitative assessment, or he may

" have to rely on his own judgement on each component failure or -

A consideration of the safety factor in the
\ If components are operated at or near their
failure limits, the probability of failure is greater than if a
large safety margin has been allowed. The possible effect of
the man-machine interfaces from design through use should be
"added" to this safety factor rule..'-‘ D

basic fault event.

Other Studies:

 When engineering studies of'subsysteds are found,‘they mzy be
"useful in avoiding & second analysis of an undesired event in

the same subsystem using the fault tree. An FMEL of the sub-
gystem may include the fallurs modes needed. 'The FMEA is morse

useful if a quantitative evaluation is provided for the proba-
bility of the fallure or fault event of the subsystem. Ses
Section 4.5 on the use of IMEA's as an analytical tocl. Engin-
esring analyses other than FMEA can also be used to supplant
further development of the tres for an undesired event, It is
often helpful to Informally extend the tree beyond the level
that the engineering analysis is to be used when assessing the
adequacy of the substitution. ‘Three or four levels of tree
usually are sufficient for thls purpose., R =
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Ledud, Fault Tree Procedure

The fault tree is a logic oriented graphic representation of

parallel and series combinations of independent fallures and.

operating modes that can result in a specified undesired event.- "
- The diasgram can be quantified when required to prov1de a reldtlvefu"
* measure of the paths leading to the events. o

The term "event" denotes a dynamic change of state that occurs

to a system element, which may be hardware, software, personnel
and/or the environment. If the event results in not achieving
the intended function, or is achieving an unintended function, it
is known as a fault event. Conversely, if an intended function is
achieved as planned, it is known as a normal event.

Fault events may be basic events or gate events. Basic evenis are
independent events whereby system elements (usually at component
level) go from an unfailed state to a failed state and they are . ‘
related to a specific failure rate and fault duration time. Basic
cevents are used only as inputs to a logic gate.

A pate event is ome which results from the output of a logic gate
and is therefore a dependent event. As a fault tree progresses,
gate events on one level become 1nputs to gate events on the next
higher level. :

In fault-tree analysis the inherent modes of failure of system
. .elements are referred to as primary events, secondary events and
© . command events, and are depicted on the fault itree as the combina-
~tion of basic events and . gate events, Primary, secondary and
" command factors are defined as follows:: o

Primary Failure: . Failure initiated by failures within, and of,
o the component under consideration, e.g.,
resulting from poor quality control during
manufacture, stc., applied only to the com-
ponent during Fault Tree Analysis when a
generic failure rate is available.

Secondary Fallure: = Failure initiated by out of tolerance opera~
. tional or envirommental conditions, i.e., a
- compenent failure can be initiated by failure

not originating within the component.

Command Failures* The component was commsnded/instructed to fail
. i.e., resulting from proper operation at the
wrong time or place.

*Component may not always have command failure mode (e.g. a
standard bolt) in which case this mode may be disregarded.

SHEET 4-12
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The development of a fault tree starts at the top or undegired
event. ' The analysis determines what events cen cause the un-
desired event, These become inputs to the top event. They can
be two or more events, any one of which can cause the top event.
Otherwise, they can be two- or more events all of which must ocecur
at the same time to cause the top event. The first group pass
through an "OR" gate to get to the top event. The second group
pass through an "AND" gate to get to the top event. The analyst
then determines what can cause the input events. Each branch can
be developed independently or concurrently. At some level below
the top event the analyst will arrive at a piece of hardware (or
subsystem). Each plece of hardware (or subsystem) can fail in
three or less ways (i.e., primary failure, secondary failure, or
commanded fallure) R

The dynamic chanﬁe of ‘state is defined as a binary type event
being either in the ON or OFF state. The ON state {or 1) corres-
ponds to a failed condition and the OFF state (or 0) corresponds
o an unfailed condition. By representing events and gates in a
binary manner, loglc diagrams can be analyzed by the techniques of
Boolean algebra. )

FAULT TREE SYMBOLS

OUTFUT

AND GATE describes the logical io _peratlon 1 whereby

tgg_coex1stenca of _ll input events Is required

"to_produce the output event., When hand sketches

of fault trees are made a dot is placed in the

center of the symbol to aveid confusion to the
INPUTS . draftsman, thus{y .

OUTPUT-

OR GATE defines the situation whereby the

output event will exist if one or more of

the input events exists. When hand sketches of

fault trees are made a plus sign is placed in
INPUTS the center of the symbol to av01d confusion to

the draftsman, thus .

The rectangle identifies an event (gate event)
that results from the combination of fault

events through a logic gate. The words describing
the event are placed within the box, When machine
drafting with computer control is used, the com-

. puter program will limit the number of character
. spaces that can be used In any one block,

SHEET 4~13
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The diamond describes a fault event that is-

 considered basic in a given fault tree. . The',
possible causes of the event are not developed
either because the event is of insufficient
consequence or the necessary infermation for
further development is unavailable. It also
can indicate non-development because an -~
analysis already exists that is of satisfactory
depth and breadth. In any case the reason
ghould be stated,either in the sywbol box or
in c¢rogss-referenced notes.

The circle describes a basic fault event that
requires no further developmeni. The frequency
and mode of fallure items so identified is de-
rived from empirical data., The rate of occur-
rence of such a primary event is normally the
generic failure rate of the component for the
particular failure mode. -

The transfer triangle indicates
that a section of the fault tree
‘ is drawn once and used in more
_ZZCEX than one place on the tree., If
the triangle is drawn under the
event block, it means that the
diagram that would appear under-
) neath is drawn under some other
event box in the tree, Since all events and logic below the triangle ard
“transferred from one event to another, all necessary and sufficient
conditions to cause both events must be exactly similsr. If the iri-
angle i1s drawn at the side of the event block, it weans that the dia-
gran drawn below is used in it's entirety to satisfy the input condi-
tions for more than one event. The event designation within the box
is identical on both diagrams. Cross reference between a transferred

diagram and the events which use it is accomplished by coding the
triangles with the same letters.of numbers.

"

The numbers and letters appearing in the symbols above are coding
devices to permit the diagrams to be drawn by a computer controlled
drafting machine. They are also used to identify an eveni; for
example, "the E-4 event on the IIT Diagram,.®
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4.3.4 {(Continued) ' EXAMPLE OF A SYSTEM

A Sample System | (DOMESTIC HOT WATER SYSTEM)

An automatic gas hot-water Hot Water Faucet

heater is a good example (Normally Closed) Flus Cold

to use in illustrating the
elements of a system.g The G?Ses Water
- task of the system is to ( | " ~f—F"" %; ‘%
provide hot water in our
house at all times. In Pressure
order to performithis task Relief Valve
a system is used whose
components consist of a
water tank, a gas heater, L_f‘““"—féiEZéz_
a temperature measuring
and comparing device to
regulate the system, a
controller (actuated by
the tempergture measur-
ing device) to turn a valve
to control the flow of the
gas, a pressure ‘relief
~valve (to permit excess - Temperature
pressure to escape if the | ‘Measuring
heater fails to shut off),. | ~and
a. cold water intake pipe, . o Gomparing
-a hot water pipe leading - * . Device .
to the faucets, and an B e
exhaust pipe for the flue

| + }_._—-f
gases from the gas heater. Controller iiﬁ%;

. Stop E?
From the view.of task
performance, we can Gas _-*Eﬂlxgt::uiij _d//m‘Alr
examine the system to ' o
see in what ways fail- Figure 4-1 .
ure or malfunction of the components can stop delivery of hot water when we
want 1t, or, more importantly, when the system might get out of contrel and
the tank rupture or gas escape. The interrelations of the components are
apparent to anyone familiar with the operation of &uch a heater and we can
trace through the system the effects of any component‘breakd0wn.
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In normal operatlon the Tank 18 filled by cold water. The water temperature

in the tank is monitored by ths temperature measuring device and this temper-
ature is compared with the preselected temperature. - When the water temperature
‘in the tank 1s less than the desired temperatirs, the controller opens the gas
‘valve, allowing gas to flow to the burner., When the water in the tank reaches
the desired temperaturs, the controller causes the gas valve t5 close, allowing
no more gas to flow to the burner. The pressure relief valve acts as a safety
dev1ce by ventlng excessive pressure° R :
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Now that the system is understood, we should defins our undesired
event, This would be the rupture of the hot water tank, Having
determined the undesired event, it is necessary to analyze what
could cause it., For the tank to rupture, the water in the tank
must overheat and the relief valve must be unable to open. It is
now necessary te determine what cculd carae the water in the tank

to overheat. Either the gas valve fails to cleose, allowing gas to
)
valve, which would allow gas to flow to the burner, or the temper- '

flow to the burner, or the controller falls to actuate the gas

ature device fails to actuate the controller, which also would "
allow gas to flow to the burner.

RUPTURE OF e .
HOT WATER TANK | |

RELIEF VALVE | OVER-HEATING
- UNABLE TO OPEN OF WATER IN TANK

7S

| | —

DEVICE FAILS TO " TO ACTIVATE © FALLS
ACTUATE CONTROLLFR GAS VALVE T0 CLOSE ..,

TEMPERATURE .| CONTROLLER FAILS GAS VALVE

I'Simple Fault Tree
- Figure 4-2 .
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The fault tree in Figure /-2 'presents a VBry'51mplifled :

. analysis. This diagram is a graphic representation of logical
. relationships, and these may be expressed in Boolean algebra.

Only if both event A and event N exist simltanecusly, can

event M occur. Events & and N have some probability of occurrence,
pta)and P(N) respectively. The probablllty that M occurs is
expressed as, P(M) = P(A) x P(N).

The fzult tree in Figure 4-3 shows that N occurs if any one
of the events B, C. or D occur. These events may occur in any

 combination, but only one must occur to cause event N. The

probability of event N is expressed as,

P(N) = P(B) + P(C) + P(D) (B) x P P(D)/
-ﬁ(BJ)r x P(C-; + P(B.; £P(D) + P(C)xx P(%)]

A complete derivation of this equation can be found in most

'texts on set theory or Boolean algebra.

- In most cases, the probablllty of a failure event is quite small,
i.e., in the order of 10~2 or less. If 1072 is assumed &s an

upper limit then;

102 + 1072 + 107° 4+ /70767 - 3/70-47
3x1072 - 299 x 10-6
2.9701 x 10-2

P(N)

In the approximation, 4ir
P(N) = P(B) + P(C) + P(D)
had been used, at most a one percent error would have been

introduced. Fallure probabilities are normally much smaller
than 10-2, and the error of approxlmatlon would very likely

_be much smaller than one percent.

Therefore, a valid approximation of the probability of the top
event M is expressed _

(M) -—-P(A) [P(B) + P( c) +P( )7

Frequently the diagram in Figure 4-"" is 811 that is needed
to lead the anaiyst to a sound conclusion. On the other hand,
if it is necessary to trace out possible faults in each piece

of component hardware then the loglc dlagram might look like

Figure 4e3.4B.
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A fault tree should be carried down only to the point that one
is sure ‘there is no additional significant data to be derived,

Tt is pointed out, however, that if a quantitative analysis is

desired, then the fanlt tree must be carried to the level of
component parts, or subsystems, which have had a failure rate
that has been determined by test or analysis. Then by the
application of Boolean algebra in combination with other failure
probabllity computation techniques (Lambda-Tau or Monte Carlo),
a probability of occurrence of the top undesired event can be
calculated.
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FRAGTURE MECHANICS ASSESSMENT (See Appendix D) .

Summary Deseription of Technigue

.Pressur@'veééels genérally contain small £laws or defects, which

gre either inherent in the materials or are introduced during a
fabrication process. These defects can in many cases cause a
severe reduction in the load carrying capability and severely
reduce the operationsl life spans of pressure vessels. If the
flaws are large in comparison to that required to cause failure

" at the proof pressure stress levels, faillure will occur during

initial pressurization. On the other hand, if the initial flaws
are small the vessels may withstand a number of operational pres-

. sure cycles and a number of hours of sustained pressure loading

before the flaws attain the size needed for failure to occur.
From an economic standpoint it is important that the possibility
of failure ¢f launch vehicle and spacecraflt pressure vesseéls
during proof testing be minimized. - From the standpoint of econ—
omics and personnel safety, it is imperative that operational
failures be prevented.

The primary purpose of this method is to set forth a criteria
which, when followed, will minimize the occurrence of proof test
failures snd provide assurance against pre-flight and flight
operational failure of launch vehicle and spacecraft pressure
vessels. Within the constraint of "no service failuresg", the
eriteria is intended to provide a maximum degree of latitude in
the selection of materials and operational stress levels, detall
design, analysis, and test in order to allow weight and cost
minimization as may be dictated by specific vehicle and mission
requiremnents.

The method is applicable to metallic pressure vessels designed
primarily for internal pressure. This includes high pressure
gas bottles, solld propellant motor cases, and storable and
eryogenic liquid propellant tanks - both integral and removable.
Pressurized cabins, inflatable structures and vessels fabricated
from composite materiasls are not included.

The three basic considerations in the prevention of proof test
and service failures of metallic pressure vessels are, the
initial flaw sizes (Kjj), the critical flaw sizes (i.e., the
sizes required to cause fracture at a given stress level (X,),
and the suberitical flaw growth characteristics. The prevention
of proof test fallure is dependent upon the actual initial flaw
sizes being less than the eritical flaw slzes at the proof stress
level. In order to guarantee that the vessel will not fail in
service, it is necessary to show that the largest possibtle
initial flaw in the vessel cannot grow to critical size during
the required life span. The basic parameters affecting critical
flaw sizes are the appllied stress levels, the material fracture
toughness values, the pressure vessel wall thickness, the flaw
location and the flaw orientation., The determlination of actual

US 4802 T34 REY . 8=68
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initial flaw sizes is limited primarily by the capabilities of

| the non-destructive inspection procedures, however, as will be

discussed, a successful proof pressure test provides a direct
measure of the maximum possible initial flaw size. Suberitical
flaw growth depends upon a number of factors including stress
level, flaw size, environment, pressure vessel material, and
the pressure vs. time/cycle profile.

Because of the many factors involved, it is unlikely that the
problen of premature fracture will be completely resolved in the
immediate future. However, during the past ten to fifteen years
gigrificant progress has been made in several different areas
(i.e., mechanics, metallurgy, inspection etc.) with the accomp-
lishments i: the field of fracture mechanics being particularly
significant. Linear elastic fracture mechanics has provided a
basic framework and engineering language for describing the
fracture of materisls under static, cyeclic and sustained sitress

" loading. The technical approach used in developing the critéria

set forth in this document is based on this framework.

Application of Fracture Mechanics Assessment

In Aercspace work, systems frequently require use of pressurs
vessels, both thin walled and thick walled. DBecause of welght
or space restrictions it sometimes is necessary to reduce the
normal safety factors used in the design of such vessels.

Experlence indicates that small flaws in the vessel structure
sometimes cause reactions of a hagardous nature. Pressures used
in testing and phenomena asgociated with the use of gases or
chemicals cause the flaws to propsgate until damage is effected
to the vessel and to the surrounding environment and personnel.
This danger can be minimized and predicted by conducting an
agseassment of the pressure vessel's fracture mechanics character-.
istica.

Input Data Reguirements For Fracture Mechanics

The Fracture Mechanics technique requires that information from
aystems specifications, diagrams and drawings, manuals, procedures,
requirements and history for use in familiarization, evaluation
and assessment be provided. Items of information needed include
plain stress intensity factors and fracture toughness of the
material, including threshold intensity level; the size and shape-
of the surface flaw; the thickness of the plate; the design oper--
ating stress and the proof test stresses; the ultimate strength
of the material and yleld strength; and data from the procedurss
pertaining to time and cycles. HKazard and previous failure
experience of simllar, related and interfacing systems should
also be obtained. (See Figure 3-1)
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Summary Description of Fracture Mechanics Agseasment

This section sets forth some of the criteria for the design of
fracture resistant pressure vessels. Fracture specimen tests
and fracture mechanics analyses shall be performed for the
purposes of predicting critical flaw sizes at the proof and

. operating stress levels, predicting probable failure modes,

determining allowable stress intensity ratios (i.e., Kll/K

ratios), determining allowable flaw sizes, and assisting in the
rdetermination of allowable design deviations. The: speciflc f
.Grlterla ‘governing each of these areas are as follows.

Critical Flaw Sizes

The eritical flaw sizes at the proof and operating stress levels
shall be determined for the parent metal and weldments in all
high stressed areas of a vessel., Where the total applied stress
levels are below the material tensile yield strength, the
critical flaw sizes shall be calculated using the sppropriate
stress intensity equations, the applied stress, end the measured
plane strain fracture toughness value (X Where the total
applied stress exceeds the material ymel& strength, critical

‘flaw sizes shall be empirically determined using fracture spaci-_‘

mens which contain flaws that simulate those that ¢an be

:-_enoountered in the actual vessel

i Preventlon of proof test failure requires that there should be

no initial flaws in the vessel greater than the eritical sizes
at the proof stress levels. ' Accordingly, if the predicted
critical flaw sizes are smaller than the sizes which have been
demonstrated to be reliably detectable by nondestructive inspec-
tion, the vessel design shall ‘be modlfled so a8 to 1ncroase the

critical slzes.

Fallure Mode Anglysis

. A failure mods- analysis shall be - performed for each completed

pressure vessel design. The predicted failure mode {i.e.,
leakage or complete fracture) shall be determined at the proof
and maximim operating conditions. Analytlcal and experimental
verification that the probable failure mode is leakage rather
than complete fracture shall be required in those cases where
assurance of operational life is not provided by the proof teat.

Aliowable Streas Intensities

The performence of cyclic and sustairied stress suboritloal flaw
growth testz of the parent metal and weldments shall be g’ require—
ment for all metallic pressure vessels Gesighed for NASA. The
resulting data shall be used in conjunction with the maximum
expected service life requirements (i.e., cycles, time at
pressure, environment, etc.) to determine the allowable initial
stress intensity, Kq4 and allowable stress intensity ratio, K_-
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stress intensity, K1i and sllowable stress intensity ratlo,
Ky:/K1.- Because of the major effect that test and service
environment can have on sustained stress flaw growth every

~effort shall be made to accurately simulate these environments

i
i

in the laboratory tests.

TFor thick walled vessgels, the allowable initial stress 1nten31ty

8hall be the largest value which cannot attain the .critical. value,
" Kjes due to cyclic and/or sustained stress flaw growth within @ =

the maximum required life span- of the vessel.. For both thick
and thin walled vessels, which are subjected to prolonged
pressurizations, the allowable initial gtress 1nten51ty shall

be less than the sustained stress threshold value, K TH* For
vessels which normally experience only one short durédtion oper-
ational cycle (e.g., solid propellant motor cases) the allowable
initial stress intensity will be allowed to exceed the threshold

- values providing that it has been shown from experimental stress

intensity versus time data that the initial stress intensity

'. cannot reach the criticel value during the operational eycle.

. The allowable K;3/K;, ratio to be used in determining the proof.
.. test factor’ (App. D) shall be the lowest individual value obtalned
. from the analysis of the suberitical flaw growth tests of welds

and parent metal in the various anticipated service environments.
Allpwabié Flaws

Any flaws of such size, location, and orientation, which result
in an applied stress intensity equal to or less than the allow-
able initial stress intensity at the operating stress levels,

are allowable initial flaws for the vessel as it is placed into
gervice. Using a proof test based on the minimum proof test
factor (allowable Kjo/Kji), the allowable initial flaw sizes will
be equal to the c¢ritical sizes at proof stress level. To allow
for possible flaw growth during proof testing, and thus prevent
proof test failure, the allowable initial flaw sizes prior to
proof testing shall be somewhat less than the critical sizes at
the proof test level, The flaw growth allowance for slow growth
during proof testing is dependent upon the material, temperature,
and environment and shall be estimated from laborstory test data.
Norndestructive inspection acceptance limits shall be evaluated
based upon the .caleculated and experimentally determined allow-
able flaw sizes. In general, these limits shall be conservative
enough to sllow for both the uncertainties involved in the deter—
mination of allowable flaw sizes and the probable tolerance on -
the capabilily of the nondestructive inspection procedurss.
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Design Deviations

Since design deviations such as radial and angular mismatch of
welded joints result in increased stresses which in turn can
reduce the allowable flaw sizes, effort shall be made to min-
imize these deviations. The allowable design deviations for
each vessel shall be established based on a study of the result-
ing stresses, the effect of these stresses on allowable flaw
gize and nondestructive inspection capability. Joints contain~
ing the established allowable radial and angular mismatch and
containing the sllowable surface flaw (on the high tension
stressed surface) shall be able to withstand the proof pressure

- gtresses without failure.

Nondestructive Inspection

Pressure vessel weldments and parent metal shall be ncn—:“
destructively inspected per the applicable inspection specific-

“atlions called out in the NASA procurement specification for each -

pressure vessel design. The adequacy of the specified acceptance

»limits shall be verified based on the allowable flaw size pre-
. "dictions. If the allowable flaw sizes (including the effect
of design deviations) are less than the specified acceptance

limits, the vessel design shall be modified so as to increase
the allowable flaw sizes, The specified acceptance limits

shall not be made more restrictive unless it has been clearly
demonstrated that the detection of smaller flaws is within the
capability of the inspection procedures.

Proof Test Procedures

Teat Temperature

o Eﬁery pfessure vessel fabricated shall be proof‘tested to a
.stress level equal to or greater than (1  allowable K31/Kj.) -

x the maximum operating pressure at a temperature equal to or - o
less ‘than the lowest expected operatlng temperature, axcept

-~ a8 noted below.

Where it has been clearly demonstrated from laboratory tests .

that the pressure vessel weldments and parent metal have
increasing plane strain fracture toughness values with decreasing
temperature, the vessel shall be tested at a temperature equal

to the maxisum expected operatlng temperature.

Test Fluide

Stress intensity versus tlme data for the propcsed test fluid-
pressure vessel material combination shall be- obtained prior to
performing the proof test., If the threshold stress intensity
is’ lcw (lower than 0.70), then an alternate less aggressive test
fluld ehell be used. _ L
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Pressurization and Hold Times

The time required to pressurize the vessel from KTH/ch X
the proof pressure to the proof pressure level shall be

the minimun possible as dictated by the capabilities of the
selected pressurization system and shall be maintained for
the minimun time possible.

Depressurization Time

The vessel shall be depressurized from the proof pressure
level to KTH/ch x the proof test level as fast as possible,
The exact time to depressurize to this pressure level will
depend on the flaw growth rates of material.

Multiple Cycles

The general criteria is that proof testing shall be limited
to a single cycle except in the case where special circum-
stances dictate the need or make it desirable to conduct more
than one proof tesi. Such special circumstances include the
following cases:

1)' A single proof test cannot be designed to envelop the
critical operational pressure, tempersture and externsal
leoading combinations.

2) The vessel has been modified or repaired subsequent to
the initial test, and therefore requires recertlflcatlon
of proof tegt. ~

3} It is daslred to extend the guaranteed life of the vessel -

after it has had a perlod of service usage. .

.P‘

.fﬁ 4) From an economical standpoint it is desired to test:

_components (e.g., bulkheads) of the vessel prlor to
‘-initiatlng final assembly.

5) To minimize the rlsk of fallure at the design temperature,

" it has been shown (by laboratory experiments on preflawed
gimlated parts or specimens) that a prior test at a
higher temperature is advantageous.

Combined Loads

For those pressure vessels which are critical for internal
préssure combined with flight loads, it msy not be possible
to envelop the operational stress levels in the vessel with "
internal pressure alons. In such cases the proof test setup
shall include provisions to’ apply simulated flight loads
combined withinternal prassure. These loads shall be applied

U3 laeg‘lqsg REV ., 8nds
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. While it is possible that small amounts of flaw growth may
" oceur during proof testing, the vessel sheuld not fail in
.. service providing the proof test was properly conceived and
executed. Consequently, re-inspection of the vessel sub-
sequent to proof testing is not generally considered to be

necessary.
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FATLURE MODE, EFFECTS, AND CRITICALITY ANALYSIS (See Appendix E)

Summary Description of Technigue

FMECA considers each functional component of a system in each
of it's possible failed states, and deduces the effects of eguch
failures on man and the hardware. Data are collected about each

' _component to predict the probability that an actual failure will
“occur. The failures which have the greatest detrimental effects
and which are relatively likely to occur are listed in a safety

critical parts list. In this way, attention is focused on the
parts of the system which need correctiomn. X

FMECA's are conducted in two steps; a Failure Mode and Effects
Analysis (FMEA), and a Criticality Analysis (CA). The FMECA
should be initiated at the same time that system functional
assemblies are being designed. As changes to the design are
proposed, these may be incorporated into the FMECA to determine
the net effect on system. safety. s

" Applicaticn of FMECA

Failure Mode, Effects, and Criticality Analyses (FMEGA) have

been used for determining the reliability of systems, and may

be used to determine system safety also. A different viewpoint

is used, however, because the goal of reliability analysis is
somewhat different than the goal of safety analysis. The objective

~of safety analysis is to determine hazards to life and equipment,
and the failures that cause the hazards to become dameging. b

Input Data for FMECA

Conducting FMECA's requires that system requirements, specifica~*
tions and drawings be gathered early. If there are trade-off ,
studies completed, these should be reviewed for background in the
design compromises being considsered. Evaluation. of FMECA mecdels
requires that large amounts of failure data are gathered and
agsimilated. {(See Figure 3-1)

Procedure for FMECA

The initial step of FMECA is the construction of a logic block
diagram showing the functional relationships of the elements of
the system under analysis. Nexbt, each component is studied to
determine all possible modes of faillure., Each failure mode for
each component is assumed to occur (the only failure in the
system at the instant being analyzed), and the possible effects
are traced through the system until the final effect 1s system
damage of a predetermined amount, the injury or death of inter-
facing personnel, or no preceptable effect on safety. The
eritical failure modes and oomponents which do effect safety are
then studied fto determine their failure history. When this is
estimated, the probabilities that the safety reducing effects may

~oceur through each critical component failure mode ars calculated.
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5.0 REFERENCE DOCUMENTATION

1 Apollo Program Directive
APD No. 33

2 Apollo Program Directive
APD No. 31

3 Apollo Program Directive

Center Responsiblilities
in the Apollo Program

Apolle System Safety
Program Requirements

Preparation of Test and

Checkout Plans and
Procedures at KSC

APD No. 26B

4 Document No. D2-117018-14
The Boeing Company

"Apollo Logle Diagram
Analysis Guidselineg”

5  Drawing No. 10M30711' i Procedure for Performing
Rev. A, George C., Marshall  Systems Design Anslysis
Space Flight Center

6 Document No, D2-117019-1,
March 1-68, The Boeing Co.,
Contract NASW 1650 -

Guidelines for (peratilons
and Test Safely Analysis

| 7 BSD Exhibit 66-22,
March 1, 1967

Safety Engineering Analysis
for Field Activities, WS-133

Reliability Stress and Failure
Rate Data for Electronic
Equipment :

8 MIL-HDBK-217A

9 MIL-5-38130-A System Safety Engineering of
Systems and Associated Subgystems
and Equipment, General Requirements

For

Fracture Mechanics Assessment of
Apollo Launch Vehicles and Space-
craft Pressure Vessels - Volume I

10 Document No. D2-114248-1
The Boeing Company

*References which may bé useful to the system safety engineer in applying
specialized techniques of each method are in the respective appendix.
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b. NASA Publication SP-6001, "Apollo Terminology," August 1963.

'COMPONENT - An article which is a self-contained element of a complete opera- A

'COMPONENT AND PART RELIABILITY -~ A component or part is reliables when it will

6,0 DEFINTTIONS

Definitions of particular use to system safety engineers are included
herein. Where p0551ble, these definitions have been taken from:

a. NASA Publication SP-7, "Dictionary of Technical Terminology for
Aerospace Use," 1st Edition, 1965,

c. Alr Force Publication, AFSGM 127-1 "System Safety Management,"

d. NASA Publication, NHB5300. 1A MRelisbility and Quality Assurance
Program Plan, Apollo" :

e, DOD Publication, MIL- S—38130A "Safety Engineering of Systems and
Assoclated Subsystems and Equ1pment General Requirements for"

ABORT - Premature termination”of a mission because of existing or imminent
degradation of mission success accompanied by the decision to make safe
return of the crew the primary objective,. :

AGCIDENT - An undesired event occurring by chance and which causes death,
injury or damage to property. :

ASSIMBLY - A number of parts or subassemblies or any comblnation thereof
joined together to perform a specific functicn,

CEECKOUT (C/0) - A test or procedure for determining whether a person or

device is capable of performing a required operation or function. When

used in connection with equipment, a checkout wusually consists of the appli-
cation of a series of operational and calibrational tests in a certain saquence
with the requirement that the r esponse of the device to each of these tests

be within a predetermined tolerance. For personnsl, the term checkout is -
sometimes used in the sense of a briefing or explanation to the person: k
involved, rather than a test of that person's capability.

ting unit and which performs a functlion necessary to the operation of that unit

operate to a predetermined level of probabllity under the maximum ratings at
most severe combination of environments for which it was d931gned and for
the length of time or number of cyc¢les specified.

COMPONENT STRESS - The stresses on component parts are those factors of usage
or test which tend to affect the fallure rate of these parts. Tails includes
voltage, power, temperature, frequency, rise time, etc; however, the principal
stress, other than electrical, is usually the thermal-env1ronmental stress.
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_ CREW — A group of ground and flight specialists who perform simultaneous and

sequential duties and tasks involved in the accomplishment of an assigned

" operation.

CREW BAY - Any portion of flight hardware which will be environmentally

controlled for crew habitation.

CREW SAFETY - Safe return of crew members whether or not the mission is

completed.

CREW SAFETY PROBABILITY - The probability of flight crew return without

‘exceeding prescribed emergency limits.

CREW SAFETY SYSTEM (CSS) - Consists of the necessary sensors, test equipment,

" and displays, aboard the spacecraft to detect and diagnose malfunctions and

to allow the crew to make a reasonable assessment of the contingency. For
emergency conditions, the CSS is capable of initiating an abort automatically.

CRITICAL DEFECT - A defect that judgment and experience indicate could result

in hazardous or unsafe conditions for individuals using or maintaining the
product or could result in failure in accomplishment of the ultimate objective.

CRITICALITY - Assignment of relative importance to hardware or systems.

CRITICALITY PARTS LIST - A listing of those parts whose failurs would cause
a degradation in mission success or crew safety.

DESTRUCT - The action of detoﬂa{ing or otherwise destroying a vehicle after

it bas been launched, but before it has completed 1ts course.

DETECTION DEVICES - Sensors uSéq to sense and monitor conditions, e.g.,

open or closed valves,. temperatiures, flow rates, etc. The status of the
condition is usually displayed on control consoles, such as, Hazard Monitoring
Panels.

ENVIRONMENT - The aggregate of all the conditions and influence whlch affect

the operation of equlpments and components.

EQUIPMENT - One or more assemblies, or a combination of itenms, capable of
independently performing a complete function, -

EQUIPMENT FATLURE - When san equipment no longer meets the minimﬁﬁ acceptable
specified performance and cannot be restored through operator adJustment of
controls.

'FAILURE - The inability of a system, subsystem, component, or part to perform

its required function,
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FATLURE ANALYSIS - The study of a specific failure, which has occurred, in
order to determine the circumstances that caused the failure and to arrive
at a course of corrective action that will prevent its recurrence. '

FATLURE MECHANISM - The physical ﬁrocesgmyhigh,results in a part or equipment
failure, .

FATLURE MODE - The physical description of the manner in which a failure’
occurs, the operating condition of the equipment at the time of the failure.

“ FAILURE MODE, EFFECT AND CRITICALITY ANALYSIS

~— -~ FAILURE CRITICALITY ANALYSIS - Study of the potential failures that might
“-—:- oceur in any part of a space system in relation to other parts of the
© system in order.to determine the severity of effect of each failure in
terms of a probable resultant safety hazard, and acceptable degradation
of performance, or loss of mission of a space system.

FAILURE EFFECT ANALYSIS - The study of the potential failures that Egggﬁu
oceur in any part of a space system in order to determine the probable
effect of each on gll other parts of the system, and on probable mission
success.,

FATLURE MODE ANALYSTS - The study of a space system and working inter-
relationships of the parte thereof under various anticipated conditions
of operation (normal and abnormal) in order to determine probable
location and mechanism where failures will oceccur.

FATLURE RATE - Rate at which failures occur as a function of time. If the
failure rate is constant, it is frequently expressed as the reciprocal of
mean-time-between-failure (MTEF).

- FALL-BACK ARFAS - Locations in viecinity of launch rad affording blast
protection through use of wall, revetments and bunkers or sufficient
distance. ‘

FAULT TREE ANALYSIS (LOGIC DIAGRAM ANALYSIS) - A logic oriented graphic repre-
sentation of the parallel and series combinations of independent personnel or
~equipment subsystem and component failure and normal operating modes that

can result in'a specified undesired event. This representation can be -
quantified to provide a relative measure of the paths leading to these events.

FEASIBILITY STUDY - The phase during which studies are made of a propds%d

item or technique to determine the degree to!which it is practicable, = .
advisable, and-adaptable for the intended purpose. L

FLIGHT - (1) Thé movement of an object through the atmosphere or -through
space, sustained by aerodynamic, aerostatic, or reaction forces, or by
orbital speed; especldlly, the movement of. a man-operated or man-controlled

~device, such as a rocket, a space probe, a‘spacg}vehiglgg,or aircraft,

-(2) An instance of such a movement.

[RES

SHEET 6-3 «

US 4802 1434 REY, 668



w5

USE FOR TYPEWRITTEN MATERIAL ONLY

NUMBER D2-119062-1

THE Bﬂgjﬁg COMPANY . REV LTR

6.0 (Continued)

FLIGHT CREW - The Apollo flight crew consists of three men who are crogs-
trained to be capable of manning any of the Command Module (CM} duty
stations. The three crewmen are designated commander, navigator, and gystems
manager. . The CM commander is also the Lunar Excursion Module (LEM) commander,

FLIGHT MISSION - Within a proisot the specific technical or scientific

_cbjective to be accomplished by a given launching of a space vehicle or

launch vehicle.

FLIGHT TERMINATION SYSTEMS - Devices or means for ending flight of space
vehicle, e.g., propellant tank rupture, ordnance and explosive separstion
devices, etc.

- GROUND OPERATIONAL SUPPORT SYSTEM (GOSS) - The.equiptent, excluding the

launch vehicle, spacecrait, and launch complex, required tc be in operation
for direct support of the mission being accomplished. This equipment -
shall include that used to provide or support mission control, guidance and
navigation, tracking, telemetry, communlcations, logistics, and recovery
operations. ‘ R

GROUND SUPPORT EQUIPMENT (GSE) - That equipment on the ground 1ncluding all

N implements, tools, and devices (mobile or fixed) required to inspect, test,

adjust, calibrate, appraise, gage, measure, repair, overhaul, assemble,
disassemble, transport, safeguaid, record, store, or othsrwlse funetion in

-+ /support of a rockei, space vehicle, or the like, either in the research and
- development phase or in an operational phase, or-in support of the guidance

system used with the missile, vehicle, or the like,

The GSE is not consildered to include land or buildings; nor does it include .
the guidance-station equipment itself, but it does include the test and

.checkout equipment required for operation of the guidance-station equipment.

HAZARD - A source of dsngsr-or risk.

HAZARDOUS CONDITION - A situation involving risk of ingury to personnel or |
damage to property. ]

-HAZARDOUS OPERATION - Speolfic oparation 1nvolv1ng rlsk

‘,HOLD FIRE - An interruption in the countdown previous to 1gn1t10n for 1ift-off.

INDUSTRIAL SAFETY - The safety of indlvidual and independent manufacturlng
procedures and industrial materials, equipment, and facilities. Industrial
Safety is also that organization which creates and admlnisters safety requlre-

-ments. pertinent to manufacturing .or industrial operations, protective equip-

ment, and emergency procedures. and equipment. The safety requirements created

by Industrsal Safety result from: - direct observation of industrial activities,
" accident statistlos, biommsdical studies, and squipmsnt snd material

speciflcations.
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6.0 (Continued)
- INTEGRATED SAFETY PROGRAM - A safety program for assembly, checkout, test,

. and operation at the Launch Center. This program promotes exchange of infor-
- mation and incorporates safety criteris in procedures and operatlons that

have been developed at other Centers and coutrectors.

INTERFACE - The Jjunction points or the points within or between systems or
subsystems where matching or accommodation must be properly: echieved in

 ? order to make their operation compatible with the successful operation of
gA'all other functlonal entities .in the space vehicle and. its ground support.

LAUNGH COMPLEX - That ares whlch containg the apace vehlcle launching
facilities, including the launch pad and servicing structures, the control
buildings or blockhouse, propellant transfer equipment, support building,
and all other facilitles in the immediate vicinity required to support a
space vehlele launch or lies within the prelaunch hazard area.

MATNTAINABILITY - The quality of the combined features of eqﬁipment design
and installation that facilitates the accomplishment of inspection, test,

- checkout, servicing, repair, and overhaul with a minimum of tims, sklll
~and resourced in the plaimed- maintenance environments. )

MATNTENANCE - The function of retalning material in or restoring it to a
serviceable condition.

MISSION - The objective, task, or purpose which clearly'indicates the action
to be taken.

MISSION ANALYSIS - A comprehensive evaluation of all the parameters which
affect the events of a migsion.

.....

MISSION PROFILE -~ A graphic or tabular presentatioh of the flight plan of a
spacecraft showing all pertinent events echeduled to occur. :

MISSION SUCCESS - The attalnment of all or a maJor part of the sclentific
objectives of the flight with no crew injury or loss of life. It has some-
times been defined as a safe return of all three astronauts from a completed
lunar landing mission.

MISSION TASK ~ The specified purpose for which a device must perform,

MODULE ~ (1) A self-contained unit of a launch vehicle or spacecraft which
serves as a building block for the overall structure. The module is usually
designated by its primary function as command module, lunar landing module,

. etec. (2) A one-packasge assembly of functionally assoclated electronic parts,

usually a plug-in unit, so arranged as to function as & system or subsystem;

SHEET 6-5
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6.0 (Continued)

fMODULE (Continued) - a black box. (3) The size of some one part of a jocket
or other structure, as the semidiameter of a rocket's base, taken as a unit’

of measure for the proportional design and construction of component parts. .

OPERATING TIME - The time period between turn~on and turn-off of a system,

subsystem, component or part during which time operation is as specified.
Total operating time is the summation of all operating time periods.

OPERATIONS SAFETY ANALYSIS (OSA) - An orderly examination of specified

operations (or tasks) with the purpose of identifying sipnificant hazards
generated by that operation (i.e., people/machine interface). Each 0SA
includes those features or preventive measures necessary (Requirements) to
eliminate or preclude identified hazards,

QUIGASSING ~ The release of gasses (when pressure drops) that are entrapped

in materials,

PAD SAFETY ~ That portion of space vehicle éafety concerned with vehicle

operation in the area of the launch pad. This includes the exerclsing of
precautlonary measures on fixed vehicle facilities, ground handling gear on
the pad, and thelﬁgyig%g_itself to the point of lift-off.

PART - (1) One of the constituents into which a thing may be divided. Appli-

cable to a major assembly, subassembly, or the smallest individual piece in
a given thing., (2) Restrictive. The lease subdivision of a thing; a piece

_ that functions in interaction with other elements of a thing but is itself
not ordinarily subject to disassembly.

PUBLIC SAFETY - The protection of 1ife and property of people in or close to,

but not associated with the whole area of the range.

QUALTFTED MATERTALS - Materials and articles that_b&idetermination of tests

and examinations of documents and processes verify that materials angd
articles are capable of meeting performance requirements.

RANGE ~ Space which is utilized to conduct a launching operation, The Range
space for in-flight phase of space vehicle ceases at orbital injection and
will vary according to the requirements and characteristics of individual
gpace vehicles and is specifically defined for each migsion,

RANGE SAFETY - The process of minimizing hazards to persons or property

attendant to space vehicle operations and assoclated activities. Range
Safety includes Pad Safety and Flight Safety.

RANGE USER - An agency having an overall mansgement of a program requiring
the use of Test Range facilities in support of apace Vehicle operations,
NASA 1s a Range User.

US 4802 1494 FEYV.8-63
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REDUNDANCY - The existence of more then one means for accomplishing a given
task where all means fail before there is an overall failure to the system
(NPC 250-1).

Parallel redundancy applies to systems where both means are working at the
same_time to accomplish the task and when either of the systems is capable
of hendling the job itself in case of failure of the other system. Standby
redundancy applies to a system where there is an alternative means ofm;_h;:;:
accemplishing the task that is switched in by a malfunction sensing device

when the primary system fails.

RELIABILITY - Of a piece of equipment or a system, the probability of
specified performance for a given period of time when used in the specified
manner.

- RELIABILITY ASSESSMENT - An snalytical determination of numerical reliability

of a system or portion thereof without actual demonstration testing. Such
assessments usually employ mathematical modeling, use of available test
results, and some use of estimated reliability figures.

SAFETY - Freedom from those conditions which can cause injury or death to
personnel, damage to or loss of equipment, or property.

SAFETY CHECKLIST - A listing for verifying safety aspects of equipment,
procedures, and operations, -, =

: o !

SAFETY DATA - Recorded knowledge 'for reference or application in safety and
accident prevention field, This includes internal and external directive

and procedural information, and safety criteria generated internally and

SEFETY SURVEILLANCE ~ Observation of designated hazardous/dangerous operations
by a safety representative to insure adherence to safety principles, and com-

pllance with operating plans and procedures, technical data, saféty directives
and checklists, S

SPACE SYSTEM — A system consisting of launch vehicls, spacecraft, ground
support equipment, and test hardware used in launching, operating, and
maintaining the vehicle or craft in space.

SPACE VEHICLE - A launch vehicle and 1ts associated spacecraft.

SUBSYSTEM - A ¥ajor functional subassembly or grouping of items or equipment
which is essential to operational completeness of a system. o Y

+ . SYSTEM - (1) Any organized arrangement in which each component part acts,

reacts, or interacts in accordance with an overall design inherent in the

" arrangement. (2) ‘Specifically, a major component of a given vehicle such

d
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' SYSTEM (Continued) - as a proﬁulsion'system or a guidance system. Usually

‘The system of sense 1 may becoms organized by a process of evolution, as in

~ hecessary to preveni or control hazards within the system.

called a major system to distinguish it from the_systems subordinate or
auxiliary to it. :

the solar system, or by deliberate action imposed by the designer, as in a
missile system or an electrical system. (

In sense 2, the system embraces all its own subsystems including eheckout
equipment, servicing equipment, and associated technicians and attendants.

When the term is preceded by such designating nouns as propulsion or guidance,
it clearly refers to a major component of the missile. Without the designating
noun, the term may become ambiguous. When modified by the word major, however,
it loses its ambiguity and refers to a major component of the missile.

SYSTEM SAFETY - The optimum degree of safety within the constraints of
operational effectiveness, time, and cost attained through specific appli-
cation of system safety engineering throughout all phases of system develop-

ment and utilization,

Vo
h

SYSTEM SAFETY FNGINEERING - An element of gystems management throughout the
program 1life cycle involving the application of scientific, ehgineering and
management principles for the timely identification of those actions

TEST - (1) A procedure or action taken to determine under real or simulated
conditions the capabilities, limitations, characteristics, effectiveness,..
reliability or suitability of a material, device, system, or method. (2) A
similar procedure or action taken to determine the reactions, limitations,

abilities, or skills of a person, other animal, or organism.

WARNING DEVICES - Sensors that monitor or detect conditions and provide
visible and?or audible alerting signals as desired for selected events.

Q

LERO-G CHARACTERISTICS - The reaction or change in behavior of a substance
or system introduced into an environment free of.gravitational force, ,

SHEET -8 -
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Gross Hazards Analysisﬁ*I

o is
T el

2)

5)
»
7)
"
9)

SR
'i3p4).

1,0 SUMMARY DESCRIPTION OF TECHNIQUE

Gross hazards analysis 1s a comprehensive, qualitative, non-
mathematical hazard assessment of a product or system,

© The use of gross hazards analysis allows an early asgessment
of the inherent safety of the completed system. Barly design
'ohanges, and early procedure changes which are made to eliminate = .
or control hazards minimize costly modification after the system ' =

built. The:groas hazards arlalysis is accomplished in steps
follows.-_ . , ‘

Identify all gross hazardous events,l

1Prepare funotlonal flows for fault event analysis,
Evaluate functlonal flows for fault events or hazards,
Make deelgn change recommendations,f': 7

'Evaluate all procedures for hazards,

Prepare safety prooedures as necessary,

Evaluateiall proposed changes, fﬂ

Make design change :ecommendations on changes,

Make procedure change recommeodations on changes, .

UM 4802 1434 REY , 888
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2,0 - APPLICATIONS

' The gross hazards analysis technlgue is applicable to complete
systems 'or programs, or to major segments of a system or program,
- 'where it is necessary to identify safety critical areas, identify
 the hazards involved, establish the controlling:design criteria
that will be used and provide recommendations for hazard elimina-
tion or further hazard analysis. The gross hazards analysis allows
program management to define the system safety task for the life of
‘ the program and plan for manning and budgeting as well as to estab-
lish ‘goals and prlorlties.
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3.0

INPUT DATA REQUIREMENTS

Data :ugeful for gross hazard analysis studies would include
the following: '

1) Requirement specifications
2) System specifications

3) Detail specifications

4) Flow diagrams ‘

5) Schematic diagrams

6) Installation drawings

7) Detail drawings

8) Operations and maintenance manuals

9) Technical operating procedures

10) Test and checkout procedures
11) Test requirements
12) Standards

13) Waivers and deviations

14) Safety codes, procedures and regulations

15) Failure reports
16) Critical parts lists

17) Analyses of similar systems

SHEET A=301,
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4.0 - PROCEDURE FOR GROSS HAZARDS ANALYSIS

1) Operations;

A.Identify all gross hazardous events., Known safety critical
areas are identified first using existing design guidelines
such as;

1. Company Standards

2. State Codes and Regulations
3, Advisory Codes

4. Range Safety Guidelines.

Considerations in this hazardous events identification would
include but not be limited to:

1. Propellants (fuel, oxidizer, mono, solid)

(a) Characteristics

(b) Hazards - (Personnel, system)
{¢) Handling Requirements

{d) Storage Requirements

(e) Transportation Requirements.

2. Explosives

(a) Hazard Classifications

(b) Characteristics

(c) Handling Requirements

{d) Storage Requirements

(e) Transportation Requirements.

3. Pressure Piping and Vessels
4o Other energy sources in the asystem,
5. Environmental constraints

() Radio Frequency Fields

(b} Temperature requirements

{c) Pressure requirements

(d) Vibration reguirements N

(e) Crash worthiness requirements

(f)} Rescue, Egress and salvage requirements.

6. Operator and Maintainor Human Factors and
Training Requirements.

7. Material compatibility
8., Maintainability.

9, Epérgency capabilities

iF
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3.

.0 (Continued)

Other areas where hazardous conditions are less immediately
- obvious will require separate analysis and inveatigation to
- identify all critical areas.

B. Prepare functional flows for fault event analysis. Major flows
might be as follows in a manned flight system. Each major event,
system,operation or facility should be identified in the flow.

Mission events critical to crew/equipment safety
Critical systems

Critical operations (manufacturing)

Critical operations (test)

Critical facilities.

C. Evaluate functional flow diagrams for fault events and hazards.

Mission ‘events critical to crew/equipment safety.
Events such as the following should bs examined to
identify potential hazardous conditions.

(a) Ground to vehicle power transfer

(b) Stdges firing and separation

(e) Launch escape sequence

(d4) Ground control and communication :
(e) In-flight operations and tests

(f) Re~entry

(g) Recovery.

Critical Systems
Systems such as the following should be examlned to
identify potentiml hazards. ‘

(a)} Explosives

(b) Propellants

(c) Power sources
(d) Pressure systems
(e) Life-support

(f£) Propulsion

Critical Operations (Manufacturing) '
Operations, such as the following, should be examlned
to identify potential hazards.

(a) Toxic or reactive materials

{b) Welding

(¢) Cleaning ,

(a) Handling : v

(e) Fabricating, Formlng, Machlnlng S ﬁ
(£) Assembly.

Vol

B
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4.0 " (Continued)

4. Critical Operations (Test)
. Operations, such as the following, should be
examined to identify potential hazards. -

(a) Qualification and Proof Tests
(b) System Functional Tests

(e) Explosive Tests

(d) Transport and Handling

(e) Static Tests

5. Critical Facilities
Facilities, such as the following should be examined
to identify potential hazards.

(a) Pneumatic

(b) Propellant

(c) Assembly

(d) Ordnance

(e) Special Test

(f) Environmental

(g) Launch

(h) -Marnned Item Support.

"D, Make design change recommendations.
For each fault or potential hazard, a suitable permanent
solution should be proposed for review by design authorities.
In some ingtances a temporary work-around proposal may be
necessary to allow further study of a permanent fix,

E; Evaluate all Procedures for Hazards,

1. Installation
2, Operations
3. Maintenance
4e Test

5. Emergency.

F. Prepare Safety Procedures as Necessary.

1. Explesives Control Procedurs
2. Confined Spaces Entry Procedure
3, Radioactive Material Control Procedure
4. Toxle Propellant Control Procedurs
5. Toxic Materials Control Procedure
6. Radiographic Operations Procedure
7. Flammable Liquids Control Procedure
8. Pressure Systems Control Procedurse
9. Material Disposal Procedure
10. Ewmergencies - Medical -~ Fire - Explosion
Other
11. Other special area procedures.

o SHEET ReA03
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4.0

5-0“

(Continued)
G. Evaluate All Proposed Changes
As system 1s modified, redesigned, or updated, the gross
hazard analysis of each change should be performed well
in advance of change implementation.

H, Make Design Change Recommendations On Proposed Changes.

I. Make Procedure Change Recommendations On Proposed Changes.

. 2) Documentation:of Analysié

Documentaticn of a gross hazard analysis can take several
forms. It sholild be a working document and may include:
A list of safety critical systeus 1
Exploaive components list

Radicactive components list

Corrective action list

Work-around action list.

P T o W W 8

a
b
c
d
e

4 worksheet useful in summarizing the hazardous' condition .
or conditions, the hazard category designation, and
recommendations for action to be taken, lheluding further
analysis, for each safety critical item may be patterned
after the sample worksheet shown in Figure A1l.

CONCLUSIONS

Gross hazards anslysis is generally considered to be a rapid
analysis method which will identify areas of concern from a
gross standpoint which may then be further analyzed by a more
detailed qualitative and/or quantitative technigque.

SHEET A-5011
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Appendix B

Part I

Operations and Test Safety Anslysis (0SA-1)

INTRODUCTION

'The Operations and Test Safety Analysis (08A-1) method identifies

operations that are inherently hazardous or, which by the nature
of the function sequences, can lead to development of hazards in
the operation of a system. This method can be used in all aspects
of system operation from construction to mission termination.

The objective of performing OSA's is to ensure that hazards,
existing or developing during a particular task, are identified,
documented and brought to the attention of the proper authorities
for resolution, Such hazards may result from the task itself, or
from interaction of other work being done concurrently with the

tagk. The 08A's will include corrective action recommendations

which serve t¢ eliminate these hazards, or reduce them t0 an
acceptable level. Each task is reviewed and the reasoning for a
particular safety requirement is recorded to substantiate program

decisions.

Each task (act, process, or test) shall be analyzed individually

to ensure complets investigation of all situations reguiring safe-
guards, special equipment, or specific instructiocns (e.g., cautions,
warnings, or verifications) to avoid personnel injury or signif-
icant equipment damage. Previous analyses of hazards in specific
areas of operation should be used to ithe maximum extent. The
following method provides a means of accomplishing a comprehensive
analysis of each task.

The results of OSA's, specifically safety requirements for each
task, can: be used as either direct input to the detailed pro-
cedures for the task, or san provide a baseline for criteria
standards, manuals, or handbooks agalnst which the detailed
procedure is written.

Data useful for Operations and Test Safety Analysis would:

includs the following:

1) Test &nd Checkout Plan and Test Requirements

SHEET BI-101
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CONFIGURATION MODE

(Cohtinuéd).”".

2) Test and Checkout Procedure*

3) Endeto-End Schematlcs of Test Equlpment and Item

- Being Tested#* _ A

4) Installation Drawings of Test Equ1pment

¥NOTE 1: .

4 useful method of 'organizing this data is to establish

a matrix of the equipment components that must be operated

and monitored versus the itest steps. Each step has require-

- ments as to the configuration of the hydraulic valves,

electrical switches or mechanical positions. The safety

engineer can then analyze the hazards invelved should any

element not be in the required mode. See Figure B.1.
¥HNOTE 2:

Caution should be observed to ensure that schematics reflect

all details of the as-bullt equipment.

REQUIRED TEST STATE

Component 1 2 3 4 5 N
Valve AAV #i Closed |[Closed {Open |Closed {Closed {Etc,
Power on Buss #1 off On 0ff |Off On Ete.
Latch #3 Latched |Open Open |Latched {Latched [Etc.
Relay 6A7 Closed |Open Open |Open Open Etc.
Ete,

FIGURE Bw] -~ TEST REQUIREMENTS DATA ORGANIZATION

U3 4802 '434 REV , 8~58
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2.0

_REFERENCE DOCUMENTATION

1

Apollo Program Directive
APD No. 33

Apollo Program Directive
APD No. 31 '

Apcllo Program Dirsctive
APD Ne. 2€B

Document Ko. D2-117019-1,
March 1-68, The Boeing Co.,
Contract NASW 1650

BSD Exhibit 66-22,
March 1, 1967

Center Responsibilities
in the Apollo Program

Apollo System Safety
Program Requirements

Preparation of Test and
Checkout Plans and
Procedures at KSC

Guldelines for Operations
and Test Safety Analysis

Safety Engineesring Analysis
for Field Activities, W3-133

UB 4802 F434 REY . 8-65%
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3.0 ANALYSIS METHOD
3.1 WORK SHEET

The actual analysis may be prepared on a work sheet sas shown
in Figure B2, It can be prepared in long hand by the analyst
and retained for referenca. The work sheet should include
the following:

3741 Task Column

This column is used to itemize the tasks required to complete
the operation or test :being analyzed. It should evolve from

an examination of every act, function, and associated equipment
that 18 a part of the operation. If new procedures are added
by the safety requirements they will also be entered in this
column, then analyzed for existing or potential hazards.

In dividing the operation into distinct tasks, the separation

" must be sufficlently explicit to ensure complete visibility of
possible hazards. The task description should include, where
appropriate, a brief statement of the function or effect of the
operation within the system. Each task will be identified by
numbers as shown in Figurs B6. X

3.1.2 Hazard Column

The Hazards Column contains a description of the hazardous con-
ditions that are reveasled by examination of the procedures. It
~also includes hagzards known to exist, although they may already
have been resolved., To aid in the search for hazards, identify
energy sources and energy transmlasions. Use appropriate sequence
numbering to correlate the hazards with the correct steps of the
procedures (Figure B6). Appropriately indicate those procedural
steps in which no hazard can be found. Explain hazards as fully
as poasible, The questions: what, where, when, how, and why will °
be answered as applicable. The analyst should consider possible
human srrors during normal operations and maintenance., Emergency
situations should be considered to ensure that such conditions
can be mitigated. . T

3&ﬂ-3 . Safety Requireﬁents Column ' S

List requirements in procedures, processes, material, or equipment
- necessary to reduce, or eliminate, the identified hazard(s). If
additional tasks are generatsd by these requirements (Safety
Requirements), they can be added to the Task Column, Each of the
new tasks must be examined to determine if they create new hazards
and subsequent safety requirements, Mandastory sequence of tasks
resulting from the analysis can be described in this column.

If sequencing becomes too complex or confusing, a safety sequence
chart should be developed to show the prescribed sequence of operation!
from a safety standpoint. See Figures B3 and B/ for symbols and a
sample "Mandatory Safety Sequence Chart', raspactively,

SHEET BI-301
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3144

3.2

3.3

Justification Column

Pertinent information such as data calculations, standards, Vo
ideas, and concepts leading to the identity of a haszard, and '
the subsequent development of safety requirements are llsted

.in the Justification Column,

. Information sources used to determine'that & hazard exlists.

and to develop safety requirements must be recorded. This
column can list background and reference data such a3
material specifications, compatibility factors, ‘and logic
methods used in arriving at a particular conclusion.

HAZARD DETERMINATION

- Tasks from procedures requirements will be reflected in the

Task Colum of the DSA, Each of the detailed tasks will be
examined to determine functional and nonfunctional relation-

ships with associated equipment, test components, operators,
maintenance personnel, and the system as a whole. Based on

the elements of each task, any action producing an event or
effect that would be detrimental to the system will be identified.
This -could be developed in general terms of energy control. The

" analyst will look for such things as uncontrolled, or miguse of

mechanical, electrical, electro-magnetic and chemical energies.
Springs, levers, pulleys, power supplies, radar antennas, pro-
pellants and acids are typical of the many sources of injury to
personnel, or damage to equipment., (Bee Section 4;.Page BI-401).

Specific safety requirements will be established to illustrate
the need for removing, or effectively reducing, the effects,
or potential effects, of mncontrolled energies.

SAFETY SEQUENCE CHARTS

Development of a Safety Sequence Chart allows easy communication
of safety requirements to the operations planning groups. The.
Sequence Chart further provides a baseline analysis which can be
efficiently modified when task objectives are changed, or when
identificatlion of new hagards indicates that new operational

_requirements are desirable,

The safety requirements shown on the Sequence Chart c¢an be
indicated on the analysis. report sheets in the "Requirements!
column and cross referenced for identlfication on ths chart,

; Description of, the tasks to be accompliahed can be found in the

test requirements documentation and in the test and checkout

plan. If the analysis is conducted late in the operations planning
phase, draft test and checkout procedures can provide more inform-
ation about the equipment involved, and will reflect those safety

'_.requlremsnts already established

U3 4002 1424 REV . 8-68
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OPERATION

LOCATION

OPERATICNS SAFETY ANALYSIS

TASK

HAZARDS

SAFETY REQUIREMENTS

~ JUSTIFICATION

WORKSHEET

Figure. B2
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- 3.3

3.3.1

‘gequence: (All operations Step A ”*ﬁ Step B (-1 Step C

 EXAMPLE NUMBER 5

" Example 5 is a combination

(Gontinﬁed)

The Safety Sequence Charts can be developed after all of the )
tasks are defined, and the reguired sequence/ parallel accomplish--

- ment is based on a knowledge of the hazards in the equipment used.

" SYMBOLOGY FOR SAFETY SEQUENCE GHARTS

EXAMPLE NUMBER 1

Operations that may be performed in
any sequence, but not concurrently:

Step A Step B| Step C

EXAMPLE NUMBER 2

Operations which may be performed Step A

concurrently, or consecutively: Step B

EXAMPLE NUMBER 3 R

Operations which must be ; Step A4 | j?ﬁ;ﬁimh‘?i;

performed concurrently: SLep a SO
 Step B

 EXAMPLE NUMBER 4 . a7

Operations which must be
performed in & mandatory

pricr to an arrow must be .

" accomplished before pro-.

ceeding to next operation.):

R
of examples 2 and 4z . 7 . 1 3 b 4

. Block 1 must be accomplished before Block 2.-

+ Block 3 must be accomplished before Block 4. u

+ Blocks 1 and 3 may be accomplished concurrently or in any -
_ gequence, - ‘ ' b B

-+ Blocks 2 and 4 may be accﬁmplishedHccncufreﬂflyxQr in any

/gequencs,

. ‘Block 4 may be accomplished before Block 1.
~« Block:2 may be accomplished before Block 3. -

. K

 Figure B34 .

. SHEET BI-304
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3.3.1 {Continued)
EXAMPLE NUMBER 6
Tasks which have ne safety sequencing :-é;e_ ; 7
requirements may be shown as dashed lines: bep A
EXAMPLE NUMBER 7 L
2 If ‘thers are alternate tasks that may be performed. to‘accompllsh
. the same functions, each may need different safety requlrements..gﬁj
;-This may be represented symbolically by R Ty
Step A
T T
| '
| I
Alternate #1
l f
f |
| !
Alternate #2
[ [
| -l
1 1 : L
-f NOTE: Sequencing requiremsnts 'must be: shown but all possible
s ' -acceptable sequencing need not be noted _
S 4u;‘ s —NQ Figure BiB -
C3.3.2 ANALYSIS ‘REPORTING 1

'7 The analysis report may be iyped on a form similar to the work

sheet excluding the justification columm. It should include,
however, & correlation column comprised of a notation of where
the safety requirement was documented.

Each safety requirement, resulting from the analysis should be
provided to the responsible organization vefore the test so that
it can be properly entered in the appropriate document. Inclusion
should be identified in the correlation column as step XX of
X{-XXXX, 1If a particular safety requirement is rejected, the-
Correlation Columm should state .the reason for its rejection: and”
be forwarded to the center safety office.

UA 4802 434 REV .,
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SAFETY SEQUENCE CHART

Task must
occur 1s%

s/R
2.2
Task

S/R  [3.0
54741

r . [E::::>
“Tagk
4-0

Operations that may be performed
concurrently or consecutively

Operations that must be
performed concurrently or

::Operations which may
be performed in any

sequence but not
concurrently

consequently
' Eeed Task 7.0 —
s/R | s/R | s Task L}///
8.1.1 | 8.2.1 [8.3.1 B 6.2 K

QOperations *that

must be performed

in a mandatory
sequence

[

Operations that do not
contain safety requirements,
but are seguenced to show

S/R S/R (((E;;> S/R 10.3.1
10-2l1 _b 10;2-2 \%
S/R 10.3.2
Task Task
9.2 [ 7] 9.3 S/R 10.3.3
Task 11.0
Operations that ¢
mist be performed
concurrently to Task 17.0
Task 11.0 and to i
themselves
' Task 13.0

SEE SHEET X FOR SAFETY
SEQUENCE SUB CHART

F{::::> SFE SHEET X - 1 FOR SAFETY SEQUENCE
SUB CHART SAFETY REQUIREMENT

-Operations that may be
performed concurrently,
or consecutively (any sequence)

Task N

Figure Bj

B )

14.0 |
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34

EXAMPLE OF METHOD (KSC)

The Test and Checkout Requirements document provides the test
title and a very brief description of each test. It includes

equipment effectivity and pertinent notes advising of certain

cautions that must be observed.

The test checkout plan contains an integrated test sequence flow
chart showing the overlap, if any, that will occur between the
various tests. In the example, (Figure B% and B6) the Space
Vehicle Cutoff and Malfunction Test for AS--503 does not overlap
with any preceding or subsequent tests. The T&CO Plan lisis each
of the tests that will bs conducted under this plan by test number

(V-20021), stage contractor responsibility code (eontractor name) ,test

title (Space Vehlcle Cutoff and Malfunction Test), and by the test
catalog sheet revision (Rev. 4).

The task column of the OSA sheet will be filled in from the Test
and Checkout Plan sheet(s), functional flows, drawings, and spec-
ifications. Each Act, procedure, or task will be analyzed to

determine the possibility of personnel injury or property damage.
Each hazard will be described in detail. The safety requirements

© will tell which action must be taken to prevent the occcurrence of

the listed hazard. This column will include specific note, caution
and warning citations deemed necessary for direct input to detail
procedures, ‘,- -

NOTE: A plctorial- dlagram(s), if available, will be included as

" applicable in each analysis to define the location{s) of the opera—

tion or task being analyzed

The final analysis sheets (Flgure B&) will be formally documented.

An Operations and Test Safety Analysis (0SA) will contain:
1) Title Page - _,.‘

Includes analysis number, operation title and 51gnature for
preparation.and approval; _

2) Active Record Sheet

Includes & list of every page in the document with proper
identification of added, revised, and deleted pages;

3) Revision Sheet

Will be blank on initial release. Includes a record of added,
revised, and deleted pages with a notation telling why change
Was made. Each revision will require the initials of approvmng
individual.

‘_SHEETBIr307‘
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3.4 (Continued)
Table of Contents
- Includes contents of document plus a list of tables, figures,
- and charts. All tables, figures, and charts will be assigned
a figure number beginning with "" and follow consecutively
through the document. Figures are added with subsequent revisions

will be: a .1, .2, following the preceding figure number (e.g.,
315 342, 3.3) R

Analysis will inclﬁae: |
| Introduction (Figure B5.)
Scope |
Sﬁmmary.of Analysisg
Ref: Test and Checkout Plan Sheet(s) (Figure Bj_j.‘)l;'
Test Sequence Flow Plan .
Source Material
Operations Sequence Requirements .
Equipment (or operation) Location Charts (Figure B% ) ; T
Analysis Sheets (Figure B6)

- A document number system will be established at each MSF Center.
ir numbering systems exist, they will be used as applicable. :

1

SHEET BI-308
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" 1.1
1.2

2.0
241
2.2
243
o4
3.0

4.0

SAFETY ANALYSIS OF SPACE VEHICLE CUTOFF AND MALFUNCTION TEST - APOLLO/SATURN

INTRODUCTION

© SCOPE

,This décument-cohtains.the technical safety analysis of test

No. V-20021, Space Vehicle Cutoff and Malfunction Test, developed
by (name of organization perfarming analysis) on (dates.

ANALYSIS SUMMARY
This summary shows the most important safety requirements developsc
in this analysis. They must be implemented before the test.
(Describe the effects on the test if requirements are not met.
If none, so state.)

REFERENCES

TEST AND CHECKOUT PLAN

. TEST SEQUENCE FLOW PLAN

EQUIPMENT LOCATION CHARTS

SOURCE MATERIAL

OPFRATIONS SEQUENGE REQUIRRMENTS

. These are the sequence requirsments which result from

the safety analysis.

ANALYSTS SHEETS

ey

Example - Operétions Analysis Format
. FIGURE BS '

UD 4802 1494 REV ., Bab6S
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OPERATIONS SAFETY ANALYSIS

OPERATION -

LOCATION

. TASK =~

HA Z&ARDS

SAFETY REQUIREMENTS

CORRE-
LATION

2,0 Connect pbwef.éable in -

preparation for the
Space Vehicle Cutoff
and Malfunction Test,

2.1 Disconnect C1-J1. from
L P=2 of the umblllcal
"J“ box,w.k

2.0.1
'2,0@27
: "injury may occur due to

2.0.3

2.7.1

2.2

-exposed voltages.

- operated by unauthorized
: personnel

. applied.

Connectors may be damaged if
;not protected -

EQuipment damage/personnéi
injury may occur due to
Equipment damage/personnel
1mproper voltage.

Equlpment may be improperly

Equipment damage/personnel
injury may occur due to dis-
connecting cable w1th pover

2.0.1

2.0.2

2.0.3

2.1.2

Visually inspect all
electrical cables and
connectors for physical
damzge.

Verify that all voltage
sources to be used in
this test are within
tolerance,

Verify that only auth-
orized personnel are
present during this test}

Verify power has been
removed from cable C-1
at J-2.

Install dust cover on
connector J-2 of cable
0"1 "

ANV:IWO:)‘ ﬂﬂgﬁ@?&y ‘3"‘-1-

‘Figure BGA

31 A3Y
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OPERATIONS SAFETY ANALYSIS

OPERATION .

LOGCATION

TASK

. HAZARDS

SAFETY REQUIREMENTS

CORRE-
LATION

2.2 Conmnect C2-J2 to P-7
of the ground power
nJ" box.

2,3 Connect C2-J1 to P-2 of
© the umbiliecal "J" box.

2,2 Equipment damage/persomnnel

2.3

injury may occur.

Spurious or inadvertent volt-

ages may cause equipment
damage. '

2.2 Verify that 3-1 through
5-12 of ground power "J"
box are in the “OFF"
posgition.

2.3 A hazardous current test
shall be conducted at
C2-J1 immediately prior
to connecting C2-J1 to
P-2 of the umbilical "J"
box.

51 through S-12 of the

Ground Power "J" Box shalll
remain in the "OFF" posi-
tion for this entire
operation,

Figure B6B ..
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4.0 SAFETY ANALYSIS GUIDE

ba GENERAL
The following guide, containing hazards to be considered during
the analysis of a task, is only a partial listing and represents
the type ¢f areas to be questioned. It is not practical to '
attempt a comprehensive list of all possible conditions or hazards -
attendant for a given test before completing the analysis. The
prime factor in accdmp;ishing an operation and test safety analysis

~ 1s knowledge of the equipment involved and its relationship to the

surrounding equipment or system.

42 REFRESENTATIVE CONSIDERATIONS FOR 08A

1) Consider spec¢ial safety barrier requiréments for mgdifiéation
work; ' '

2} Determine grounding or discomnection requirements_fér work on
electrical electronic equipment; S

3) Determine that operation in one area, or on one item of equip-
ment, will not create or induce a hazard in another area, or
on associated items of equipment;

 4) Consider special or additionsl lighting requirements for

modification work;

5) Consider need for special personnel protective clothing and '*:‘
‘equipment (e.g., safety harnesses, breathing apparatus, or
goggles);

~6) Consider all hazards associated with welding operations (e.g.,

transient currents, electrical interference, fire and air
contamination); : -

7) Consider the need for special ventilation requirements for *
 personnel working in closed area, oxygen deficient conditions,
or in contaminated air.(e.g., inside, tanks, or performing
painting, welding, or cleaning operations;

8) Consider dangers assoclated with persomnel working in proximity
to high voltage;

9) Consider the need for backup power when working on primary.
power source;

10) When drilling or chipping concrete, investigate the possibility

of contacting or damaging embedded pipe or conduit;

SHEET BI-401

U3 4802 1434 REV . 8~08




NUMBER D2-119062~1

DT EEEIM@ SOMPANY REV LTR

12)

16)
17)
18)

19)

20)

USE FOR TYPEWRITTEN MATERIAL ONLY

21)

©23)

a4

13)
14)
15)

22)

L2 (Continued)
11) Determine the probabllity of any task restricting egress

from the work area by blocking passageways or doors with
equipment; _

Investigate hazards associated with installation and removal
of explosive ordnance devices and electrical connection to,
or disconnection from, ordnance devices;

Congider thse nee@ifor gpeclal retest instructions;
Consider the need for speclal entry/exit procedures;

Ensure that prov151ons have been made to commmnicate with
personnel in 1solated areas;

Review requlrements for warning placards;

1

Consider safety precautions to be observed by personnel working
on or around expoged electrical equlpment;

Congider the hazards involved when personnel are working
around caustic, poiscnous, or cryogenic materials;,

Establish special precautlons for connecting or dlsconnecting
cables;

Congider electrical interference hazards stemmiﬁg from nse
of electrical powered tools; '

Consider the effects of status monitorlng, or communications
1nterrupt10ns,

Determine if special procedures are required to ﬁrevent
induced faults when working on primary powsr equipment and

‘switchgear;

Consider requirements for equipment isclation when worklng
on electrical or electronic power equipment.

I

W3 4NA2 FABA REY . 0aBE
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1.0

1e1

ﬁ._1.2

Appendix B
Part II

OPERATIONS SAFETY RESEARCH

- LINE4R PROGRAMMING

INTRODUCTION

. Linear Programming has had & wide variety of uses, but a common

characteristi¢ for all has been the optimum allocation of limited
resources to accomplish a defined objective. The optimal com-
bination of operations minimizes cost, period of performance, .
gystem output errors, number of operations required, number of
operators required, and is least likely to cause system damage

or persomnel injury. The resources used to operate a syetem‘cen :
be allocated s0 as to optimize system safety. s

. DESCRIPTION OF THE LINEAR PROGRAMMING. METHOD ”5?”ﬂ' R

" Linear Programmlng 13 a mathematlcal model whlch describes a

characteristic of a system. For system safety engineers, this

‘characteristic is operatioénal safety.. Use of this mebhod

requires that all mathematical functions in the model must
either be, or closely approximate linear, or be closely approx-—
imated by linear functions, Use of the model allows the pro-
gramming, or planning, of activities to obteln the optlmum
level of safety. : :

Llnear programming ie generally d1v1ded 1nto eix steps. '

1..'Def1ne the measurs of effectlvenees,

f{é}lgCoﬁstfuet'the model, |
- 3. Eve.luate the model for eptimal reeults,
f:‘ffa. Test the model - and it'e soluxlon,1f= '
‘ 5e Define the controle to ensure optimum reeulte, end

6. Aesure that controle are implemented..-

SHEET B II - 101 ..
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1e241

1.2.2

Cand;

~ *Egch time the system g Operated there are two p0551ble .e

Measure of Effsctiveness

The operational safely problem may be stated in two ways;

(a) The degree of safety may be chosen, in which case the
solution of the math model should bs maximized. (b) If risk
is chosen as the measure of effectiveness, the solution of the
linear model must be minimized. Note: For the discussion

" that follows, risk will be assumed as the measure of effectiveness.¥

Construction of the Linear Model

It is necegsary to flnd the velues of the varlables x1, X, X3 ees
Xh which minimize the funection of risk

R = Cq Xq t Cp Xyt oaas Oy X

Where Xy could be the hazard associated with each resource consumed
and ¢4 is the increase in r for each unit of X5 . i

Constraints on the varisbles take the form of inequalities

' az1x +a22x2+...a2nxn :::>b2 ‘ :) : ?-:;T:
B’mfx +am2x2 --»+amnx ->bm '
X1 20 XQEO, .”'xn?__’o.'

The limits bq, by, -+« by, can be the total available resources

for the achlevement of the task objective. This could be total
manpower, pounds of propellant, electric power generation capa-~

‘bility, etc.. The coefficients a,., 8.,y «se are the units

of each resource consumed by each unii Of hazard. For example,
. ¢ould be the BTU's per pound of propellant, TNT explosive

L engrgy equivallency per pound Qf propellant, or amperes avail-.
. .able at man-machine interfaces per watis of power available at
- ‘the test equipment. The specific units of aj j depend on the

hazard, xi, and the resource bJ

outcomes. One is that the tasks are performed ‘without any

- equipment damage or pergsonnel: injury. ‘The other outcoms
msy be that some injury or damage oceurs. The: probability
. of safe performance (i.e., no damage, ete.) is P(S), and

the probability of an accident is P(A) P(A)_is the risk,

~end P s) = 1—P(A)

SHEET B IT - 102

‘U3 d802.1434 REV, 0«83




USE FOR TYPEWRITTEN MATERIAL ONLY

NUMBER D2~-119062-1

e LTS FTATES company RE\’ LTR

1.2.3 Evaluatlng The Model

The most common method of solving linear programmlng problems is .
the Slmplex Method To illustrateé this method assume the llnear -
model - : , o RN

2= 3%+ 5xg o

with,cohstricﬁions,'

The possible values of (x4, xp) coordinates are shown below. . -

(4,6

T T S A S A
Figure B-7 -~ Possible Values '
,The shaded area representa all possible comb:matlonsr of x1 » and x,

which satisfy the inequalities %1 4 and x2-< 6

SHEET B II - 103

TS
US 4802 1454 REV . B85




USE FOR TYPEWRITTEN MATERIAL QONLY

|62

NUMBER D2-119062-1

e LDEDLFTIIES commars - . REV IR

1.2.3 (Continusa)

" Adding the maximum of the constraint 3x1 + 2x2 <:-18 ylelds
the shaded domain shown below.; T . _ .

%6

o' 1 2 3 4 5 & 7 8 g O

Figure B~ 8 ~ Maximum Value
The maximm value for the objective functlon,

exists in this domain, and could be found by trying some values
for Z. If Z is 20, the line 20 = 3xq + 5xp lies well inside the
domain, and there are maiy pairs (x1, X») which satisfy the con-
straints and the objective function. Z must be higher in value.
The optimum value will have only one pair (xq, xp)} which will
golve the llnear function,
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12,3 (Continuea).
. b'd -
S 2
L Xy 8

o" 1 2 3 4 35 & % & 9% 10 *r
Figure B-9 - QOptimum Value
The value of Z which is the optimum is 36 = 3x1, + 5%5; and

x4 = 6 are the desired values for the input varlables ‘
whlch w11 produce the optimum,

It is feasible to use the graphic.approach for linear program
solution with up to three decision variables, xq, x,, and x,.

Most objective functions will heve more than three variables and
the solution can be found by use of a computerized Simplex Method.
The solution by computer is more complex than illustrated in the
above example; however, most texts on Operations Research will
provide the details of determining the optimal solution by.means.
of this method.

Testing The Model

Test the particular linear model and the optimal solution that has
been determined to ascertain if it predicts safety or risk for each
alternative combination of operations with sufficient accuracy to
permit valid decisions. If at all possible, use historical data for
the system under study to simulate past operations which have known
outcomes (i.e., accidents, incidents, or safe operation). Compare
these outcomes with the results using the linear model with the
historical data substituted into the objective function. Much care
should be exerclsed to assure that the constraints derived for the
system at present were true when the historical data was generated.

SHEET B II - 105
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1.2.5 Controls

1,2.6

{

Define the controls on the system operation which the 11near program'-'

" indicates have a bearing on optimizing safety. Controls may take!:

the form of safety standards or safeily operating criterla. The ‘;> o
requirements that certain operatlong must occur in series, in some: T
ordered sequence, or concurrently form controls which can optimize

safety.

Assurance of Control Tmplementafion

When systems managers impose the recommended controls, monitor the
system operations to determine that they do in fact tend to reduce
risk. Review of accident and incident reports before and after the
controls were implementeé may be helpful. -Direct communication with

the system operators is virtually essential throughout an entire linear §.' 

programming . analysis, and 1s especially beneficial during the assur~

ance phase.‘
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2.2

210 .

2.{? f

. NETWORK ANALYSIS .

. INTRODUCTION - .

Network Analysis has been applied very sucbessfully5for incereasing

" the efficiency of manufacturing processes, decreasing the handling
" gnd shipping delays encountered in product distribution systems,

and maximizing the probability of meeting program schedules. The:
method is very general and fundamental to the simulation of systems

" - or combinations of operations. .Applications'may_be posaible for
system safetly analysig if analogies can be made between appro-

priate system characteristics and the concepts of flow and path
length. For example, the object of an emergency egress system

is to evacuate as many people as possible in the shortest time -
possible, and in the safest possible way. The latter objective
considers the vulnerability of the escapees to the accident created
environment (heat, pressure, etc.) as well as the inherent safety
of the egress system in use. The analysis of such an egress system
would require three networks: one to maximize the flow of people;
one to minimize path lengths from work stations to the defined safe
grea; and one to minimize vulnerability of the escapees within the

- constraints of each possible accident in the work area. The 0p;ifF;
" mum network must then be chosen, using the method of Linear Pro~ = *
- gramming if necessary. :

The following paragraphs will summarize the network model and three
uses of the method to optimize flow, path length, and path alter-

natives,

GRAPHIC MODEL

The representation of the real system or set of physical operations
used in Network Anslysis is a graph consisting of junciions, called
"nodes" and connection lines called "branches", The junctions re-
present functional points in the system and the branches indicate
the existing interfaces or interdependancies of the functional
points. If a flow is associated with each branch, the graph is
considered a "network". In the grsaph example the junctions are
circles and the branches are the . interconnecting lines. A "chain!

Figure B-10 - (GRAPH EXAMPLE
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(Continued)

is a series of nodes and branches that connect each pair of nodes. _

For exsmple, one possible chain between 1 and & is (1,2), (2,4) 5.
(4,6)5 (6,8) or the reverse (8,6), (6,4), (4,2), (2, l) If g ‘jj
direction of flow through the chaln is speCJfled it is called a.

Mpath". A chain connecting a node to itself .is termed = "cycle". ‘.‘;ﬂ'

A graph for which every pair of nodes are connected through a
chain is called a "connected graph". . A connected graph which does
not contain any cycles is a "tree". One graph theorem states that
8 graph containing n nodes is connected if it has (n~1) branches
and no cycles, Such g graph would glso be a tree., A branch is
"directed" if a sense of direction is associated with it so that
the node at one end can be considered a source and the node at the
opposite end can be interpreted as a sink. A connected graph in
which all branches are directed is a "directed graph".. If g
directed graph is a network, the direction is assumed tc be the
feasible direction of flow in each path, A network is not directed )

- 4if flow can oceur in both directions along one or more paths. The . . .
"capacity" of flow is the maximum feasible flow in one direction.

Capacity can be any non-negative number from zero to infinity.

If capacity in one direction along a path is zero, the branch is
 directed, If all paths connected to a .node are directed away from
- - the node, it is a source. If all of the connected paths flow into
. the node, it is a sink. -

Maximum Flow Problems -

- Consider a network w1th a: source at one end and a 51nk at the other,
o and assume no 1loss of flow at each intermediate nodé. - The object

' - is to determine the feasible steady state flow pattern which maxi-
. mizes the flow from the source 1o’ the 51nk. o

MAXIMAL FLOW PROBLEM
Figure B-11

%
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R.2.1

(Continued)

The flow capaclity is indicated for each path by the node from which
the flow enters the path. For example, the flow from 1 to £ can

be 7, but the flow capacity from 2 to 1 is zero. The solution of
the network is accomplished by the iterative process of assigning
and reassigning a feasible flow for each chain from the source to
the sink until the positive flow capacity has been used in each
chain. The total flow obtained this way will be optimal, but is
not necessarily the only. optimal flow pattern.

Cne possible flow in the example is 3 along the chain 1, 2, 4, 7.
Since only net flow through a path is significant, it is possible
to assign fictitious negative flows in the reverse direction. The

 remaining capacity in, each path of the chain is found by decreasing

the positive flow capacity on each path by the assigned flow value
of the smallest capacity along the chain. The example then becomes

.. the network shown below.

NETWORK WITH 4 FLOW OF 3 THROUGH 1, 2, 4,&7-
Figure B-12 _ ‘ ‘
Assign & flow of 7 through 1, 3, 5, 7; a flow of 2 through 1, 2, 5,
by 7; & flow of 2 through 1, 2, 6, 7; and a flow of 3 through
1, 3, 6, 7. The resulting network is optimal in this case, since
the total capacity of the sink, 17, is asasigned,’

RESULTING NETWORK WITH A TOTAL FIOW OF 17
Figure B-13 . .

Vo

f
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2-2.1-

(Continued)

This is a4 special case of the "max-flow min-cut" theérem which
states that, for any network with a single scurce and sink, the

- maximue feasible flow from source to sink equals the minimum cut - -~ e

value for-all the cutg of the network., A minimal cut 1s shown

‘below, : From the ‘theorem, the value of any cut provides an upper
~ bound to the flow, and the least upper bound would then be the
max1mum p0351ble flowo .

min cuf =

NETWORK WITH MINIMUM GUT SHOWN

Figure B-14 '
- Had the minimum cut been recognlzed at’ the beglnnlng, the solutlon
- process could havs been shortened,’ and each chain would not have
to be worked out.

When networks become complex, it is desirable to shorten the
solution by use of the computer. This may be done by programming
the computer to sum successive cuts through the network until the
minimum cut is found, or by having the computer solve the feasible
chains and assign flows until no positive flow capacity is left
in the network.

A correlation to the emergency egress problem may be made in which
the source is the location of the escapees at the time of the alarm.
The network represents the alternate routes that the pecople may
choose, and the sink may be the point at which a safe environment
is available, This problem closely represents an escaps situation
where medical or rescue teams must stay together during escape.

114 4B 2 tam= gpouu
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- Consider the connected network shown Béiow in which the length of

each branch is knmown. The object is to determine the shortest

~ route from the origin to the terminus.

' éﬁigure B-1 - Minimum Path Network .

The shoftest method of finding the minimum path is to start at the
origin and successively select the shortest paths to the adjacent
nodes in ascending order of their distances. When the terminus

is reached, the shortest path should be identified.,

The distance from node to node is shown below in tabular form.

NODE 0 A B C D E F G H T

. BRANCH- 0A~7 AD-6 BE-4 CD-2 DC-2 EB-4 FD-2 GC-3 HE-6

LENGTH
0B-8 AB~7 BD-6 CF-3 DF-2 FEH-6 FC-3 GF-5 HG-8

AC-8 BA-7 CG-3 Da-6 ED-7 FG-5 GD~6 HT-8

CA-8 DB-6 EG9 FI-9 GH-8

Do~6 oT-8
DE-7 GE-9
Figure B~16 - Distance Node to Node

Step 1:  The shortest distance to the closest adjacent node is
7 to A. Circle 0A~7, write 7 over A ncde's column,

SHEET BII-205
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croségout the branches leading to 4, as shown below.

NODE____. O - A B__ ¢C p . E __F G S
BRANCH- (0A=7) AD—6 BE-, CD-2 D0-2 EB-4 FD-2 GO-3 HE-6

LENGTH - .
0B~8 AB-'? BD-6 CF-3 DF-2 EH-6 FC-3 GF-5 HG-8

AC-8 PA=Y C(G-3 Dt=& ED~7 FG-5 GD-6 HT-8

- D&8 DB-6 EG-9 FT-9 GH-8

DG-6 GT-8
DE-7 GE-9
Figure B-17 - Step 1 -

"~ Step 2:. . The candidates for the next nearest nodes to A and O
S " mre B and D, The comparison of distance from O yields
EEETE . 8 for B and 13 for D, so select B, Circle 0B-8, write
R ' 8 above B node's columi and' cross. out all branches
leading to B. (Circle the node column when all cholces
zhave been consldered. S

NDDE'-'@)’* A B ¢c.. D ®  F.. G___H T

 BRANCH- { AD-6 BE-4 . CD-2 D0-2 PB<f FD-2 GC-3 HE-6
. LENGIH 5 o

) %B<C ED-6. CF-3 DF-2 Bi-6 ‘FC-3 GF-5 HG-8
M-8 PR CG-3 Di<€ ED-7 FG-5 GD-6 HI-8
| pa<g DB=6 EG9 FI-9 GHS

D=6 - - GI-8 .
, ) DE @9
Figure B-18 - Step 2

Step 3: Candidates for nodes closest to 0 and B
The shortest route from 0 to Dis 7 + 6
and the distance to E from 0 1s 8 + 4 =
Select E and change the list as below. -

13 through 4,

are D and E.
12 through B.
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S T g i 2
,' _woE (@ A B ¢ D B F_G & T
- Brance- @aD) AD-E: (BEL) b-2 'Do-2 EBef FD-2 GC-3 hB<E
- LENGTH * I B
@B—B) I BD-6 CF-3 DF-2. "EH-6 ' FC-3 -5 HG-8
CAC-8 BA<T (G-3 Da=& ED-7 FG-5 GD-6 HTI-8
Ca=g DB<f EG9 FI-9 GH-8
DG-6 -8
 DB=T BE [
‘ Figure B ~ 19 - Step 3
Step 4¢ The distance to D from 0O through A is 13 and through B
is 14, and from O to H through E is 12 + 6 = 18,
Select D because it is the closest to both E and O,
(G is not a candidate because of the length 9 from EG
and the length from 0 to G compared to ¢ to H or -
0 to D). .
7 8 13 12
- _NODE @ 1+ & ¢ D 0 F G 3 T
BRANCH- {04-=7) (4D-6}(BE-4) LB=& DC-2 EB= FD-2 GC-3 HE=&
LENGTH _
RB<] BB=& CF-3 DF-2 EH-6 FC-3 GF-5 HG-8
AC-8 P CG-3 Di=€ EBY FG-5 IB<6 HI-8
= Dp=f EG-9 FT-9 GH-8
DG-6 GT-8
DE=Z CE<g
Figure B-20 - Step 4
. Step 5: Candidates for new nodes closest to both D and O are

C, Fy, and H. The distance to C from 0 is 7 + & = 15
through A. The shortest distance to D from O has been
shown in step 4 to be 13, so the distance to C and F
through D is 13 + 2 = 15 in both cases. The shortest
distance to H is through E. The distance OH is then
12 + 6 = Nodes C and F are squidistant, so select
both., Use the chain CAC or OADC since the distances
are equal. The modified table is shown below., When
- looking at C cross out all paths into G, other than
from A or D and when looking at F cross out paths
to 1t other than from D.

U3 4BO2 1434 REV . B=63
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2.2.2  (Continued)
15 13 iz 15

| 78
e @ @ & ¢ p B r_ ¢ H _T
BRANCH- (0A=7) (aD~0) (B o< (DC-2) Ei=t ED=2 [X=F HEQ

LENGTH . |
4By BB LF=y (DF-2) FH-6 P6=3 IF=5 EG-8
(ZC-8) B CG-3 Dw=6 PR FG-5 LB HI-8

Gueg D3<§ EG-9 FI-9 GH-8

'DGl-6 GI-8

DE=7 L

Figure B-21 - Step 5
Step 6: New nodes closest of O and C are F and G, Path CF
: has been eliminated in sfep 5, but G is s3ill a

candidate, The distance to G from O through C is
15+ 3 = 18, and through D is 13 + 6 = 19, The
path from O to H through E has not yet been elimi-
nated, and it ties with the other OACG path at
12 + 6 = 18. Because of the equality select both
node G (through C) and node H. -

8 15 13 1z 15 18 18

NODE@@O@@@FGHT

BrancE- (Qac) @D-0 (BE-L) to=g (D02 =G BB 083 EE<S
LENGTH D ot o oes G GD) 2o e ok
(58 ma<y (CED Da<t BB Ry 0B<C HT-8

Taeg DB<f EO8<¥ FI-G (=K

et 61-8

DE=Z GE=g
Figure B-21 - Step &
Stép 7: Consider nodes F, G, and H. The next new node is T,
' the termimus. The distances through F, G, and H to

T are 15 + 9 = 24 for F; 18 + 8 = 26 for G; and
18 + 8 = 26 for H. The shortest path is, therefore,
through ¥, The final table appears below, The
minimal path through the neiwork is identified and
is O’A’D,F,Ti.:'. ) ‘
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2.2.2 (Continued)
8 15 13 12 15 18 18 24

NODE OO@)@).O@OO@
‘BRANCH----E&-—;?-MMMBM
LENGTH
(CED W87 —20<f LPg (OFD (@D Re<¥ GP<g AGE
(D ot @D okt oy Pos Lok, DA
b, DBt Be<g (FI-9) THeE,

De=g, TP=g,
DEST GE=9,
Figure B-23 -~ Step 7

The correlation of the minimum path network 10 the emergency escape
problem depends on the assumption that the egress rate (or the
velocity of the escapees) i1s the same for all paths. The objective
is to select the shortest, and, therefore, the fastest path to the
safe place at the terminus. The escape rate may not be equal for
all paths. In this case, use time instead of distance to select
the quickest path, which may not be the shortegt in distance,

2.2,3 Minimum Spanning Trea

A variation of the Minimum Path Problem is the selection of the
minimum path for a tree connecting all nodes. This tree could be
used during the design of an egresg system to agsure the optimum-
placement of egress equipment reletive to the work locations of
personnel. As an exsmple network, refer to the one used in this
appendix in section 2,2.2. If there are some constraints to the
selection of routes of: egress, these showld be defined at the
start of the analysis. ‘A typical constraint may be the flow

' capacity along each branch. -Another constraint msy be the degrsge
of vulnerability of the escapees in each route relative to likely
accident induced environments., To 81mplify the solution explana-
tionyno constraints will be considered.
The minimal spanning tree can be determined in z straighiforward
manner. Beginning with any node, the first step is to pick the
shortest possible branch to an adjacent node. The second step is
to find the new node which is closest to either of the two connected
nodes and add the appropriate branch., This process is continued
until all nodes have at least one branch connecting them to the tres.
The resulting network derived in this way is a minimum spanning tres.
Further, the first node selected has no bearing on the resulting
tree, if branch length is the only variable. If constraints must
be considered, orientation or certain node pairs ‘may need to be
directly connected In this case, it is best to add the constralnts

' (
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2.2.3 (Continued)

to the network, and then solve for the minimum spanning tree in
the remasining portion of the network.

EXAMPLE MINIMUM SPANNING TREE

Figure B-24 -
Using the exauple from section 2.2.2, the minimum spanning tree
connecting all nodes appears as above, This represents the
smallest total branch length that will connect all nodes. Had
the path DC been precluded from choice by some constraint, the
branch CF would have been used to connect C into the nstwork.
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A

FAULT TREE ANALYSIS FLOW S

ANALYSIS ACTIVITY | IR

The following problem solﬁing steps are considered essential for. -

a systems approach to safety. These steps,will.ehable the risk
of undesired (hazardous) events identified in the system to be
maintained at an acceptable level. . Starting with the System

" definition and informstion pertaining to the system configuratioen,

then the steps are:
1) Identification of undesired events;
2) Structuring identified undesired events into. a fault tree;

3) Deﬁermination of fault inter-relationships;

4) ‘Evaluation for "likelihood" of didentified undesired events;
" 5) Trade-off decisions and/or corrections. -

As depictéd in Figure Ci, steps 1) aﬁd 2) above are necessary to.

develop what 1s commonly known as a "Top" logic diagram. The top
logic diagram plays en essentlal part in performing a system safety
fault tree analysis, It is a starting guide which shows how and

. where the fault tree is to be developed (or expanded) by further
- analysis activity., It organizes all of the system unique logic
. relationships into a pattern,whereby the system hardware and soft-

ware functions can be analyzed in an orderly and logical manner.
This means that the top must be structured so thet the end analysis
is complete in satisfying what is defined by thé top undesired
event(s). o IR '

System unique logic relationship variables which must be cars-

 fully structured are things such as: a) system operation modes,

b)mission phases and/or operations, ¢) the degree of man/machine
relationship in the system, d) inter-relationships of the Centers

" with the system functions, and e) functional order of the system,

- This list of relationship variables .covers the top structﬁféf e
gross considerations; and indicates the types of activity involved.

The system unigue logic relationship variebles will vary with the
different systems being analyzed, with the degree of difference
depending upon the similarity between systems.

As already stated, the top logic diagram is a starting "guide"

for a complete system fault tree asnalysis. This means that once
the top is started it is not necessarily "cast in concrete", but
1s subject to change as analysis activity progresses. Experience
has shown that as an analysis proceeds to completion, more

system information and understanding is gained. As system inform—
ation and understanding develop, modification %o the top logic
diagram is required to reflect this current knowledgs.
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1.1

1.2

(Continued)}

Step 3) is the actual development of the logic diagram. Thia

is the point where analysis activity proceeds from the top

logie diagram structure and continues through the hardware level,
This step is the foundation of a fault tree analysis. The fault
mode relationships, once correctly and completely structured,
will usually never change - unless hardware design changes occur.

Step 4)is an evaluation of the completed fault tree for the
purpose of: a) determining the likelihood of identified events,
and b) determining the identity and ranking of "chains” of events
and event relationships leading to the identified undesired
event(s)., FEvaluation can be accomplished by rigorous mathematical
processes (quantitative evaluation) or from intuitive (inductive)
methods. However, the results obtained (quantitative/inductive)
will only be as complete as the applied rigor. Useful results

can be obtained from evaluations made during the course of
development of the fault tree analysis.

Should a gquantitative evaluation be required, an equation can be
written for the entire fault tree. By use of Boolean algebra,

‘Lambda Tau methods or Monte Carlo methods the equation can be

simplified and solved to give a meaningful sclution., Except for
very small trees, the use of a computer is required. See the
list of references for sources of information on employing these
mathematical solutions.

Step 5) If it is determined through the evaluetion of the fault
tree (or as a result of other analyses) that corrective action

is regquired, the fault tree analysis itself is a valuable source
of information for change decisions., Proposed corrections such

a8 design changes, procedure changes, etc., can be evaluated in

the context of the fault tree to determine a relative measure of

‘improvement. . ot

In order to achieve a meaningful and useful analysis, two _
important points must be emphasgized. First, the cutput of an
gnalysis is only as valusble and reliable as the quality and
quantity of effort and information going into the analysis.
Second, hardware and operating procedures configuration control
must be maintained at all times to avoid erroneous conclusions
being drawn from the analysis. o

PROGRAM ACTIVITY

The Fault Tree technique can be used to perform a complete
system-integrated analysis, or for a small problem containing
Jess than ten events. In any case the flow sequence of analysis
will follow the outline to some degree as described below.

U3 4B0Z 1434 REV.8-45
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1.2 {Continued)

1.3

The flow of activity necessary for a complete system-integrated
fault tree analysis should follow a pattern as shown in

Figure C2. This flow takes into consideration the steps required
to perform an analysis, along with the difficult task of con-
solidating the event analyses into one complete system/mission
oriented anaelysis.

As shéwn in Figure C2, the first step in the analysls program
development is the structuring of the top logic diagram. After

a suitable top has been structured and agreed upon by all involved,
each of the analysts is assigned specified portions of the fault
tree for further development. Whlle the analyses are being con-
ducted, the task of reviewing the output of each analysis and
combining the output into one complete systems analysis is per-
formed by those who developed the top diegram. When the analysis
for system safety is complete, it will be documented.

“An important factor‘nécessary in accomplishing a system-integrated
“analysis is effective communications on a "day-to-day" basis
between all the analysts involved.

FAULT TREE L | _

~ The following guidelines may be used to achieve a consistency

of approach and to assure analysis completeness.

1) Structuring should follow the rules and symbolism used in
t this appendix, since they are well standardized throughout
. the aserospace industry. : i

2) Each "diamond" event should have the followingfiﬁformation
and reason for analysis termination of the event:

(a) Insignificant (with rationale), or
{b) Lack of system information, or
(¢) Identification of other analyses which-satisfactorily

analyze the failure modes and system effects for that
event,

'3} Development information sources should be identified by

schematic, flow, time, mechanical, electrical, operation,

maintenance drawing and/or document numbers. The revision
date and/or number must be included for each source. This
gource information must be included as ‘part: of each submittal. {.

UN 48G2 1434 REV .08

SHEET C-104




¢t!

USE FOR TYPEWRITTER MATERIAL ONLY

T §9-@'A3N FEPL ZORF EN,

RE-ITERATIVE STEP

oS g R ITIIDE T

$0L-0 133HS

DIRECTION| | DEVELOP hsstomevt | ] mvene || review ao| DOCUMENT AND
FOR { |T0P LOGIC OF EVENT | ANALYSES INTEGRATION | RELEASE SYSTEM
SYSTEM || DIAGRAM »|DEVELOPMENT | - OF ANALYSE§e—c ANALYSIS
SWFETY | | STRUCTURE 5 OF EVENTS I S
STUDY S B Coe

DAY-TO-DAY COMMUNICATIONS

H PROGRAM FLOW

GURE €2 -

417 A3Y

LLrzo0hlL-2d  HIGWNN




UsE FOR TYPEWRITTEN MATERIAL ONLY

;}f.

NUMBER  D2—119062~1

THE ﬁ@fjﬁfg’chth‘( REV LTR

-1.3

1.4

(Continued)

4) Each analyst must utilize the fault tree alphabetic code w
assignments made in the computer drawing program, if one
is Weing used.

5) Revision codes should be included by each analyst and can
be based on the standard practice of assigning progreasive
alphebetic characters beginning with A. '

6) Identifj all components and subsystems by part muxber.

Drawing the Tree

In some cases, the analysts may make hand sketched trees, and
document the evaluation and conclusions., In other cases, where
more complicated trees are involved, and presentations to sub-
stantiate the conclusions must be made to management, then

formal draited trees may be prepared. Where complicated integ-

rated systems are being analyzed, there are computer controlled
drafting systems available. See the list of references for
sources of informstion on these systems.

Us 4BOZ 1434REV, e-43
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2.0

2.1

2.2

FAULT TREE PROCEDURE

GENERAL

A fault tree is a diagram of the logical relationships of parallel
and series combinations of independent personnel or equipment sub-
system and component failures and normal operating modes that can
result in a specified undesired svent. This diagram can be quanti-
fied to provide a relative probability of causing the specified un- -
desired event by means of each path leading to that event. Paths .
hav1ng high relative probability are coneldered domlnant over paths ;;

-of low probabllity

The following sections discuss basic rulee, deflnltlons and methods

of the fault tree technique.
EVENT DESCRIPTIDN
The term "event" denotes a dynamic change of state that occurs to

a system element, where an element is inclusive of hardware, software,
peraonnel and environment. If the change of state is such that the

 intended function of the particular element is not achieved, or an

unintended function is achieved, the event is an abnormal system
function or "fault event." If the change of state is such that the

- intended function occurs as planned (designed), the event is then a = - {

normal system function or "normsl event.," Thus, two types of events
exist -~ those which are not intended and those which are intended.

Fault events can be divided into two categories: basic events and -
gate events, Baslc events are events whereby system elements (ueually

" at the comporient level) go - from'an unfailed state to-a falled state,
-and are related to a specific faillure rate and fault duration time.

These events are used only as inputs to a logic gate (never as out-
puts) and are therefore independent events. On a fault tree, basic
events are depicted by a circle or a diamond. A gate event is the
event (or system failure) which results from the cutput of a logic

 ‘gate. Since the gate event is dependent upon the input events and
~the type of logic gats functlon, it is therefore a dependent event,

It must be noted that the gate event is not the logic gate itself,

- but the’ result of the logic gate function and the input .events. The

gate event is depicted by a rectangle above the logic gate. As fault
tree development progresses, gate events on one level become inputs
to gate events on the next higher level, (See Section 2,3 for .
examples, ) :

In the fault tree analysis of e‘syetemrthe inherent modes of failurs
of system elements are delineated as primary, secondary and command,

'~ These failure mcies are referred to as "primary events," "secondary
- events," and "comuand evenusg” respectlvely, and are depicted on the

fault tree as the combination of basic events and/or gate events., In
other words, these events are generally identified at a gate event
level, and depending on the level of analysis, are further developed
until the event can be identified in terms of basic events,

+
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2.2

A;Circle

»

~nﬁ(Con£inued)'k‘

In a fault tree analysis, the dynamic change of state that occurs
to a system element is defined as a binary type event. That is,
a gystem element is always in one of two states, ON or OFF. The ON

"'state (or 1) corresponds to a failed condition and the OFF state (or
Q) corresponds to an unfailed condition. The example below illus~

trates the binary manner of a sysiem element. The elerment operatles
normelly (OFF state) until failure occurs {ON state).  After the
. fault event cccurs {dymamic change of state) the element remains

“failed (ON state) until repair of some sort has been effected. When
" repair is sccomplished, the element returns to the unfailed state
- " (OFF). By .representing events and gates in a binary manner, fault
- trees can be analyzed. by the rigorous technigues of Boolean algebra.

Event Duratidh Time "Event Duraticn Time
. ‘ ON T -
- STATE OF : '
.. ELEMENT. -OFF O ' :
4 ' ' A - B . C D
A -« Time of 18t failure
B - Time dst failure is repaired
G = Time of 2nd failure
D - Time 2nd failure is repaired
2.3 SYMBOLS
Hectangle

The rectangle identifies an event (gate event) that results from

the combination of fault events through a logic gate. The rectangle
is also used to describe a conditional input to a functional condi-
tion INHIBIT gate (described below)y

!

;
R |

The circle describes & basic fault event that Tequirés o Turther
"development, The frequency and mode of failure of items 86 identified
13 derived from empirical data, The rate of occurrence of such a
primary event is normally the generic fallure rate of the component -

. for the particular failure mode.

SHEET C=202
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2.3

{Continued)
Housge

The house indicates an event that must occur {or is expected
to occur) due to normsl operating conditions in the system. The
house dces not indicate a fault event. An example is a phase

change in a dynamic system, such as the landlng, flight and take-off
phases of an aircraft.

Diamond

‘ Thé diamond describes a fault event that is considered basic in a

given fault tree. The possible causes of the event are not developed
either bescause the event is of insufficient consequence or the
necessary information for further development is unavailable. It alsec
can indicate non-development because an analysis already exists that
is of satisfactory depth and breadth. Which of the three uses that

;applles, should be indicated for each diamond on the tree.

Qval

~ The oval is used to record the conditional input to a random condition

INHIBIT gate. It defines the state of the system that permits a
fault sequence to occur, and may be elther normal to the system or
result from failures., It i1s also used to indicate the necessary
gsequence of events reguired to pass through an "AND" or an "OR" gate
function.

SHEET C-203
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2.3

{Continued)

Double Diamond

The double diamond is used in the simplification of a fault tree
for numerical evaluation. The event described results from the
cauges that have been identified, but are not shown on & particular

“version of the fault tree being examlned

"ANDY! Gate

The MAND" gate describes the logical operation whereby the co-
existence of all input events is required to produce the output
event, The fault duration time of an "AND" gate is expressed in
terms of the input fault duraiion times.

Output

: c___ 2 or More

Inputs
Example of "ANDY Gate Usage:

Light
ITC!I O_f‘f

Power _—_ -
Source ——— c
- B
Switch
) B
Circuit Open
FAULT TREER

SHEET C-204
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2.3  (Continued)
Another example of "AND" Gate Usage:
 Light "gn
On
4 B I
= — | —
witch witeh
A B
1losed Closed
Circuit FAULT TREE

"OR" Gate

The "OR" gate defines the situation whereby the output event

will exist if one or more of the input events exists.’

The

fault duration time of an "OR" gate is expressed in terms of

the input fault duration times.

“52 or more Inputs

SHEET C-205
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2.3

(Continued)

. Example of "OR".Gate Usageﬁ

o s‘ : Cn ° .
A |
.__]—L‘JE‘;JC. .
= B 5
Circuit "”L’

Light nemn g ﬁlw

" FAULT TREE

Another example of "ORY Gate Uéage:

Light "o
Off

A B
Circult Switeh Switch
A B
Open Ope
FAULT TREE

U3 4802 1434 REV .,
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2.3

(Continued}

"PRIORITY AND" Gate

The "PRIORITY AND" gate performs the same logic functicn as the
NAND" gate with the additional stipulation that sequence as well
as co-existence is required. '

Priority
. . Description

2 or More Inputs

"CONSTANT FAULT DURATION AND"' Gate

The "CONSTANT FAULT DURATION AND" gate symbolized describes the

. same logical function as the "AND" gate except that the fault

duration time of the output event is not dependent upon the fault
duration times of the inputs., The fault duration time of this gate
is determined as a function of the system cperation. '

< Output

Fault
. - Duration
\ .\ ‘ '-*.' Time

i l "“‘*‘2

AT 2 or More Inputs

- SHEET €-207
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2.3

(Continued) -

Example of "CONSTANT FAULT DURATICN AND" Gate Usages

Consider the undesired event "Rocket Motor Inadvertentiy Ignited."

. Assume the "armed" results in a warning light prompting immediate

repair action, If the "armed" event occurs and the warning system
is working, the fault duration time is one unit. If the "armed"
event occurs and the warning system has failed, the fault duration
time is naturally longer, being dependent upon how often the monitor-
ing system is functionally checked.

Rocket Motor
Inadvertently
Ignited

(-

| ' 1

Safe-Arm ignition
Mechanism Current
Armed Present
A = 1 Unit Fault Duration
/Qﬁ Time
| Missile “Missile A'= 1 Unit Fault Duration
- Armed - Armed Time + % Monitoring
A R Al Systen Functional
] - Check Time
- Fault ‘
3 _._ {Duration |(FMonitoring
Time System & Check
_Time)
Safe-Arm
Missils Mechanism
Armed Monitor System
. - A Failure
FAULT TREE& '
‘\!
SHEET (. 208
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2.3

. Example of "EXCLUSIVE,OR" Gate Usage:

(Continued)

"EXCLUSIVE CR" Gate

The "EXCLUSIVE OR" gate functions as an OR gate with the restriction
that specified inputs cannoct co~exist. This gate will not respond
to the co-existence of Two or more specified input events.

—~—__ == Output

T <___ 2 or More Inputs

Assymetrié

Thrust
' /Not Both

- Simultaneously

Assume: Twin, side mounted engine vehicle.

Loss
of Engine

No. 1

"CONSTANT FAULT DURATION OR" Gate

The "CONSTANT FAULT DURATION OR" gate performs the same function as
the "OR" gate except that the fault duratlon time of the output event’
is not dependent upon the fault duration times of the inputs. The
fault duration time of the output event is strictly dependent upon
system operation variables, and must be determined from system
information rather than in terms of the input event fault duration
times.

e .
C:i-—~‘“0utput

Fault
- Duration
Times

2 or More Inputs

SHEET C=209
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2.3

{Continued)

"INHIBIT" Gates

"INHISIT" gates describe a causal relationship between one fault

and another. The input event directly produces the output event

if the indicated condition is satisfied. The conditional input
defines a state of the system that permits the fault sequence to
oceur, and may be either normal ‘to the system or result from failures.
The conditional input is represented by an oval if it describes a
specific failure mode and a rectangle i1f it describes a condition
that may exist for the life of the system. The conditional input

is further described on the following pages. The logical "INHIBIT"
functions are symbolized in fault trees as-follows:

fS Qutput

Type of
| Condition

‘&’HﬁZLInput

"FIINCTIONAL CONDITION INHIBIT" Gate

The "FUNCTIONAL CONDITION INHEIBIT" geate provides a means for
applying conditional probabilities to the fault sequences. If the
input event occurs and the "condition" is satisfied, an output event
will be generated. The duration time of the output event may be
either the duration time of the fault input or may be separately
generated,

S Dutput

Functional
Condition

SHEET (=210
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2.3

(Continued)

Exahple of "FUNCTIONAL CONDITION INHIBIT" Gate Usage:

Wreck Caused
by Blowout
and Wet Road

Probability
that RHoad
is Wet
Faults that
Cause Blowoup o b

"RANDOM CONDITION INEIBIT" Gate

The "RANDOM CONDITION INHIBIT" gate is the same as the "FUNCTIONAL
CONDIDION INHIBITY gate except that the status of the conditional
input to a "RANDOM CONDITION INHIBIT" gate is variable while it
remains constant in the WFUNCTIONAL CONDITION INHIBIT" gate. The
fault duration time of the output event is always generated within
the gate. i

Exémple-of "RANDOM INHIBIT" Gate Usage:,

Hydraulic
Line Broken in
Wheel Well

Tire Fragmentafion
Breaks Hydraulic
" Line

Tire Explosion
in Wheel Well

SHEET C-211
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2.4 SPECIAL SYMBOLS
2.4.1  MMATRIX" Gate, Introduction -

Variable Typé

The "MATRIX" gate is used to describe a situation in which an
output event is produced for certain combinations of events at
the inputs. A matrix showing the event combinations that produce
the output event accompanies each usage of this symbol.

Fxample of "VARIABLE TYPE MATRIX" Gate Usage

Wire A1, A2 or A3
has voltage on it
and shorts to Wire

B/\

USE F\OR:TYFEWRITTEN MATERIAL ONLY

r
Faults Allowing Faults Allowing
A1, A2, A3 to ‘ Power on A2, AZ,
Short to B A3

Power on A1
Power on AZ
Power.onAAB

-
[ss]
[w]
o

A1 Shorts to B

A2 Shorts to B | O 1.0 ©

A3 Shorts to-B8{ 0] 0 1.0

/3t

- SHEET go212
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~ "CONDITIONAL MATRIX" Example

Plane Phases
1. Yaw

2. Roll

3. Piteh

§

e e s

Airplane
Crashes

/

L

Airplane.
Faults

Faults Causing
Rudder to Jam

Roll

Pitch

Yaw

Faults Causing
Aileron to Jam

Faults Causing
Throttle to Jam
on High rpm

2 g
a 8§ 3
8 5 0

a
B QO 42
) & 43
g 23
2 2 8
v .5 .3
7 18l
617 1.6

on High rpm

UD 4802 1434 REV, =85
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Tntroduction to Advanced Concepts in the Usage of the Matrix Gate

In fault tree analysis of systems and subsystems many fault evenis
are used repeatedly in order to denote the proper seguence of logic
leading %o an undesired event. Frequently the redundant fault events
are related to one another by a second fault event, resulting in a
unique combination of events. When these combinations are expressed
by conventional fault tree techniques, the result is usually long

and repetitive. The Matrix Gate i1s a method by which fault tree
diagram construction is simplified with reference to permutations

of redundant (or similar) fault events.
Tt mist be emphasized that the Matrix Gate is not a unique logie
operator in fault iree analysis techniques. The Matrix Gate is
merely a simplified or abbreviated representation of an already
existing portlion of a fault tree; the existing portion of a fault
tree being & series of two-input AND gates {with related inputs)
summed together by an OR gate.

Whenever the Matrix Gate is used it is accompanied by a matrix,
whose elements are the redundant {or similar) fault events. This
matrix is necessary in order to denote which combination of events °
are applicable to the analysis, the total number of combinations,
and the probability of a particular combination resulting in the
undesired event.

In order for the Matrix Gate to meet all posaible situations it is

-necessary for two types of gate to exist; the variable type Matrix

fate and the conditional type Matrix Gate. The variable type gate
handles situations where both of the inputs to the gate consist of
fault events (fault events being referred to as variables). The
conditional type gate handles situations where one input consists
of fault events (variable) and the other input consists of condi-
tional events,

Example 1 (Figure C3) is a generalized case using the variable
type Matrix Gate. Fault events 41, A2, A3 and A4 are unique but
gimilar and fault events Bi, B2, B3 and B4 are unique but similar.
The Boolean Expression. derived from the sample fault tree agrees
with the Boolean expression extracted from the Matrix Gate and its

gagoclated matrix. Loy
o

Variable Type Matrix Gate

Example 2 (Figure C4) is a typical problem in which a four-wire
cable is to be analyzed. The wires are identified as A1, 42, A3 and
B. Under standby operating conditions, assume that nome of these
wires carry voltage, and furthermore, that wire B is an ordnance
line and wires A1, A2 and A3 carry volitage atl certain discrete time
intervals. The undesired event is wire A1, A2, or A3 shorting to
wire B and at the same time having voltage on it from a. fault
condition at the voltage source. C
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D
D= (AT1-87) + (A2-B2) + (A3.53) + {Ad- 4}
L - 1 3
< c2 = c+
1. ), I — A 1
Al M A2 .7} A3 n

MATRIX
A | 2| B | 8

L PR BT I I
Al a1
A2 B2
A3 o alol 1 ]o] e
v B

D = (Al-B1) + (A2:82) + (A3+BD) + {A4-B4)

Figure CBE“
Generalized Matrix Gate

Exanmple 1
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(Continued)

In this example the events which cause wire A1 to short to wire B
will be similar to the events which cause wire AR to short to wire B

“and wire A3 to short to wire B. For example, they could be shorts

caused by an insulation failure or a primary wire failure. There-
fore, the fault conditions of these three wires are unique, yet
similar., Since they are similar, they are drawn only once with the
Matrix Gate, instead of three times under conventional techniques.

The fault evenis which allow power onto wire A1 may or may not. be
similar to the events which allow power onto wire A2 or A3, depbnding
upon the circuitry involved, If the fault events are similar (or

the same) the Matrix Gate can be utilized easily, with the fault

“event drawn only once. However, if the fault events are completely

. differend for each wire, the Matrix Gate becomes more complex, and
- each’distinct fault event must be drawn (with little saving over - .
.conventional techniques). Since the circuitry at the voltage source’ B
is not developed in this example, an assumption w1ll be made that

the faulis are 31milar for each w1re.

The 3 x 3 matrlx drawn in Example 2 p01nts out the combinations of
interest in this particular analysis. The boxes which contain a
"one" are the combinations of concern. These boxes, figuratively
speaking, say that "the faults allowing power on wire 41" are ANDED «
with "the faults causing wire A1 to short to wire B", and "the faults
allowing power on wire A2" are ANDED with "the faults cau51ng wire

A2 o short to wire B", and "the faults allowing power on wire A3"
are ANDED with "the faults causing wire A3 1o short to wire B" whlch o

are all summed together by an OR gate.

'~ The s1gn1f1cance of using a Matrix- Gate in Example 2 mag’aot be
-readily apparent, but suppose the four-wire cable had been & 50 wire
- cable., Instead of drawing 50 iterations of wire shorts combined with
. faults allowing power on the wire, the Matrix Gate requires only one
© iteration of the combinatlon. - The tedioushess of drawing snd reading
;o superflucus information has been elimlnated yet the necessary
.Alnformatlon is not lost R :

Condi‘t.ion Type Natrix Gate

' Example 2 demonstra ted the Matrix Gate w1th both of the inputs ss

variables. That is, both of the inputs to the gate consisted of

;.‘fault conditiona., A second,.and slightly different, way of using
. the Matrix Gate is with one input as a variable and the other input
" as & cohdition: This type of usage is fitted for situations whereby

the Matrix Gate is employed to replace Inmhibit Gates which have
similar or redundant lnputs. Example 3 depictes this type of UBEES .
. , &)
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{Continued)

Example 3 (Figure C5) deals with a .car and highway 51tﬁation. In.

 this example & car is analyzed for the undesired event "éar’ wreck"

and the only failure modes being considered are: 1) blowout, .
2) loss of steering, and 3) brakes locking. In addltion to analyzing;’
the car to determine the causes of these failure modes, certain road
conditlons are placed on each failure mode, . These conditions are:

1) the road being wet, 2) the road being dry, and 3) the road being
icy. = ' :

As is apparent from the fault tree shown in Example 3, the variable
inputs to the Inhibit Gates are redundant, and result in a unique set
of combinations. This unique set of combinations results in a long

 and repetitious fault tree, which, can be effectlvely reduced in size
"and complexity as shown : :

The 3 x 3 matrix shown in Exawmple 3 demonstrates that nine unique,
but related combinations result from this particular example. Further-.
more, it shows which fault event is combined with which conditional

. event, and the mumber of times each event is combined,

The Matrix =~

__.‘ Now that the Matrix Gate has been exempllfled in a 31mple and concise
i - 'manner, a small adjustment factor must be introduced. . This adjustment

factor involves the "one" and "zero! placed inside the ‘boxes of the
matrices. These numbers are in actuality probability numbers which
represent the probability of an Inhibit Gate allowing each combination

 (of fault events) to result in the undesired event. To be specific,

an Inhibit Gate is located between each AND gate combination and the
summing OR Gate. This "hidden" Inhibit Gate does not appear in the

" fault trees of Examples 1, 2, and 3 because the probability of a

particular combination resultlng in the undesired event has been
assumed as one or zero. When the probabllity was zero for a certain
combination this meant that the combination was either impossible or
not desired for analysis. When the probability was one for a certain
combination this meant that when the two events occurred, the undesired
event was immediately realized.. The probability of the combination
resulting in the end event is not always one or zero, but frequently

. some value. 1n—between._

Example 4 (Figure C6) is a continuation of Example 3, except the
"hidden" Inhibit Gate is shown in the disgram. This example demon-
strates the probability involved for realizing a car wreck given that
a car fault occurs and the appropriate road condition is fulfilled.
Take for example the fault tree path "blowout on a wet road”., When a
blowout occurs and the road is wet it does not necessarily follow that
there will be a car wreck. There is a certain probability involved
for a blowout on a wet road to result in a wreck, and this probability
is represented by an Inhibit Gate condition. The probability of this
condition is placed ingide the matrix which accompanies the Matrix
Gate,
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- The preceding discussion provides evidence that the Matrix Gate -

(Continued)

The probasbility numbers in the matrix should not be taken as the
probability of two fault events being combined together. These

‘numbers indicate the probability that twe combined fault events

will result in the undesired event after they have statistically
been combined. Example 5 (Figure C7) shows the generalized case
and the mathematical équations involved.

: i
Coneclusion SR

1

and its associated matrix successfully represent a condition of
similar or redundant fault event combinations in a simple and
concise form while at the same time ylelding all of the gualitative
information involved. X
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2.4.3 Tranafer Symbols

The "transfer! symbol is used to allow continuity between two
parts of a fault tree. A line drawn into the side of a triangle
transfers everything below that triangite to another location,
which is identified by a triangle with a line drawn from the apex
and containing matching nomenclature and identifying symbol. The
methodology is illustrated below: R

b= T

relay XK 12 relay XK 12
fails closed ifails closed nomenclature
AN |
; : identifying .

symbol - o

Two types of transfer symbols exist. The minternal® (local) transfer
gymbol transfers portions of a fault tree only within a particular
diagram. The idea behind this being that whenever the development

of a certain portion of fault tree is identical in. two or more places ;{

on the same diagram, it need only be developed in one places

The "external" {global) transfer symbol transfers a portion of a
fault tree to another, entirely separate, faultl iree diagram. This
happens when a development 1s identical for one event on two separate
diagrams. Also, when a dlagram is developed until there is no longer
room for further expansion on the sheet (or it is desired to end at

a particular place) an external trensfer 1s used to continue develop-
ment on another sheet. This is the method by which new fault tree
developments {sub-diagrams) are started.

' Figure 08 is an example of transfer symbol usage. It shows the

correct use of both internal and external transfers.

U3 402 1494 REV.0-65
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Internal: .- External . :
Transfer . Transfer . ~~ * "'
(lacal) . (global) - . ¢ - .

Figure C8 R
Transfer Symbol;gUsage_Qzui\‘"“'“""“
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Dutput Encompassing Ellipge

' An ellipse with a line extendlng out along the maJor axis is used

when a component appears several times at the same place {e.g., a .

10-stage counter where all 10 stages can be represented by ilius- :ﬁfi"'

trating one stage). Only one of the inputs is drawn to encompass

* the output. This indicates that the failure rate of thet event is .
. to be multiplied by the given factor (times 10 for the 10-stage
© - counter) for .an "OR" gate or raised to a given power and miltiplies
% o by the expression (n B~1) for an’ MAND™ gate. This symbol is
, 357rillustrat9d;belpw. o S A

EVENT IDENTIFICATION

A1l events comprising a fault tree must be identified by a code. -

This is necessary for four reasons: 1) easy and precise referencing,
2} for purposes of machine drafting, 3) in order for a log of events
to be maintained, and 4) for purposes of quantitative evaluation.

The means by which events are identified is generally dependent upon
the requirements and objectivea of the particular snalysis. A
standardized procedure should be set up and adhered to for an entire
analysis program,

The size and complexity of aerospace systems has demanded that a
unique method of event identification be utilized. A method has been

-developed to satisfy the requirements and objectives of the Apollo

gystem fault tree analysis, plus allowance for future expansion or
quantitative evaluation.

All events are classified into one of two categories. Thess two
categories are referred to as "global" events and "local" events,
Global events are defined as events which are used on pore than ons
falullt tree diagram, and local events are defined as events which are
unique to one fault tree diagram. The notation (or code} for events
allows each event to be uniguely represented, at the same time
differentlating between global and local events. The standardized
notation 18 shown in Figure C9. !
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2.5 (Continued)

LOCAL- EVENT

v
thru
V99

WO
thru
W99

p(oYy
. thru
x99

Z01
thru

h{oy
.thru
Y99

01
thru
99 °

299 - .

<>
§
e

<>

A

: Figure C9
Standardized Event Notation

GLOBAL EVENT

V100
thru
V999

W100
+thru
W999

X100
thru
1999

2100
thru
2999

Y100 -
thru
1999

thru
222
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(Continued)

From Figure C9, it can be readily discerned that the alpha
charactier identifies the type of event., That is, "W" indicates

a house, "X" indicates a circle, "Z" indicates a dlamond, any

"Y" indicates an oval., Local events are numbered from 01 through
99 for each and every diagram. For example, diamonds on the AMA

‘diagram are randomly numbered as Z01, 202, 203, etc., and diamonds
on the RAA diagram are also numbered &s ZO1, z02, 203, etc.. The

only way to differéntiate betwsen local events is by indicating
the fault tree dlagram on which they are located. Global events
are numbered from 100 through 999 and an index must be used to

- locate diagrams on which these events appear.

For the identification of global transfers (sub-diagrams)} a three
character alpha system is utilized. Using three alpha characters

‘allows identifying nomenclature for a possibility of 47,576

disgrams, In conjunction with this method, a breakdown can be
established which immediately identifies the source cof each diagram.
This breakdown consists of delegating the first letter, of all
three letter combinations, to a particular MSF Center, contractor,
or analyst,

As shown, local transfer symbols sre numbered from 01 through 99

for each fault tree diagram. When referring to a particular local
tranasfer, the diagram on which it appears must also be given.

.BASIC DIAGRAM METHODOLOGY

The development of a fault tree disgram commences with the
definition or identification of the top "undesirsd event" o be
analyzed. The top undesired event can be an encompassing event,
such as "mission loss", indicating a complete system analysis, it

“cotld be a limiting event, such as "crash due to engine fallure,

or it. could be a specific event, such as "amplifier fails resulting.
in low output", indicating analysis beginning at, a. hardware levsl.
Once definition of the undesired event has been accomplished,.the
system is analyzed using the following rules and definitions of
fault tree diagramming to determine and model the inter-relation-
ships and combinations of both normal and abnormal system functions
which could cause the occurrence of the top undesired event.

The next step is to divide the system operating mcdes into phases.
A phase 1s that increment of a system's 1life which can be znaiyzed
independently, yet recognizing that there may be commonality of
analysis between any of the phases, System phase breakdown should
continue (corresponds to system engineering functional analysis)

- until the environment stays relatively constant through the phase

element and system operational characteristics do not change the
fault enviromment. The development of a fault tree proceeds through
the identification and combination of the system events (normal

and fault) until all fault sevents are definable in terms of basic
identifiable hardware faults, to which failure rate data can be
applied.
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(Continued)

Figure C10 shows the general relationship of fault tree
segments. Although shown as distinct elements, it should . ARRE
be noted that the segments will, to a certain extent, "mix"
‘together throughout the fault tree structure.

e

Undesired , ‘ Top
Event(s) Structure

Systen Fhases

' Major System Flow

Identification of Causse
Sources (fault flow)

-t

Sub-System Flow

Primary, Secondary & Command Paths

4’_

Detailed Hardware Flow

Primary Event Identification

Figure C10
Fault Tree

Developing the "fault flow," or cause and effect relationship

of events through a system, requires deductive reasoning at

sach "gate event" or level of the fault tree. This deductlve
reasoning basically involves the answering of five questions:

1) necessity, 2) sufficiency, 3) primary, 4) secondary, and

5) command. These questions effectively develop the structure of

the fault tres on a progr9531ve, or leval-by-level, basis.}

To ‘answer the queations "necessity“ and "sufflclancy" requlres

" an evaluation of the system for normal and abnormal functional:

ovent relationships.  This evalustion determines the system unique '

" events, and logic gates combining them, to result in the undesired

event. This .is accomplished by lovking at the undesired event and

. asking, "What is necessary and sufficient.to cause this undesired
- event?" [or example, an ordnance dev1ce will be activated when

two events occeur: 1)} the ordnance device Safe.and Arm mechanism
closes, MAND" 2) energizing power is available on the ordnance
device ignition line. These two events are all that is "necessary"
and "sufficient"” to cause activation of the ordnance device, . :

UD 4802 1434 REY . 8n83
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2.6

{Continued)

The questions "primary" and "secondary" are questions requiring
an evaluation of the system to determine what primary and/or
secondary faull events can occur to result in another fault event.

A concise. definition of "primary" and "secondary" failures:

Primary Failure: Failure initiated by failures within, and of,

the component under oonsideration, e.g., resulting
from. poor quality contrel during manufacture,
etc., applied only to the component during Fault
Tree Analysis when s generic failure rate is
available. \ :

Secondary Failure: Failure initiated by out of toigqancéﬁopﬁr-':'
o atlional or environmental conditions, i.e., &%

component failure can be initiated by failﬂ:a;-?f}ﬁ s

not originating within the component.

These questions also help to identify the specific failure modes
of the fault event. For example, a primary failure mode of an
ordnance device would be the mode of auto-ignition. A secondary
failure mode would be that of ignition due to excessive external
shock or heat.

The question "command" is really a guideline for development

- through the system., The question asks, "What upstream event will
- command the downstream event to occur?" The upstream event may

bs a primary and/or secondary event, or it may be an event

'3:commanded by en event further upstreanm.
'\ A concise definition of "command"failuret:

" Command Failure:* The component was commanded/instructed to

. fail i.e., resulting from proper operation at
- - the wrong time or. place. L

Essentially, the "command path" is a chain of events delineating

' the failure path of command events through a systeém. The command

path wltimately results (at the finish of the analysis) as a

—I:fprimary and/or secondary fault event. Take for example, a set of

relay contacts failing closed, ‘as part of a system function. The
contacts may.fail closed as a primary fallure, they may fall closed
from a secondary cause such as foreign material bridging the con-
tacts, or they may be commanded to close by a relay coil faillure.
If an upstream event causes the relay coil to be energized, the
contactas are effectively "commanded" to close as a result of this
upstream event. : '

* Component may not always have command fallure mode: ‘
(e.g. & standard bolt) in which case this mode may - . - «
 be disregarded. . S PR P S
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(Contlnued)

~ The effective inter—relatlonehlp of the five necessary deductive

questions is shown below: -

Fault necessity - primary event
Tree sufficiency gsecondary event
: S o ‘ command event

 As indicated, a fault tree is constructed of primary events,.

secondary events and command events through the medlum of necessity;f

' -.':and suff101ency.

4 In developlng a fault tree certain thought processes take place

in the mind of the analyst.. The steps of development at each

level of the fault tree dellneating these thought processes are:

1) Define the unde51red cutput event

2) Determlne what is “necessary and eufflcient" to prcduce
the undesired output - . y

- 3) List all primary events related to the undesmred output

4) List all seoondary events related to the . undeelred output;

5) Deflne the undeelred input event whlch could command the
- output event;

6} Repeat steps 1 - 5 for the new undesired event defined in
step 5.

Figure C11 shows the relatlonship of the above- steps to the -

- gtructure of o fault.tree. " The inherent simplicity and logicairfr

process is readily apparent from this example.
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":'f;‘f : ‘ Secondary . Secondary
R Faults - - Faulfs .
(power) - (env1ronment)

: -‘lf\£ e

Primary . =====b Uhdesired
Faults : fault(s) Output .

|   Secondary
Faults
(reference)

Undesirsed| =~ S S
- Outpub | - R Lo
Seconda
Favita (bovi | Command
ronmen Faults
Figure C11 . . '

Fault Tree Relatlonships
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2.6 (Continued)

Figure C12 shows a logic diagram structure which portrays the
relationship of the command event to the primary and secondary
events, and also how command events lead to a N"eommand path,”

Tt must be remembered that the command path, as such, is only

a guideline for analysis of event development through a system.
Command events creats an orderly and logical mamner of analysis

at each level of the fault tree. Once an analysis is completed,
comparison between the fault tree and signal flow diagram will
show that the fault tree "command path" of a branch will represent
the steps of signal flow along a single thread.

EVENT
B

EVENT
SECONDARY |
EVENT |

PRIMARY EVENT ‘ SECONDARY PRIMARY

L " SECONDARY
EVENT EVENT ‘\  EVENT

EVENT

. Event F commends E. Evenis E
PRIMARY - SECONDARY and D command C, Which in turn
EVENT EVENT commands B. —_—

\ T
i

E  Figure C12
~ Example of Command Path
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2.7

2.8

THE HUMAN ELEMEKNT

Any system which requires the human element in order to perform
its intended function must have an analytical development that
includes the human as part of the system. The human element is
a complex subsystem, and human cause and effect relationships
must be an integral part of the system's fault tree structure. .

An example of how the human element can be portrayed in a fault
tree is shown in Flgure C13. The top event defines any arbitrary
human operation and ia used merely to illustrate the development
below the event. The ‘circle shown as "Crew Member Fails to Perform

Function" (the idertified critical funetion) represents the

possibility of inadvertent error, usually highly improbable. The
other two inputs to the top "OR" gate represent the "command"

(no input information) development and the "secondary" cause
development. Either of these two branches will most likely contain
the dominant factors associated with failure of a crew member to

_ perform a critical function. The svents shown in this fault tree,

Figure C13, are examples of the types of causes which could result
in no action taken by a crew member. There are othérs which for
simplicity are not shown in this illustration (indicated by dotted
lines).

- DOMINANT PATHS

A dominant path is the chain of events which is most "likely" to
result in the undesired event (potential accident). In a typical
case, there may be several paths of various degrees of dominance |
which can result in a given undesired event. These chains and

their associated degrees of dominance are most clearly identified

by the system safety model (fault tree or logic diagram). Dominant -
paths and their relative degrees of dominance are determined by

event weighting (1nspection) or rigorous mathematical solution of

: the model.

Slnce the domlnant path is the most likely avenue along which the
undesired event(s) can occur, the most cost effective approach is.
to concentrate the initial prevention effort in this area. It may
be necessary touconsider other paths within the model, in a
descending order of dominance, in order to achieve an acceptalble
level of risk for the occurrence of a particular undesired event.

Preparing to locate dominant paths requires that the system safety
model for a given undesired event (potential accident) has been
developed to the extent necessary to identify dominant paths. As

a minimum, the fault tree development, which is the model, must
encompass all :those safety features and devices which have been
desipgned into the system., This assures that adeguate consideration
has been given to those areas of the system which are of the greatest
"rigk," since safety devices are normally placed where the greatest
risk of en undesired event occurrlng exists.
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2.8

{Continued)

Logical ingpection or mathematical processes determine the degree

of dominarice for those paths of the model which contribute the

most to the likelihood of the undesired event. The term "logical
inspection" is defined to mean the logical thought processes of a
trained and experienced analyst being applied through examination
of the model., These processes, associated with weighting factors

" he may consider, lead to the resulting statement by the analyst

that "these events (identified) and path(s) appear to be the most
probable."

The term "mathematical process" can be a solution of the model by
any of several methods. Normally, a diagram with 250 events or
less is solved by the Lambda-Tau (hand calculated) method, and a
disgram with greater than 250 events on a digital computer using
Monte Carlo simulation with importance sampling. An event in this
case 1s defined to be any element of the diagram other than a logic
gate. Since the purpose of the gquantitative evaluation of a
diagram is to identify dominant paths and their relative signif-
icance, the diagram is usually simplified by inspection to minimize
the structure to be simulated. This inspection is the elimination
of those events and branches which ars obviously insignificant
compared to others which are inputs to the same gate,

- Control of dominant paths is accomplished by the following:

1) Establish a predetermined limit within which the initial path

gelection is bounded. This involves the identification of
those paths which are computed to be above any established
limit for the system, ) 1

If the paths are near or below the 1imit, then they are
selected by plcking those which are within an "order of
magnitude" or so of the limit, or are of the same type.

2) The initial selection must be divided into groups for which
a set of predetermined limits has been established for each
grouping. The grouping of paths is accomplished by selecting
those within an order of magnitude of each other or those
which have an apparent commonality'within the system.

3) Determine if a common point of departure exists among the
. paths of each group. This evaluation involves determining
. if there are common faults smong the paths. Recommended
. changes to the system at these common points provides the most
effective way to eliminate paths, or at least reduce them to
an acceptable level,

.4} Convert the faillt tree dominant paths by grouping events at-

logical summary points, Conversion of the fault tree dominant

" paths involves making a listing of these events which, when
"OR"-ed, result in an interim event. The method is to convert
each path to a simplified alternating "AND," "OR," "AND," WwOR,"
ete., relationship. L
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2.8 {Continued)
5) Simplify the fault tree of the dominant path by logically

7)

8)

6)

re-diagramming, Simplification involves re~diagramming the
relationships summarized in step 4. This results in a
gimplified diagram of each path which can be readily correlated
with a functional flow diagram of the system., The paths can
now be verified as to accuracy and the actual fault points
introduced into a functional flow diagram to show where and
how the fault combinations affect system operation.

Determine those events for which a design change or the
development of & procedure will best and most cost effectively
reduce the probability of occurrence of an undesired event to
an acceptable level of risk.

Insert alternatite solutions as derived by steps 1 through 6
and repeat the process until an acceptable level of risk is
obtained. This step involves working with designers and '
selecting several alternative system changes to reduce the
probability of occurrence of each path. For each alternative
to be evaluated, the fault tree is changed to reflect the
change and the diagram is recomputed to determine the change
impact. Care must be exercised to assure that other paths or
branches of the tree which have the same event or fault
sequence are also changed to reflect the change being evaluated,

Advise sppropriate level of management of findings and
recommendations. o
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2!9

FAULT TREE EVALUATION

Failure Data Develobﬁent for Feult Tree Evaluation

1

: Failure data is-devél&ped as a tool to define the effscts of

various component failure modes and classify these effects on .
system equipment or personnel. The format in Figure Ct4 is pro-

. vided for assistance and guidance in developing system safely

failure data. This format can be changed according to varlous
requirements and should be considered as an example only.

The various columns are explained as follows:

‘COLUMN I - COMPONENT

Components are defined, at the discretion of the analyst, by
their physical or functionsl significance. The following guide
will facilitate understanding of the types of natural separations
to consider. It is not intended to be exhaustive.

1) Electronic Logic Circuits

 Many systems or subsystems are made up of & number of basic
circuit designs which perform an identifiable purpose. These
are used as building blocks for larger circuits designed to

perform the required logic functions of the system or subsystem.

To minimize the analysis required, the basic circuits can be

defined as major components, and an analysis made of each logic . B

funhction,

2) Mechanical Devices

Mechanical devices can be either a single part or an assembly
of parts which perform one function. The use in the system
will dictate to what level of detail mechanical parts should
be considered. Single parts which can be congidered major
components are: so0lid driveshafts, engine blocks, primary
structure, ete.. The majority of mechanical devices will be
assemblies of many parts and it is more reasonable to treat

the assemblies as major components, for example: relays, pumps,

motors, mechanical safety devices, etec.. This permits the
majority of vendor~supplied mechanical devices to be analyzed
. as major components.

+3) FElectrical Systems

Ma jor components can be basic components of a c¢circuit or combin-

. abions of components used to perform one single function such

© as smplifiers, rectifiers, or regulators. The level of data
development should be based on the importance of the partf as a
fure tional element in the design.

1
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2.9.1

‘:(Continued) . ' S N o “:ﬂT

G 4) Chemical Systems

In systems containing chemical compounds, the chemicals
should be considered as major components if these compounds
can cause failures. of other components through chemical

' reaction or release of chemical energy. Examples of chemical.
components are: fuels, preasuranﬁs,‘coolants;,and preservatives.

| 5) Safety Devices . - .

Safety devices w1ll normal1y be consldered major components
since they are used prlmarlly to protect agalnst undesired
events. ‘ : :

6) erlng

Interconnecting wiring of major components will be considered
a major component. Initernal wiring will be considered as a
part of & major component. Phy31cal characteristics of cablea
which circumvent failures between wires should be stated in.
the cable analy51s. S ',‘rﬁr-

i

- GOLUMN II - COMPONENT FAILURE MODE

Failures of major components consisting of one part require a
listing of the modes in which that part may fail. Failures of
major components consisting of more than one part will require a
fallure mode and effects analysis to determine how the failure
modes of each part affect the components' output. These part
failure effects will be the failure modes of the major component
listed in the system safety failure data. All failure modes of
the component should be listed.

COLUMN IIT - COMPONENT FAILURE RATE

The predicted reliabillty of the failure rate computed from actual

 field data of primary failures should be tabulated in this column

for each major component in each of its modes of failure, This
data can be used in evaluating the probability of the fault event
or in selecting which critical or catastrophic events should be
analyzed if the decision is made not to analyze an event so class-
ified. It also serves as a data bank for future reference when the
need arises to analyze other undesired events as a result of

gystem changes.
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2.9.1 (Continued)

- COLUMN IV - SOURCE OF DATA

This column states the source of the failure rate data.
It shows the differentiation betwsen fleld data, test
data, calcualated data, etec..

COLUMN V - FAILURE STATE

Many major components.are recurrently activated during the
system's operational life., The level of stress on these
components will change from one system mode to another. The
effect of a failure in each mode can be differenc; for example,
components supplied with power only during a test can create

a fault hazard only while a test is performed. Failures existing
in one mode of system operations can also adversely affect the
system when the mode is changed. This column therefore should
reflect the environmental state of the component when it failed.

COLUMN VI - EFFECT OF COMPONENT FAILURE

This column states the effect on related system equipment and/or
personnel due to the component failure. .

COLUMN VII - REMARKS
This column may be used to Include additional information needed

to clarify or verify information in other columns as well as
other information currently pertinent to system safety efforts.
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2.9.2

2.9.2l1

Fault Tree Quantitative Evalustion

After the fault tree has been constructed and input data acquired,
the tree can be evaluated. The object is to establish the likeli-
hood of occurrence of the "undesired event" and to evaluate the
relative contribution of each indicated failure mode. With this
information the safety analyst can identify the dominant system ‘
failure modes (dominant paths) and management can make the decision
as to whether or not corrective action is warranted.

Two basic approaches used to quantify fault trees are 1) calcula-
tion, and 2) similation., The calculation or deterministic approach-
will be considered first., For fault trees where every basic input
in non-repairable, classical probability can be used. In this case,
each gate merely represents the operation to be performed (i.e.,
union for "OR" gates and intersection for "AND" gates). The class-
ical probability approach, while simple and efficient, is not
adequate for fault trees where the effects of a basic failure can
be eliminated before causing the undesired event. A basic fallure
whose effect can be removed is called repairable; however, the
usage of the word "repairable" is irregular because the effect may
be terminated without actually repairing or replacing the failed
item. A more definitive time is "fault duration time." The analysis
of repairable systems requires special statistical techniques.

Computation

One technique in the calcualtion or deterministic approach is the

‘MLambda-Tau" method to evaluate fault trees. In this method,

fail srs rates must be small, fault duration times must be small
with regard to mission 14ngth, and redundant inputs must be removed.
Redundancies that are not removed may lead to serious unbounded
errors in the answer. The fault tree diagrams are usually
expressed algebralcally and operated on by theorems of Boolean
algebra to remove redundancies. The "Lambda-Tau" method can be
applied by hand or by digital computer. However, as the fault
trees get larger in size, the task of hand caleculation becomes

" time consuming, laborious and error prons. A computer program can

write the algebraic expression and can use Boolean algebra to
remove the redundancies, . However, computer core storage on most
computers limits the size of the tree solvable by this method.
Nevertheless, smaller fault trees can be calculated accurately

by hand or computer using "Lambda-Teu" methods, {See Section 2.9.3

. for further details.)
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R.9.2.2

method. L

‘Simulation

In the simulation approach, a fault tree 1ls represented on
a computer and failures are simulated over a given mission
length. The computer prints out the failure which leads’ to

" the undesired event, and the probability is calculated. The "

simulation approach has all the advantages of the calculation
approach except for the greater amount of computer time needed

to similate fault trees with small probabllities, Simulation
offers several advantages: namely, the dominant paths are

listed and the computer can solve larger diagrams (10-times
larger than "Lanbda-Tau"). Simulation has gone through many
stages of development. In its early stages, the amount of
computer time required became prohibitive; however, special

Monte Carlo variaice reducing techniques (importance sampling)
have reduced greatly the computer time required. The importance
sampling technique distorts the true failure distribution to

make events occur more rapidly. Thus, the number of trials (a
trial represents the predefined mission length of the system)
raquired for an acceptable statistical confidence is reduced.
With fewer trials required, computer time is reduced. The
distortion of the distribution, when using importance sampling,
is compensated for by calculation weight factors. See Nagel, P.M.,
and Schroder, R.J., "The Efficient Simulation of Rare Eventis in
Complex Systems", D2-114072-1, The Boeing Company. Overall,
gimilatlon offers more potential and has proven to be more effective
in caleulating accurate answers than the "Lambda-Tau" calculation

. a
- b,
oy
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Constant Repair or "Lambda Tau" Method of Fault Tree Evaluation

Coexistence. of Independent Fallures

Suppose there is given a group of n repairable 1tems, and these
1tems may or may not fail in a given time period, T.

m 2, and in general event A, the failure of item i, 1=1, 2,
.eesn. These failures are chahce failures, occurring at random
and independent of each other. It is these chance failures
which have an exponential distribution of their time to failure.
Hence the probability that an item in that group will not fail
may be expressed as the reliasbility,

(1)

where ty is the given time period, and A{ is the number of
failures per unit time. The unreliability or chance of failure
is .

Ry(t) = oA,

Q%) = 1 -Bs(%) =1 - o Ayt

)

This unreliability may also be called the probability that

item 1 will fail during time tj, and is the probability that
event A; willl happen. For each item I assume that the failure
rate A‘i and repair time TF; are constant. Further assume )
that T3/T, A4, and A3 are emall. -

Consider an interval of time from Q to T as shown in the :.
figure below, oy

|< .

-
- R,

%

B =

t o t+dt oo o T

W et

-
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2.9-3-1 (Continued)

In order for a failure to exist in the smsll time interval dt,
the failure must occur either in the small interval dt, or in
gome time interval from t —'ri to t. If the faillure occurs
before t - T;, it will be repaired before it can exist in the
dt interval; and if it occurs after t + dt, it cannot possible
exist in the dt interval. The probability of event Aj happening
in the Ty period is (1 - e=*17i). The probability of event Aj
happening in the dt time interval is Ajdt. These are the only
two ways in which the event Aj can happen. The probability for
all events, A1, Ay, ..., Ay To coexist in the dt interval is.
given by _

Hat= Aqdt(1-6"7272)(1-6""373) ... (1-6~ 0 n)

12dt(1-e'2173)(1-e‘A375)...(1-e'2n7h)
. | (3)

3 J+-Andt(1-e’317})(1-e—’27§)...(1‘e—1n-1 Tn-1)
O,

Consider the first ferm in this formula, which is the probability
that event A, occurs during dt and coexists with the other -
failures having occurred previous to t. The probability of

event A4 occurring in dt is 2,dt, and the probability of occur-
rence Ao during period T previous to t is (1-e— 2272)., The
product of these probabilities for events A1 through gives the
probability of the coexistence of all events, where only Aq occurs
during dt. The second term gives the probability of 'the coexis-
tence of Aqs Ass ol where only Ao occurs during the interval
3t. The sum of these n terms equials the probability of n events
coexisting during dt interval. Co ‘

+

Let £(t) be the probability that A4, As,...A, bave not coexisted
up to time t.. Then f(t + dt) expresses the probability that

Aqyy Ap, «..Ap bhave not coexisted from time O to t + dt. This
can be expressed as .

C£(t +dt) = £(t) (1 - HAE) S

‘ (4)

 Where £ (t+dt) equals the product of the probability of no ‘

coexistence of the items A, through A, from O to t, f(t), and

" the. probability of no coexistence of %he items A4 through Ay,
from time t to t + dt, (1 - Hdt). o R

SHEET - _G='2u..

U3 4802 1434 REV . 8-08



jet

ItUéE'FOR TYPEWRITTEN MATERIAL ONLY

NUMBER  D2-119062-1

" FHE ﬁﬂﬁiﬂﬁ COMPBANY REV LTR

2.9.3.71 {Continued)

By definition, the differential of f£{t) is f£(t+dt)-f(t); therefore:

df(t) = £(t) (1 - Hdt) - £(t)
df(t..)_ = -f(t) Hdt
and dgz - _Hdt

Solving this differential equation by integration,
In £(t) = -Ht + C

| (5)
‘At time zero, the probability that A4, As,...An have not
. coexisted is equal to 1. Then f£(t) = 1 when t=0, and 1n (1)=C.
Since 1n(1) = 0, then, from (5) L
1n £(%) = -HT o (6)
£(t) e—HT S

The probability that events A; through A, have coexisted at
gome time t is ' ‘

P(A) = 1 = £(t) = 1 -o~HT
For sufficiently small HT,

(7)
_ P(A)~HT, '
‘Hence P(A)~HT = (12,1355 « +AnTh
. d: | o + 2-211?1 1373 . ’u ogqu‘Tn
A . !.—:' ‘ . oE

=2-122 LX) zn (TzTB ---V'Tn +?"]73.l"
rn +-oc+T1’r2 Ct-Tn_1)T
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R.9.3.2 "AND" GATE A .

The form of the probability figure for the coexistence of
failures A4, An, . . . Ay, suggests that the failure rate
for all these events is

A-n.z -1;.2 n--ln(TzTB e ?n +T.17‘:3 see Tn+u-u T,ITé 00.07;1_-])

2.9.3.3 MAND" GATE P .‘ | \ Lo

Consider a situation in which events Ay, Apy v o o Apyd must

.coexist to produce an undesired event. No output will occur
for the duration of the time T, when only events A,, Any; +es)
S - A, coexlst., Let A, be the failure rate and T, the effective
. ~ period of. coenstence of failures A4 through A An expression
LR for the period T, is derived a8 follows T

 AnAnt (To * Tut1) = 2122 ooe Ay (T273 .o ?‘n+1+...'r1'rz 'rn>
Since Ap =22 coe An(ToT3 eoe T TITE wos Ty + ...7"172 "‘Tn;-'.‘l)
Then Aqky ves Ay (TyBoeeuTy 4173 ol + voe T1Ta wen Tog)

A nry (Tt 751+1l) =
Aqdy oodyyq(ToTy oo Togq 1973 o0 Tngq + vee 47375 eouTy)

Tharefore: '
. = T Ty = !
o T213 eeaTn 4173 0o T MYy oo e Ty 1 14+

by mathematical induction.
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2.9.3.4

2- 9_-305 ‘

. the given time interval.

. at the end of this paper.

"OR" GATE Al
Considering the same group of n items, i =1, 2, ... n,

the probability that none of the events occurs during
time period T is given by

Ry (t) oML AT AT o AT

Ri(t) -8 —(31 +l2 T e a e +An) T

Hence the probability that any one of the events occurs is

-A 2‘ * & »

Therefore the failure rate for the occurrence of any event in
the time interval isAy = A +25 + + « ++ Ay from the general
form of the reliability equation,

"OR" GATE T

- To find the effective duration for the condition that any one

of the group of items may fail in the time peried, consider the
following example. Let any one of the events Aq, Ap, . . A,
coexist with an event Ap.4. Let and 77, represent respectively
the failure rate and effectivity time obtained from the union of
events Aq to A, , when eventA or A, or A sy » » » Ap occur in

Jchese avents A, A,y o o « Ap ocour
with event Apiq, the result is Ay2get (Ty  +7Pn4q) from the
'coexistence of failurea discussion, and

N.E (Fr+7 Jtax (r +9 )+ ...
’xulnﬂ u n+‘| “ ',, 1 0+ ntl  2n+1 2 n#l

+A.7L (-r‘i-?-t )
) nntl n n+1

Since )\:3_" +,q_ + . . .+?Ln
u
“Then

! "'2+~-" +ln’ftn+1"u e )—ﬂ,&nﬂ ATt "n+1 +”‘2%+1( R +1

D e - T gy * e - - e e

* - . e _ +A m(r 7’ Ay
Therefore 41+ fnkt)

‘ ' et T
T =A-17"I Bt L AT
,&1 +2.2 +l » -+ﬂ11

The outputs of the AND and OR gates are given initabular form
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- 2.9.3.6 Failures Occuring in a Given Order

The probability expression for n items failing in an interval
of time in & given order will be derived in the following
discussion, and an approximation for small A7 will be shown.

Consider a group of n items; Aq, Ayy + + + An, €ach working
at the beginning of an arbitrary interval of time, 7 . Let _
A1y Ags «ssAn be the respective failure rates of the n items,

- pvent which occurs when A4, Agp, « « « Ay all fail inf some R
.specified order, e.g.; Ay occurs, then A,, -then Aj, stc., tI.;'en_;;
. . . : ‘V | R .. . N ) ‘l. Tn 7},“7‘- . . e <

P(E) ~ - 372 — —

NyPgAg e = » AT
In previous discussion, the expression Vi
- was obtained for the probability of occurrence of n events
o Aqy Bpy e e A, in a particular order over a time periocd 7 .
" Using“these results, the probability will now be cbtained for
the occurrence of four events in order over a time period-T.
. when repair times are unequal R

; T ‘:- T1s T2, 73'3,'7 ‘arn , g
5% pegnituded of the repair times have the relationship,

P

lurg rates A4, Ao, Ay Ase Let the

RS and stippose that AfY s... A Y are very small, Let E be ‘the '

AR

.. Let four events-Aé,_fAz, Aq, A, have reapectiye;i‘épé.if times . - ’
 fal

- Vo
- - im
. | r;‘! .
¥ 4
0. - T Ty M T Ta e P
S time T .
f
K
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(Continued)

. For this particular example event Aq shall occur firsit, then
© A,, then As., then A,. Events 44, A,, and A5 shall occur prior
to t -and event A shall occur in the dt interval. The prob- . -}
. ability of A, occuring in the dt intervel is ,dt. To coexiat‘_"fu‘_ N

with A, in the dt interval, A4, A, and A5 can occur In the

. five following ways:

a. A o‘ccﬁrs in interval 7"1 '--.4"?‘2,' 'Az’l:'occl‘;rsl_ in interval
T2 - T3 and-A3 occurs in interval T3 .1 ° :

.‘f(g_):j%(’rjf = ?'2) }2(7“2 -7‘3)23'?'3 '

b A1 occurs in interval Ty =T and Ay '.a'nd“:AB'"bdth occur in

. order in interval 7 3

ey s Ay ATy e
P(b) = A7y =Tp) 5=

c. Aq and A, both oceur in order in the interval 7'2 -3 and AB ‘
- oceurs in the interval 73 . . .

-

Al L r®
f2l2 - T3 5oy

=+ Ple) =

d. A, occurs in interval (7, - 73) and A, and A5 occur in
o}-der in the intervel 73 .
AoAa T42
P(d) = l.l(’?"z - 3) A2 22 3

8 A1, and A2 and Ag all occur in order in the interval 7 3

Ple) = A1 1223'7’33
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(Contlnued)

The total probabillty, (t) for tha occurrence of A1y Apy B4
in order is the sum of these probabilities

- P(+) = Pla) + P(b) + P{c) + P(4)

Saddy (T - B R TAB LTy
2 - 2 6 .

The product of P(t) and , dt therefore, gives the probability
that A Az, A3, A, occur in the given order and coexist for the ‘
first ime in the dt interval., If f£(t) is defined as the probe
ability that A4, A,, A have not occurred up to time t in a
given order, and f t +3t) és the probability of Aq, Ap, A3, and
A4 have not occurred up to time t + dt in a given order, then

f{t+dt) = £(t) (1 - P(t) 14dt)
Since P(t) A,dt gives the probability that A, A occur
in the given order, 1 - P(t)A;dt gives the proba%ili%y tﬁat they
do not occur ag specified.

f(t +dt) = ft = - f(t)P(t)JLAdt

df(t) = - £(£)P(t)A,dt

dg E = - P(t) 2,4t
, t
1n£(t) = - P(t)A, j at = - P(t)AT
-P(t)A,T °
f(t0 = o
~P(t)A,T
1-f(t) =1 -8

If P(T)R%T is small, then the probability of the occurrence
of this chain of events over time T, P(1234) is

2., 3
(1234) = M22q%, (77 27'3 -—-3-“" 27 +__3_ )T
2

i3
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2.9.3.6 {Continued)

By similar manipulations, the probabllity for the occurrence -
of Aqy Ap, A 39 AA in that order is K

' -— o) .
'?*‘ i ool d3
P(2134) ?A11213&L 2 3-23 | _f_i_:i T
| Similarly

- 273 3 +3 ] T
P (2314) “’“1‘12)‘3*4[ 72 3

1
w

Paata) Sy B T
3

T
CP(z24) = "1"2"‘31&

| T 7
= s -T3 4 _L] -
P(1324) = l1‘"27"3785,[ 2. 2 64 T o

The sum of these probabilities is
P(4) =AYy, (TTRB) T

If A5 1s the last event, / 4 takes the place of 13 on the
figure and the resulting probabllity is

P3) = 2pgy (74737 1

i

‘ Similarly if A5 and A4 are respectlvely the 1ast events, theﬁa4"“
o associated probabilitlea are , e R ;

" P(2) —A AZ\BA4(T173;4) T

fP('I) ~2122?\37L,+(f2f3f4) T :
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2.9-306 .

(Continued)

These probabilities may be added P(1), P(2), P(3), and P(4)
mutually exclusive) giving the total probability of the

- coesistence of A4, A2_, A3, and 4.

P =APAgdy, (7273 +70757, + 74737, + ToT3T) T

.
il :

It is to be noted that this is equivalent to the coexistence

formula. - Thus, the probability for the coexistence of events

"can be obtained as the sum of the probabilities of each ordered

chain of events.
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2 INPUTS

INPUTS

3 INPUTS'
‘st A-I;lz . » .;Ln(7273 . » 'TD. +T—'IT'3 . & a Tn
A} Aq2(7g +72) | A 205(7575 + 773 + T T) . LHTT e
U + . e e T . e o 7y )
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B
- Q T1"'2 T T . 1
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" APPENDIX D' - FRACTURE MECHANICS ASSESQUENT .~ _:;‘Jf

1.0 INTRODUCTION

1.1 APPLICATION TO SAFETY ANALYSES

One of the more hazardous elements in many systems is the subsystem under
pressure, Tue fragmentation hazard of components under pressure is
- especially difficult to analyze because little is understood about the
 .physical law governing the fallure process. Improved accuracy of the pre-
dictions of the time or cycles to failure can reduce the risk of equipment
damage and personnel injury. The following sections describe a model of -

of . this model in safety analyses willl help to reduce risk levels associated '
wlth pressurized systems. . S ,

'1'?'? . DISCUSSION OF ANALYSIS METHOD
1:;1,2;1-‘ bols |
A list of symbols used in the mathematical model is included herein.

P Detalled descriptions of methods and derivations may bs found in the
"referencas listed in Section S O 0 .

ﬂ,‘LIsT OF SYMBOLS P
. Kq n fPlane atrain stress intensity factor.\‘}' |
K33 Plane strain stress intensity factor at iﬁiti&l conditions.

Ko Plane gtrain critical stress intensity factor or fracture toughness
of the material. _ . .. B

 Kggy© - Plane strain thresholdlstress_intensity;lével.”’ ;"‘& "1"‘::'”;‘

'

a | Semi—minof;;xis of the eiiiﬁéa-h:§5;t7+ _Zz_ = 1 or crack depth
‘ ¢ &

2 Crack length of the semi-elliptical surf;ce flaw. ‘ *

t Thickness of plate (specimen),

@ Complete elliptical integral of the second kind having moduluq,k

defined as k = 2/ 2)1/2

o Uniform stress applied at infinity and perpendicular to the plane
of erack.

crop Maximum design operating stress.:

SHEET D-101
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o l.E;i “ZKCOntinugd):

Cyult Ultimate sfréngth of the materisal.

g Uniaxial tensile yield strength of the material.

8 .
Q Flaw shape parameter = @2 - 0.212 (QT/Efys)%égﬁ :i:;;”.. '
:"MK}vf . Stress intensity magnification'faﬁtér fﬁr:ﬁeep:suffaéé flaws ﬁéﬁéQfJf‘
on Kobayashi's soiution. - LR : 7 , ’ :
o Proof test factor = 1/(K11/ch).
N Number of cycles.
T4 Time
R . Ratio of minimum to maximm stress during a cycle.
Subsgcripts
or  at eritical conditions
i ~ at initial condition
op . $Spsrational

1.2.2 (General

The minimum operational cyclic 1life of a pressure vessel at the maximum
design operating stress can be determined if the proof test factor o, maximum
design operating stress & _, fracture toughness K s and the experimental
cyclic and sustained stres8 flaw growth for the vessel materials are avall-
able. Proof test factor with &, and K1, establishes the initial and

' _eritical flaw size. For the cyclbs with the short hold times at the maximum
©* pressure, the cyclic flaw growth date alone is sufficient to predict the
. number of cycles required to grow from the initial to the critical fiaw size.

If the vessel is to be pressure cycled with the prolonged hold times at the
maximum pressure, the cyclic as well as sustained stress flaw growth data are
needed. The minimum remaining cyclic life of the vessel, in this case, is
the number of cycles required to reach the threshold stress intensity K He
Knowing the applied and anticipated pressure cycle history of the vesaeI,-
the minimm remaining cyclic life of the pressure vessel at &, can be pre-
dicted and the assessment of the vessel can be made with regard to the
fracture mode. This 1s discussed in detail in the following sections.

Sectlon 2.0 deals with the prediction of the cyclic 1ife of a thick-walled

vessel while the thin-walled vessel is treated in Section 3,0. Section 4.0
gives the experimental juat;f}cation for the technicel approach taken in
Sections 2.0 and 3.0, o ’
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2.0 PREDICTION OF CYCLIC LIFE FOR A THICK-WALLED VESSEL

Prediction of the cyclic life of a thick-walled pressure vessel can be made
utilizing the proof test factor and the Telations between Kjj/Ky, and cycles
to failure for various values of R (ratlo of the minimum to maximum stress
during a cycle) for the naterial-environment combination., This can best be
illustrated by an example. :

Suppose a liquid nitrogen 5A1~2,.5Sn{EL1) titanium pressure vessel is
succeasfully proof tested with LN2 to a factor of 1,25 X the maximum design
operating pressure. For illustration purposes, it is assumed that the
proof tested tank is subjected to the following pressure cycles before amd
during the flight. It is also assumed that all the cycles are applied with
R equal to zero.

- 1. 240 loading cycles with the maximum stréss as 90 percent of © op* -
: ‘2. 70 loading cycles with the maximum stress as 95 percent of Gop'

3. A long duration flight cycle at & op*
It is desired to essess the structural integrity of the pressure vessel
from the fracture mechanics viewpoint.

The combined sustained and cyclic stress life curve for 5A1-2.5Sn(ELI)Ti at
~320°F is reproduced from Reference 8' in Figure DI, Since the vessel is
proof tested with &X = 1,25, the maximum possible K;;/K,  ratio that could
exist in the vessel after the proof test at & ,, wo ¥ be 0.80. This'Is  /
shown by Point A" in Figure D1, Hence, at 90 pobcent of & ops K137/Kq, 18
0.72. The 240 loading cycles of 0,90 & op &8 the maximum Siress change the

‘ Kli/ch ratio from Point A to Point B. Point B is 240 cycles to the left
of Point A, with the cycles measured along the abscissa of the plot., Hence,
the K13/K), ratlo at the end of 240 cycles at 0.9 of o 18 0,778,

The stress 1ls increased by 5 percent after the end of 240 cycles at 0.90

G ops The flaw size remains the same during the stress increase. Therefore,
the ﬁli/Kl ratio at the beginning of 70 cycles at 0.95 @ is (0.95/0.90) X
0.778 = "0.821. This is shown by Point B in Figure DI, ©°F

'The 70 cycles at 0.95 or, change the I{l-/ch ratio from Point B to Point G
where Point C is 70 cycl88 to the left of Point B in Figure DI. Ki3/Kj.
retlo at the end of 70 cycles at 0.95 o', is 0.85. Hence, Ky3/K;, retio
based on & oy 18 (1.0/0.95) "X 0.855 = 0.895, o

The threshold stress intensity value for sustained stress flaw growth for

the material under LN, environment 1s 90 percent of K;, (8'). Since at the

beginning of the long duration:flight cycle the Ky4/K), ratio is less then

KTp/Kq s the vessel is considered to be safe for the flight. Also, it can

be seen from Figure DL that 10 cycles at Oy, will raise Kyi/K ¢ to the

level of /K o+ Hence, the estlmated minimum remaining cy&liec life for the
K Ivessel is ¥ (10"~ & long duration flight cycle) ecycles. . :

1

SHEET D201

UD 4802 1434 REV, 8=68 ' - o



s

USE FOR TYPEWRITTEN MATERIAL ONLY

"NUMBER  D2-119062-~1

e dTITLETRIEE corenny ' REV LIR

;E‘ 2. 4300 lbading'cycles with the maximum stress as O,

Tﬁfj. 260- loadlng cycles with the maximum stress as 95 Percent of &, and

2.0 (Continued)

This is the procedure followed in assessing the structural integrity of the
thick-walled vessels, In the first analysis for the assessment of the
structural integrity of the thick-walled vessel, it 1s always assumed that
all the pressure cycles are applied at R = 0. Since the analysis based on
R = 0 will always show the remalning cyclic life less than that based on
the analysis of R # O (actual R ratios), the prediction of cyclic life

based on the analysis of R = O is invariably conservative. If the pressure
vessel is shown unsatisfactory for the flight based on R = O, then pre-

diction analysis for the remaining cyclic life is conducted based on the
actual R values at which the cycles are applied. For clarity purposes, an

~illustrative example is given below.

Suppose & thick—walled 6A1-4V(STA) titanium helium tank is successfully

- proof tested at a proof test factor of 1.50 X the maximum design operating

atress. OSuppose the proof tested tank is subjected to the following
pressure cycles before the flight, which is also shown inFigure.DZ

1., 200 loading cycles with the maximum stress as g0 ercent of op and
R = 0. l.. Bnvironment is Room Temperature (R.T. ? } <

op

|
h

R = 0.4 R.T. op &

4 40 loading cycles vith the ﬁéximum stress‘aé.crbﬁ and B = .1 R.T.

The cyclic life curves for GA1-4V(STA) titanium for the environment of R.T.
air are reproduced for R = 0.0, R = 0.1, R = 0,4, and R = 0.7 from
Reference (lﬂ) in Figure U3, The difference between the plots of cyclic life

. against Ky g forR = Oand R = 0.1 is negligible for this material-.
‘env1ronmen% combination, and hence both are shown by the same plot in

Flgure D3, The threshold stress intensity level for the material in the
environment of R. T. air is 90 percent of ch (10). _

The maximum poasible K ratio that could exist in the vessel after ths o
- proof test at &, op 1 C= -0,667, From Figure D3, it can be seen from
" R = 0 plot that the maximum cycles to failure is about 600 at C op 1 the

. hold times at maximum stress are small. If .the analysis is based on R = 07
_instead of actual R, the pressure~cycle history shows that the vessel 1s

- “eritical, In the following, the asaeasment of" the VBBBBl ia made based on
~ the appropriate values of R. - : : .

C ‘At the beginning of 200 loading cycles with the maximum stress ag 0,90 &
. the maximm K13/K) ; is glven by 0.90 X .667 = 0.60. This point is indiSBted
by Eon R = 0,1 curve. The 200 loading cycles of 0.90. & _and R = 0.1
. change the Ky /ch ratio from P01nt 'E 10 Point D on the plo%pof R = 0.1.

- The Kli/ch ratio at the end of 200 loading cycles of R = 0.1 is 0.63.J

ande'- ;=‘E 0. 7 - R T. s

B A
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2,0 (Continued)

the K i/Ki ratio at the hegimning of 4300 cycles at & and R = 0.7 is
(1.0/579)'%

Point D to Point C on the plo%pdf"H = 0,7 where its value is 0.78.

The stress 1s decreased by 5 percent at the end of 4300 cycles. Hence, the
K14/Kj, ratio at the beginning of 260 cycles at 0.95 O, 18 (0.95/1.0) X
0.78 = 0.74 which is shown by Point C on R = 0.4 plo%. The 20 cycles
at 0.95 0oy and R = 0.4 change Kli/ch ratio from Point C to POifit B on
R = 0.4 where its valus is 0.80. . "__"

The stress is increased by 5 percent at the end of 260 cycles. Hence, the
K11/K1, ratio at the beginning of 40 cycles at o __ is (1.0/0.95) X .80 =

and R = 0.1 increases Ky4/K;, ratio from 0.84 to 0.875 which is shown
by Point A in Pigure D3. -

Since the stress intensity at the end of 40 cycles at T op 18 less than the
threshold stress intensity, the vessel is considered to be safe for the
flight, It will take 20 loading cycles at & _ and R = 0.1 to increase
K13/Kc from 0.875 to 0.90, Thus, the estimatid minimum cyelic 1ife
remaining for the vessel 1s 20 cycles, -

Fa

' The stress is increased by 10 percent at the end of 200 cycles. Hence, -~ © .

0.84 wWhich is illustrated by Point B on R = 0.1%Blot. The 40 cycles at &

0.63 = 0,70, This is shown by Point D onEhe plot of R = 0.7.
The 4300 loading cycles at ', and'R = 0,7 change the Ky;/Kj, ratio from

P
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~7 3.0 PREDICTION OF GYCLIC LIFE FOR A THIN-VALLED VESSAL

3.1 BACKGROUND

Analysis for the prediction of the cyclic life for a thin-walled vessel is
Scmewhat different than that for the thick-walled vessel.  The flaw depth
becomes deep with respsct to the wall thickness prior to reaching the o
. critical slze for the thin-walled vessels. The stress intensity factor ...
" calculated by the Kobayeshi equation for the deep flaw is higher than the ./ -
- one predicted by the original Irwin equation for the shallow surface flaw.
As a result, the suberitical flaw-growth rates for the thin-walled veasels,
having the same flaw size and subjected to the same stress as the thick-
walled vessels, are higher than those for the thick-walled vessels, Thus,
the total cyclic life for a thin-walled vessel is shorter than that deter—
mined from curves of the type shown in Figure D4 andDS, that are developed
from the data of specimens where a,./t is less than 0.5. If data similar
to that in Figures D4andD5 (K;;/Ky, ageinst cycles to failure and
Kli/ch versus time to failurs) can be developed from the specimens having
deep flaws and the comparable thickness as that of the vessel, then the
analysis described in Section 2.0 can be used to predict the cyclie life
of the thin-walled vessel remaining after the proof test. This data
development is complicated and expensive since the stress intensity magnifi-
cation factor for deep surface flaws, My, is the function of a/t as well
as a/2c, (Variation of 6/& g has a smaller effect on MK than the variations
of a/t.) Consequently, a la¥ge number of specimens would be required to.
sort out the effect of &/t and a/2¢, In the ébsence of these data, the follow-
ing analysis 1s used to calculate the cyclic life. The main assumptions
involved in the analysis are:

l. In the thin-walled vessels, the flaws are long with respect to their depth
and consequently, Q is assumed to be equal to unity in the Kobayashi
equation. This, in turn, raises stress intensity and hence the flaw growth
rates and gives the lower bound of the cyclic life.

:J 2. The flaw growth rates are.dependent on Kli/K ¢ 8nd hence, flaw growth .
w rates obtained from the speclmens where a, % is less than 0.5 can be
used for the specimens where acr/t approacﬁes unity.

3. It 1s assumed that below the threshold level, flaw growth rates are not
affected by the presence of the propellant, Consequently, the flaw
growth rates for the material-propellant temperature combination are
similated by the material-temperature combination.

To determine the cyclic life of a thin-walled tank, the following relaticns
are regquired:

1. The proof test factor, c’cp, ch and KTH'
2. © versus "a" curve, similar to FigureDs, for and Koy to determine

the flaw sizes aj, &,.,., and apy. The O versus Ma" curve can be :{
obtained from the following equation: : :

SHEET D-301

US 4002 Taga nEV, augy



NUMBER  D2-119062-1

e LFETLETFSEF comeany - REV LTR

3. K/

USE FOR TYPEWRITTEN MATERIAL ONLY

N,

g = Kl/(l.l MKVG?‘E)

versus flaw growth rate da/dN curve to determine flaw growth
rate a% any stress intensity level.

3.1 (Continued)

The flaw growth rates can be obtainsd by differentiating the Kli/ch versus
cycles to failure curve, similar to that of FigureD5., This curve is -

- obbained from the specimens where acr/t is less than half., For an assumed

maximum eyclic stress level, say &y, the given K,,/Kj. versus N curve can

. .be converted to an a/Q versus N curve by the equation:

K 2
1 ( li)
1,21 77 O'l

a/Q =

The slope of a/Q versus N curve gives the plot for the flaw growth rate
d/dN (a/Q) versus K;y/Kj, for the stress level O 1

From the above equation for a given K11» a/Q at the stress level O 2 1s
related with a/Q at o, as:

c
s, = (7307 (o

From this equation, it can be concluded that the flaw growth rate at any
stress level O 2 is related to the growth rate at & 1 @8 follows:

(4/aN (a/Q) ), = ( 1/ P)* (¢/aN (a/Q) oy

Thls stress level effect 1s supported by the experimental data in References
(7}, (8), (10), and (11)., 1If the basic Kli/ch versus cycle data is
obtained from the experimental tests where the specimens are cycled at a
maximum stress at or near the expected operating stress levels in the
vessel, the effect of stress level need not be considered. The flaw growth
rate obtained in this manner from Figure 7 for 5A1-2.5Sn(EL1) titanium for
the maximum cyclic stress level of 139 kel is given in Figure D7. Also, as
pointed out. by Iiffany, et al (7), flaw growth rates can be approximated by
measuring striation spacings on electron fractographs obtained from the
fracture face of a surface flawed specimen cycled to fallure in tension,

3.2 APPROACH

Knowing ihe proof stress and Kq,s the maximm possible flaw size that can
exist at @ oof (after the proof test assuming rapid depressurization) can
be determinbd from the plot of O against "a" for K, . This flaw size is
denoted by a; in the illustrative example of Figureliga. Also knowing o
and K,,, the maximum possible flaw size that can exist at & _ car be °p
determined from the seme plot for K, . This flaw size 1s shoim by a,, in .
Figure D8. Similarly, the maximam }iaw size that could exist.at O and the
threshold stress intensity KTH is shown by Bepge : P
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3,2 (Continued) )

If the cycles to be applied to the vessel have short hold times at the
maximum stress op, then the stress intensity at ¢ op can be allowed to
reach the eritical value Kje. In this case, the flaw growth rates for the
vessel are arithmetically integrated using the stress intensity magnificea-
tion values from Figure D9a to calculate the number of cycles required to
grow from &3 to acr. The relatively simple procedure for this integration

is illustrated in Figure D10. If &,y is less than the wall thickness, then
the total estimated cycles to faillure will be obtelned, and if 1t exceeds

the wall thickness then the total estimated cycles to look will be obtained
as explained in Section 2.4.2, (5). The effect of deep flow stress intensity
magnification on predicted critical flaw sizes for a typical tank material is
shown in Flgure D9b, for both thick and thin-welled vessels,

If the cycles to be applled to the vessel have long hold times at the maxi-
mum stiress, the stress intensity could not be allowed to exceed the sustained
stress threshold value Krg. In this case, the flaw growth rates are arith-
metically integrated using My to calculate the number of cycles required to
grow from 83 to arg. This 1s the procedure followed in the prediction of

the cyclic life in Volumes II and III of (5).

The prediction of the remaining cyclic 1ife and the structural integrity of

- the thin-walled vessel can best be demonstrated by an illuetrative example.

i \3.2.1_ Thin-Walled Vessel — Illustrative Example

Suppose a thin-walled 6A1-4V titanium (STA) propellant tank containing NQOL
at R.T. is successfully proof tested with water at R.T. to a proof test
factor of 1.41 x the maximum design operating stress, g&7p. Suppose the
proof tested tank 1s subjected to the following pressure cyclea before the
flight,

1. 20 loading cycles with the maximum stress as 90 percent of Crop

2. 12 loading cycles with the maximum stress as 95 percent of a'op

3. 5 loading cycles with the maximum stress as & op-

It 1s desired to assess the structural integrity of the pressure vessel from
the fracture mechanice standpoint and estimate the minimum cyclic life remaine
ing for the vessel at Fop. This example is treated with specific numbers

since the stress intensity factor has to be corrected for a/t ration according
to Figure D9a. The thickness of the tank is 0.022"., The maximum design oper-

~ating stress, Oops 18 87.5 KSI. The material of thls gage under the above-

mentioned environmentel conditions has the minimum fracture toughness of 37 ksi
Vin and the threshold stress intensity of 80 percent if ch.

The o versus "a&" plote are given for K;, and Ky = 0.80 ch in Figure D8.
Since proof stress is 1.41 X & op = 123, g KSI, it is clear from Figure Dg that
the maximum possible &4 that coulg exist is 0,0143", Here it 1s assumed that
the depressurlization from the proof pressure ia rapld enough so that no signifid
cant flaw growth occurs during the depressurization., Also, &s shown in Figure
ns, for. the stress level of o—gp, acr is 0.0196" and aqy is 0,0160",
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. for the stress level of &

3.2.1 {Continued)

The plot of Kj;/K;, versus flaw growth rate for A1-4V titanium at R.T. 1s
reproduced in FiglireDIl for ¢ = 100 ksi from Reference 1@, The 99%
confidence level flaw growth rate curve i1s used in the caleulation of
¢yclic 1life. Since the above flaw growth rate curve is obtained from the
cyclic data of B = 0.0, it 15 assumed in this example that all the
cycles are applied at R = 0.0,

Teking the effect of stress level on the flaw growth rates into account,
flaw growth rates are arithmetically integrated froma; = 0.0143" to
8op = 0.0196" according to FigureD1) to calculate the cycles to failure
. The plot of flaw depth against cycles to
failure for the stress levdl of T op is shown in‘FigureDIZ,

When the maxlimum cyclic stress.is 0.95 Tops 81 1s still 0,0143" but a,,. is
0.0208" and ary = 0,0167" from Figure D8. Based on the stress level of
0.95  5p, the flaw growth rates are integrated from a; = 0,0143" to
Bop = 8.208" to calculate the cycles to failure. Similar procedure is
followed to obtain the relation of flaw depth against cycles to failure for
the stress level of 0,90 dop‘ These plots are shown in Figure DIZ.

At the end of the proof cycle and the beginning of the first cycle at the
maximum cyclic stress of 0.90 & op? the maximum possible flaw depth is
0.0143", This is shown by Point B in FigureD12. The 20 loading cycles with
the maximm stress as 0.90 o yp change "A" from Point D to Point C on the
plot of 0.90 & op as shown in lgigure Diz. _

The tank wall stress is incressed by 5 percent at the end of 20 loading

cycles vith the maximum stress as 0.90 &g, The flaw size remains the same
during the stress increase., -This is shown by Point C on the plot of 0.95 o op
in Figure DiZ. '

The 12 loading cycles with the maximum stress as 0.95 Cop change "AY from | -
Point C to Point B on the plot of 0.95 Cop in Flgure DIZ. '

At the end of 12 loading cycles with the maximum stress as 0.95 Tops the

'1';;_-"stresa is increased by 5 percent., This is shown by Point B on the plot of
" Oop in Figure D12, ) ' S

The 5 loading cycles with the maximum stress aa O op change Ta from Point B
to Point A on the plot of o op in FigureDIZ The ffaw depth at A" is

. 0.01534%. This 1s Bidller thin a .which is 0,0160", Hence the vessel is

considered to be safe for the flight, Also from FigureDIZ,. it will take 7.
cycles at & op, to increase the flaw depth from 0.01534" to 0.0160". Hence,
the minimm estimated cyclic life remaining for the vessel is 7 cycles,
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314.0 EXPERIMENTAL JUSTIFICATION FOR TECHNICAL APPROACH .

‘The ﬁechnical approach taken in Sections 2.0 end 3.0 would need the’
Justification in the following areas: . R

‘1. Representation of cyclic life with Kyi/Kjg.

It has been shown (6, 7, G., 10, 1I) that the cyclic life of surface flawed

-+ Specimens correlates well with the maximum initlal stress intensity K;4 at
‘the tip of the surface flaw. Also in Reference 10, large number of surface
flawed specimens of the same thickness are cycled to failure at four
different stress levels ranging from 96 ksi to 126 ksi. The results,
K1i/Kjc against cycles to failure, are cited in FigureDid. This shows that
for a given Kli/chi the streas level has little real influence on the
cyclic life, :

2. Use of unlaxial specimen data in the prediction of the cyclic 1life of
biaxially loaded pressure vessel.

The cyclic 1ife data obtained from the preflawed 5A1-2.5Sn{EL1l) titanium tank
tests agree very well with the corresponding cyclic life data obtained from
preflawed uniaxial test specimens at R.T., ~320°F, and —423°F temperatures (7).

The same reference also shows that cyclic life data obtained Trom 2219-T87
aluminum tank tests at R.T. and -3209F temperature correlate ¥éry well with
‘those obtained from uniaxiel specimens. The stress intensity versus cyeles
to failure correlations for 2219-T87 sluminum specimens and tanks at R.T. and

. =320°F are recited from Reference % in FiguresDi4 andDIS. Similar correlation .
is shown for Ladish DGA-C steel at R.T.in Reference 8}, These results: .
indicate that the uniaxial plane strain cyclic life data and flaw growth . . . .
rates can be applied direcfly to the prediction of the cyelic lives and flaw
growth rates of the biaxially loaded pressure vessels where the flaws grow =
under plane strain Gohditions, 5 ' IR R P

)
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Appendix E
EAItURE‘MODE, EFFECTS, AND CRITICALITY ANALYSIS

>

INTRODUCTION
APPLICATION TO SAFETY ANALYSIS

Failure Mode, Effects, and Criticality Analysés (FMECA) have been

- used for years as a method of determining the reliability of a

system. The same method may be used to determine the degree of

safety to be expected from a system. The adaptation of the FMEGCA

to asystem gafety analysis requires that a different perspective be
adopted by the analyst. The goal of a reliability analysis is the
prevention of "loss of mission®,"loss of system", and "system
functlon degradation" The goal of a system safety analysis ls-

the preventlon of "death or injJury of personnel", "damage of the .
system", and "system safety degradation". These system safety goale
are achieved by considering every component failure mode, including

. improper commands to the component, which may have potentially

damaging effects. A list of components whlch are critical to safe
system use may be derlved from the mnalysls, and the criticality
(or probability of causing personnel injury or system damage) -
caleulated for the appropriate failure modes.

REFERENCES

The materlsl in this appendix has been chiefly extracted from
Procedures For Failure Mode, Effects, And Criticallty Analysis
(FMECA), document number RA-0060013-1A, Office of Manned Space
Flight, National Aeronautics And Space Administration, August 1966,
Information on application of the FMECA method is aelso found in
Procedure for Performing Systems Design Analysis, Drawing No.10M30111,
Revision A, George C. Marshall Space Flight Center, NASA, June 1964;
and in Rellability Stress And Failure Rate Data For Electronic
Equipment, MIL-HDBK~217A, Bureau of Naval Weapons, Department Of
Defense, December 1965,

SUMMARY DESCRIPTION OF FMECA

Definition Of FMECA

For system safety analyses, FMECA is a procedurse which documents

all possible fallures in a system design within specified ground .
rules, determines failure mode analysis, the effect of ‘each failure .
on 8ystem operation, identifies single failure points.critical to

Ll

. safety, and ranks each failure according to criticality category. of“;' “
;failure effect and probability of cccurrence.; The total analysisa %

!g

Lo
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" (Continued) |
w?; is conducted in two steps: The Failure Mode and Effect.Analyais
51 ~ (FMFA), -and the Criticality Analysis. It has besn found most
o practical to assume that the effects of each failure .studied

during the analysis are not negated by the occurrencéd of a e
benign failure. .

1.3.2  _Objectives of Conducting FMEGA
| - The FMFA is accomplished to provide:

a. The design engineer with a method of selecting a design
with a high probability of aafe operation,

b, Early visibility of system interface problems,

¢. Identification of eingle failure points eritleal to
eystem safety,

. d."Early criteria for test planning,

e. Qauantitative and uniformly formatted datd input to the system
safety prediction, assessment, or other -safety study.

- 1.3.3 Application Of The FMECA' Méthdd
!An FMECA should be initiated as an integral part of the early
design phase of system functional assemblies. If a Gross Hazards
Analysis has been conducted, the results can be used to guide::
the development of the FMECA Subsystems which the Gross Hazards
Analysis has indicated .are most hazardous can be developed firat
~in the logic diagram for the failure mode and effects study.

" This, facilitates a safety criticality ranking of all ofthe -
:major system elements so the FMECA effort can be allocated to, .
ﬁthoae elements which are most determinant upon overall safety.‘-—l

Proposed design changas can ba incorporated in the analysis,

and the effect on system safety can be predicted. Changes which
are proposed to enhance gafety should be considered from all’
aspects to ensure that the modification is cost effective and
that the state-of-the-art 1s reflected in the new design.

FMECA, 1like all analytical tools, can be conducted on
- - completed systems. The increased cost of modifying a physical
- ." system is a major determining factor for safety improvements.
. As a result, the improvements recommended for completed
. systems must be very cost effective. - Therefore, it is. incumbent
.. " on the =nalyst to be as accurate as possible in the pradiction of
; -*-=.safety improvements L that aafety costs can be fairly evaluated.

An FMECA should be performed at the highest éystem level feasible. o

C e
iy
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o ‘Procedure of FMEGA

o FMEGA is perfonmed in two phases. (1) Failure Mode - and

" BEffects Analysis. (FMEA), and (@) Criticality Analysis (CA}.

* . The combination of these two phases provides (3): . Failure Mode.
' - Effects .and. Criticality Analysis (FMECA),. ‘Section 2 provides
. ‘procedures for FMEA; Section 3 providea ‘procedures for CA, and
.Section ?S combines t.he EMEA and CA into the FMEGA5 .

b
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2,0 PROCEDURE FOR_FAILURE MODE AND EFFECTS ANALYSIS
2:1 SYSTEM DEFINITION

USE FOR TYPEWRITTEN MATERIAL ONLY

2.1.1 Accomplishment

Accomplishment of an FMEA on a system consiets of the following general

"steps:

a. Obtain =1]) descriptive information available on the system to be
analyzed. This should ineclude such documents as functional block
diagrams, system descriptions, specifications, drawings, system
component identiflcation coding, operational profiles, environmental
profiles, and reports bearing on reliability and safety such as
feagibility or reliability studies of the system being mnalyzed and
of past similar systems.

b. Construct a logic block diagram of the system to be analyzed, similar
to that shown in Figure E-1, for each equipment configuration involved
. in the system's use,

- The diagrams are developed starting at the top level of the system and
extending downward to the lowest level of system definition at the time -
of analysis., These logle block diagrams are not descriptive block
dlagrams of the system that show the intercomnection of equipments.

The logic block diagrams used for an FMEA show the functional inter-
dependencies between the system components so that the effects of a
functional fallure may be readily traced through the aystem.

All redundancles or other means for preventing failure effects should
be shown as functional blocks or notes,

Where certain functions are not required in an operational time phase,
the Information may be shown by a dotted block as in the case of
gomponent 0.5 in Figure E-1 or by other suitable means.,

c. At the lowest level of system definition, as developed from the top down,
. anelyze each failure mode of the system component and its effect on
the system, Where system functional definition has not reached the
level of identification of the system functions with the apecific type
of hardware that will perform these functions, the FMEA should be based
" upon failure of the system functions giving the general type of hardware
envisioned as the baais for system design.

Four besic conditione of component or functional failure should be
consldered:

1) Premature operation

) Failure to operate at a preecribed time . A b

i
W
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2.1.1 (Continued)
3) Fallure to cease operation at a prescribed time

4) Failure during operation.

The FMEA assumes that only the failure under consideratlon has occurred.
‘When redundancy or other means have been provided in the system to
prevent undesired effects of a particular failure, the redundant element
is considered operational and the fallure effects terminate at this point
in the system. When the effects of a failure propagate to the top level
of a system and cause the system to fall, the fallure is defined as a
eritical fallure in the system.

When an FMEA 1is being performed on a system which is already bullt, the
~analyst may find cases where redundancles or other means of preventing
.- fallure effects do little to improve the failure situation or where the

-redundancles may actually worsen it. These cases should be reported
for the next higher level. Where the scope of the FMEA program permits,
the redundancy or other failure effects preventive means should not halt
the continuation of the failure effects analyeis toward the top level of
the system,

ds Document each potential failure mode of each system component and the
effects of each failure mode on the system by completing an FMEA format
8imllar to that shown in Figure E-2, Instructions for f£illing out the
FMEA format are given in Sectlon 2.3..

2.,1.2 Input Documentation

The following documentation is representative of the information regulred
for system definition and analysis:

R.1.2.1 System Technical Development Plans

To define what constltutes and contributes to the various types of system
failure, the technical development plans for the system should be studied,
The plans will normally state the system objectives and specify design
requirements for operations, maintenance, test, and activation, Detailsd
information in the plans will normally provide a mission or operational
profile and a functional flow block diagram showing the gross functions
that the system must perform. Time dlagrams and charts used to describe
system functional sequence will aid the analyst to determine the time

feasibility of various means of faillure detection and correction in the

operating system. Also required ie a definition of the operational and
environmental stresses That the system 1s expected to undergo and a 1ist of
the acceptable conditions of fugémiondl failure under ‘these stresses.

2.1;2.2 Trade~0ff Study RePOrtéff_

To determine the possible and more probable fallure modes and causes in the
eystem, trade-off study reports should identify the areas of marginal design

and should explain, the design compromises and operating condltions agreed upon.

SHEET B-20d * °
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" 2.1.2.3 System Description and Specificationa

The descriptions and specificatﬁons of the system's internal snd interface
functions, starting at the highest system level and progressing to the
lowest level of system develdpmerit to be analyzed, are required for con- .
struction of the FMEA loglc block diagrams. A logilc block dlagram as used
in the FMFA and as described in Paragraph 2.1.1.b shows the functional
intaqggpendence within the aystem and permits the effects of a failure to
be traced. System descriptions and specifications usually include elther -
or both functional and equipment block dlagrams that facilitate the con-
struction of the logiec block diagrams required for the FMEA. In addition,
the system descriptions and specifications give the limits of acceptable
performance under speclified operating and environmental conditiona.

2. 1 Redy Equlpmsnt Design Data and Drawings

Equipment design data and drawings identify the equipment configuration
perforgigg each of the system functions,

~ Where functions shown on & FMEA functlonal block diagram débend on a replace-

able module in the system, a separate FMEA may be performed on the internal
functions of the module. The effects of possible component failure modes in !
the moduls on module inputs and outputs then describe the failure modes of the’

' 'module when 1t is viewed as a asystem component.

L 21.2.5 Coding Systems - | L .

Por consistent identification of system functions and equipment,‘aﬁ.approved
coding system should. be adhered to during the analysis. ' :Use of coding
systems common to the overall program are prefer’Ele. : “

2.1.2.6 Test Results . ' \

Tests run on the specific equipment under the identical conditions of use are
desired. When such test data are not available, the analyst should collect
and analyze the data obtained from studies and tests performed during current
and past programs on equipment eimilar to those in the system and under
similar use conditions.

2.2 [10GIC BLOCK DIAGRAM,'T n" 1

The next step of the FMFA procedure 1s the comstruction of a logic block
dlagram of the aystem to be analyzed. The general reliebllity logiec block
diagram scheme for a system is shown in Figure E-1. This example system is
for a space vehlicle stage, and the notes given explain the functional
dependencies of the stage components.

A system component at any level in the stage system may be treated as a
system and may be diagrammed in Tlke manner for failure mode and sffects
analysis. The results of the camponent's FMEA would define the failure

‘modes critical to the component's operation, i.e., those that cause loss bf
.component inputa or ocutputs, These failure modes will then be used to

-t .
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LEVEL

STSTRMS |

SUBSYSTEMS-

KOTES

1.

2.

. 3.,

be

10

20

30

5.

2

12

Stage is dependent on 10, 20, 30 & 40;

for the stage to operate, systems 10, 20,
30 & 40 must function.

System 10 is dependent on 11, 12 & 13; for
the system to operate, subsystems 11, 12
& 13 mist function.

Subsystem 11 is dependent on OlA, OB, 02,
03, 05, 06, & 07; for the subsystem to

operate, these components in series must
function. o

Components OlA & OlB are identical com-
ponents, redundant for all failure modes
unless otherwise indicated {See note 8).
Component, 02 consgists of two separable
components a and b, but has only one part

- number.
Component 03 is functionally/oparationally

dependent on both component 04 and another
subsysten. PR
Component 05 is not operational during L
flight.

Components 06 & Q7 indicate standby safety
circuit. Component 06 operates only when
07 f£ails in specified mode.

FUNCTIONAL

DEPENDENCY

COMPONENTS

{ COMPONENT
DEPENDENCY

014

01B

06

| I.___T._-".,__'......___J

.. .. SERIES INDEPENDENCY __ "~

xS

07

- (SUBSYSTEM DEPENDENCY)

FIGURE E-1 GENERAL@

¥ L

L; INPUT FROM DIFFERENT SUBSYSTEM

FMEA ‘} LOGIC BLOCK -DIAGRAM SCHEME

SO,
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2.2 (Continued}

accomplish the FMEA at the next higher system level. This procedure
ultimately leads to an FMEA for the stage, the space vehlcle, and space
system.

All system redundancies or other means for preventing fallure effects are
shown in the logic block diagram. This is because in single failure analysis,
when a means exists to prevent tHe effects of a failure, the failure cannot
be eritical above the system level where the preventive means is effective.

2.3 FAILURE MODE AND EFFECTS ANALYSIS

The FMEA and its documentation are the neéxt steps of the prodedure. These are
accomplished by completing the columns of an FMEA format similar to that
given in Figure E-2 as follows:

- Column
Number . Explanation or Description of Entriep

{1) Name of system function or component under analysis for
‘ - fallure modes and effects. Breakdown of a system for
analysis should normally be down to the lowest practicable
level at the time of the FMEA. In special cases such as
electronic systems using integral modular units as system
building blocke, the modules may be listed rather than listing
its parts.

(2) Drawing number by which the contractor identifies and

- . describes each component or module. These drawings should
include configuration, mechanical, and electrical
characteristics.

(3) Reference designation used by manufacturer to identify the
~ - component or module on the schematie., Applicable schematic
and wiring drawing numbers should also be listed.

(4) Identification humber of FMEA logic block diagram and of
the function.

(5) "f Concise statement of the function performed,
(6) Give’ the specific failure mode after considering the four
basic failure conditions:

1) Premature operation,

2) Fallure to operate at a prescribed time,

3) ‘Fallure to cease operation at & prescribed time,
4} Fallure during operation.

o FEgr_each applicable failure fibde, describe the cause 4
[dncluding opetational and envirommentsl stress factors [

‘1P xnown, &y _
: SOk
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2.3 (Continued)
Column
Number . Explanation or Description of Entries
{7 Phase of mission in which critical failure occurs, e.g.,
o Prelaunch: checkout, countdown; Flight: boost phase,
earth orblt, translunar, lunar landing, etc. Where the
gubphase, event, or time can be defined from approved
« operational or flight profiles, the most definitive timing
' information should also be entersd for the assumed time of
ceritical fallure occurrence. The most definitive time
information that can be determined should glsc be given for
the faillure effects under the columns titled "Fallure
Effects On."
(8) A brief statement describing the ultimate effect of the

- (9

(10)

(11)

failure on the function or component being analyzed.
Examples of such statements are component rendered useless,
component’'s usefulness marginal, or structurally weakened
to unecceptable reliability level, Timing information as
described under (7) should be given,

/A brief description of the effect of the fallure on the next’

her assembly. Timing information as described under
(7? should be given as to time of failure effect.

A description of the effect of the component failure on the
system. For the major systems of the overall space syatem,

. these effects are divided into failures affecting’ equipment

safely and fallures affecting personnel safety., Examples

of failures affecting equIﬁment safety are vehicle loss,
stage damage, etc. Examplés of failures éfTecting personnel
safety are loss of crew, abort during f1ight, and loss of
redundancy in safety systems. For lower level systemsr_here i
effects on the overall space system are unknown, the effects
of a failure on the system under analysis may be described
a8 loas of systesm inputs or outputs. FExamples of such
effects are lose of signal output, loss of output pressure,
and shortad power input. Timing information as described
un&é_"r7) should be givan.

A descriptlon of the methods by which the failure could ‘be
detected. Identify which of the following categoriee the
fallure detection means falls under:

1) On-board visual/audible warning devicea.

2) Automatic abori-sensing devices. :

3) Ground operational support system failure-aensing
instrumentation,

4) Flight telemetry, ground aupport equipment conaole
display, etc.

5) None

US 4802 1434 NEV.. §=68 .
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2.3 (Continued)

Column
s - Number - Explanation or Description of Entries |
(11) Timing information as described under (7) should be given
Contds * with respect to the reaction time available between time
of component failure, time of detection, and time of
| critical failure effect.
(12) A desecription of what corrective actions that the flight
‘ crew and the grouml crew could take to circumvent the failure.
. If applicable, the time avallable for effective action and
the time required should be noted,
(13) | State the useful 1life of item under given envirommental

conditiona.
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(13) 'Useful Life

. of

=]

' ~ Corrective
. Action Time
(12) Available/Time
- Required

Pag
Date
By

Failure Detection
(11) Method

(10)

System

(9)

Subsystem

P

I

3}(3)

‘Failure Effect On

Component,/
Functional

- Assembly )

| Misgion  ...n |
.(7) Phase - !

El

(6) Failure Mode
‘ rand Cause

FATLURE MODE AND EFFECTS ANALYSIS

) Fumettn

.- Beliability
- Logie; !
.. Dlagram
.y, Number

?;Figure E2 General Format For Failure Mode

joete

l

and Effects An

(3)

f Drawing - = b -
- Reference - ./ |:
' Desighation '

il

Item TIdentification

’ Identification S
(2) -

,3Number

o
P

Systen

(1)

" Name
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"ib. Compute Critical Numbers (C

3.0 PROCEDURES FOR cRITIcAtiI'TY_ ANALYSIS

3.1 CRITIGALITY PROCEDURE J

The Criticality Analysis (CA) determinea a aystem component's magnitude of
eriticality to system safety.

The CA 1s performed in two‘stepsv

§

a. Identify critical fallure modes of all componéH%s in tha FMEA for each

equipment configuration in accordance with the categories listed in
Paragraph 3.2. For FMFA's of lower level systems where the effect of
fallure modes on mission success or crew safety cannot be determined,
the critical failure modes will be those that cause failure of one or
more of the system's inputs or outputa. :

ment. For majEF"Kpollo systems, example loss atatements are crew loss,
abort, and vehlele loas. For lower level systems, example loss state-
ments are output signal loss, input power shorted, and loss of output
pressurae, ‘

) for each syatem component with critical
failure modes. The mesthod is given in Paragraph 3.3, and a format for
the data is shown in Figure E-3. . .

%, The C, for a system component is the number of system failures Of a

‘specigic type expected per million Elseions due to the component‘s
critical failures modes. . 4

Where the factors involved in the calculation of system component criti-
callty numbers vary with mission time, the mission is divided into mis-~
sion phases such that the change in the factors are negligible during
each phase. A criticality number is computed for each misaion phase for
a given loss statement.

7 The analyst responaible for the CA at the next higher system level con-
— tinues the analysis using lower level CA's. Where the loss of an input

or output of a lower level equipment ie critical to equipment operational
-success at his system level, action should be taken to design the criti-
cality out of the system or to reduce its criticality to an acceptable
level by mpﬂovements in baslc reliability, redurdancy, or other means,

3,2 CRITIGAL FAILURE MCDE IDENTIFIGATIOH
The first step of CA ia the identification of critical failure modes from the

_ MMEA's on the system, .

. : : . LI
U3 400 1434 REY. 0-88 : ' TR
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3.2 (Continued)

Critical fallure modes at higher levels in the overall space system should
be ldentified according to approved nonambiguous loss statedenta. The
following categories may be used: : . :

HARDWARE_CRITICALITY CATEGORIES

Hardware, feilure of which results in losa offiife of any

Category 1 = ] 1if
crew member. This includes normally passive systems, i.e.,
emergency detection system, launch escape system, etc.

Hardware, failure of which results in damage to the system but

Category 2
- does not cause loss of life, L

.iCategﬁfijj - Hardware, failure of which will not result in system damage nor

. cause loss of 1ife.

%mtht the lower system level where 1t is not possible to identify critical failure
-modes according to loss statements under the categories above, approved loss

‘statements based upon loas of system inputs or outputs should be used (See
Paragraph-3.1.a). Kennedy Space Center loss statements can:be found in NASA .
Kennedy Space Center Publication K5C-STD-118(D), 3 February 1965, "Failurs

Effect Analysis of Ground Support Equipment", Marshall Space Flight Ceiiter -
loss astatements can be found in NASA Marshall Space Flight Center Draving -

. No. 1(M30111, Revision A, 26 June 1964, "Procedure for Performing Systems

Design Analysis".”

The iﬁgéfstatement used to identify a critical failure;gggg;in a system should
be prefixed with the word "actual", "Probable", "possible", or "none" which
represents the enddlyst's judgment as to the conditional probability that the

.loss will occur given that the failure mode has occurred.

3.3 CRITICALITY NUMBER CALCULATION

The second etep of the Ch procedure is the calculation of Criticality Numbers
(Cr) for the system components with ériticel failure modes.

A Cp for a system component is the number of system fallures of a specific

type expected per million missions due to the component's critical failure

- modes. The specific type of system failure 1s expressed by the eritical
. fallure mode loss statement discussed in Paragraph 3.2, ,

 For a particular lose statement and mission phase, the Cp for a system compo-

nent with critical failure modes is calculated with the following formula:

2

) j . ' '
6 = E @A KgkAT 71, n=1,2,3, .., ’

.‘.
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S
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3.3 (Continued)
where: )

Cyr = Oriticallty number for the system component,

] = Total number of critical failure modes in the system c"omponent.
under loss statement. :

® = Conditional probability that the failure effects of the critical
fallure mode occur given that the critical failure mode has
oceurred,

& = Fraction of all failures (orAg) experienced by a component and
that are due to the particular failure mode under consideration.

KE‘ = Environmentel factor which adjusts Ag for difference between

' environmental stresses when A, was meassured and the envirommental
stresses under which the component is going to be used.

"KA = Operational factor which adjusts Ag for the difference between
operating stresses when A; was measured and the operating stresses

| . under which the component is going to be used.
.'1G = Generic fallure rate of the component in failures per hour or cycle,
t = Operating th__m} in hours or number of operating cycles of the
: . component.
n = An index of summation for critical failure modes in the system com-

eritical

ponent that fall under a particular loss statement.

The factor @ is the probability of loss discussed in Paragraph 3.1, and
should be limited to the following values: g

- Fallure Effects |  Yalug of Beta
~ Actual Loss | o - 100 Percent
Probable Loss : Greater than 10 Percent to B
100 Percent
Possible Loss - 0 Percent to 10 Percent
None ’ 0 Percent

The ‘expression (@« KpEadgt - 106{)1,. is the portion of C, for the component due
to one of its critical fallure modes under a particular loss statement. a
After calculation of the part of C, due to each of the component's critical
failure modes under the loss statement, these parts are summed for all

failure modes as indicated by:

[EDpS— ]
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3.3 {Continued)

n=1

A failure mode failure ré.te is represented in the formula for C, by the
product of the terms e, Kp, KA end A.. These terms should be replaced by
actual failure mode fallure rates determined from the test program as they

become avallable. A sample calculation ia given tbelows

3.3.1 Cp Calculation Example

For a given mission phases .
Glven: System component with AG = 0,05 failures per 106 operating houra,
KA = 10, KE = 40,

- el = 0,30 for one critical fallure mode under loss stafement, and

-4 0,20 for the second critical failure mode under the same loss
statement, .

Let @ = 0.50 and t = 10 hours.

Find: Cp, for;this system component during this mission phase.

Solution' |
For the first eritical failure mode; i.e., forn = 1
(Bx Kgky Agt + 109). = (0.50)(5:30)(50)(10)(0.05 X 10“6)(10)(106) 38
For the second critical failure mode ; 1,00y forn = 2

(B KKy _bG'E;«—Iiéﬁ 5 = {0.50)(0.20)(50)(10)(0,05 % '10-6)(i0)(105) 25 |

§ = 2and

2 .
Cp = E (B KK AL « 106)n =38 + 25 = 63
v n=1 - '

3 3.2 f‘ rmat Tor C Galculatioﬁ B

The columns of the format for C calculationa shown in Figure F-3 should be
filled out as follows: J

i'- '

R T
VAL
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303.2

Column
Number

(1) = (7)

“,;g(g) E
(9)

(20) - (16)

(17)

(Continued)

Explanatlion or Description of Entries

These columns duplicate the information given in the same
columns of the FMEA format shown in Figure E-2 and are
explained in Paragraph 2.3.

Fallure effects given for the hlighest system level on the

. FMEA.

The source of relisbility information used for each calcula—
tion should be identified in this column.

Enter the information required for the calculation of the
portion of the component's criticality number due to each
of 1ts eritical failure modes.

Enter the component's criticality numbers in this column.
This is the sum of the portions of the criticality number
entered in column (16) due to a particular Tigalon phase
and losa statement.

.
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_(17 .
»-._Number, Cp

Comggnanide
Criticelity -

-Pagés

of._

. Critical
(16)

Failure’
Mode
Contribution

Psge
Date
By

(15).

. Operating = =~ "y
‘Time ‘ ‘

- Hours o

or Cycles ¢t

rHour or Gycle

o Generic ‘Failure
(14)

Rate Failures/

Ch e

AG LT

'ifféﬁeréfiohaiizj_f}wg

" Griticality Evaluation

@3-) Bato Ky

Environmental

IS

" Fatlurd Hods < -
(a1} Ratio 7 o

CRITICALITY ANALYSIS =~ . . .

Probability

Number‘Ca}qulation‘

Fiéﬁie E3 General Formati for Criticality

(10) of Failure f
Effects 3 B ;

= — [—
(9) Reliability Data E !
" Source Code ; ~£

(8)

Failure Effects

e —_—p—

L]
'g {(7) Mission Phase - .
"a (6) Feilure Mode
e and Cause
(5) Funection
Rel. Logic Diagram
(4) Numbar/Funotion
- Number
Drawing
(3)  Reference
Designation -

)

Identification
Number

Subsystem

Systam
Ttem Identification

(1)

Name
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4.0  SUMMARY OF FMFEA AND CA

4.1 PREPARATION OF FMECA SUMMARY
The procedure is a method for combining the criticality values by miselon

phase %o develop an overall summary.

Preparation of the FMECA summsry is developed from the FMEA and CA analysis
discussed 1n Sections 2 and 3 and is accomplished by completing a form
similar to that given in FiguréLE—A, Instructions for completing the form
are given below. ' R : '
A criticality list is prepared. Critical system components are grouped . .’
according to loss statement and are listed in the groups in descending order
according to the magnitude of their total criticslity number for the particular
loss statement. A system component's total criticality number for a particular
loss statement 1s computed from the FMECA summary information. - Examples of
ground rules for this are given below. e

A general FMECA.sﬁmmary fbrm is shown in Figure E;A. The cOluﬁhﬁ‘are

completed as follows:

" Colum ‘ : . '
" Number -Explanstion or Description of Entries

(1) = (5) TIdentification and function of the system component with

S : critical failure modes is the same as are thoge for the
FMEA format in Figure E-1 which is described in Paragraph *
2.3' ’ '

(6) - For each system component, enter its critical failure
- modes and, if known, their_ cause.

(7} < (9) If the criticel failure mode has an effect during Phase I
‘ ' " of the mission, its effect on the sysiem is given in
Column (7) with miseion time or event. The approved-loss
statement for the effect 1s given in Column (8). The
portion of the total criticality mmber calculated for the
critical failure mode according to the example given in
Paragraph 3.3.1 is entered in Column (9).

(10) = (12) Where the critical fallure mode has an effect during

‘ ~ Phase 2 of the mission, Columns (10)={12) are completed .
in the same manner ss in Columns (7J=(9). This format should
be extended to 1nclude all misslon phases.

(13) - A total eriticality number may be computed for each system
.. . component according to approved ground rules. An example .
of ground rules 1s aes follows: o

.
)

 SHEET E-401 7 4

USs 4802 1494 NEY, D=nd




. USE FOR TYPEWRITTEN MATERIAL ONLY

W}?ﬂ

THE 8”;’”5 COMPANY

NUMBER D2-119062-1
REV LTR

4ol (Continued)

Column
;- Number
‘(13) Be
Contd.- ot
b.
G' 0.
d.
# Q

Explanation or Description of Entries

Each criticality number in the mission phase columns
shall be multiplied by an approved lmportance
weighting factor for its particular loss statement.

Example for stage/module level FMECA: Kills Crew =
1.0, Damages Vehicle = 0.5, Precludes Escape = 0.4,
Loses Protective Devices = 0,3.

Example for subsystem level FMECA: Loss of critical
output or input which could lead to crew loss = 1.0,
Loss of noncritical input or output = 0.2, Annoyance
failure = 0.1,

These examples are given only to convey the intent. A
lengthy 1ist of statements of actual loss may be ranked
in relative lmportance by this means.

A given critical failure mode in a system component
shall occur only once during the mission, assuming no

- repair; therefore, the largest weighted criticality

number for a critical failure modevgiil be selected.
from among the mission phase columns for calculation
of the component's total criticality number.

A component's total criticality number for a particular
loss statement shall be the sum of the weighted
criticality mumbers wilth the same loss statement ,
selected from the mission phase coclumns according to
ground rule b, preceding.

Each total ériticality number with loss statelent for
a system component as calculated by ground rile ¢, -
above, shall be entered in Column (13) of the FMECA
summary format. .

4.2 CRITICALITY LIST

The laat step of the FMECA is the preparation of the criticalityﬁliste
Critical system components are grouped according to loss statement and are
listed in the groups in descending order according to magnitude of their
total criticality mumber for the loss statement. A system component may
appear in more than one of the groups. Appropriate supporting information
and recommendations should be given for each of the listed componentas.
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